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Chapter 1

Introduction

You may be surfing the Internet and come across a topic being discussed
in the comments of an article that you care deeply about, say, perhaps, re-
cycling. You read comments debating whether it really makes a difference
to recycle, given the scope of environmental problems on the planet. Fair
enough. But then someone starts contributing what seems to you a slew of
inane or irrational posts. This person writes that he (you won’t know the
gender, but trolls are most often male') never recycles and encourages his
friends not to recycle, even going so far as to throw unrecyclable materials
in recycling containers he sees so as to destroy others’ attempts at recycling.
He expresses scorn for people who care about the planet and swears that
he leaves his car running “just to piss off those dirty eco-hippies.” You be-
come incensed and start explaining to him that environmental concerns
are real and provide data and links to sites with solid and well-researched
information about environmental issues. But it seems that the more infor-
mation you provide, the more outrageous his claims are and the more in-
sulting he becomes. You become angry and insult him back, telling him he
is illogical, stupid, and obtuse, and asking him to educate himself on these
topics. But he continues to spout his insulting and infuriating nonsense. In
response, you become increasingly frustrated, but nothing you say seems
to have any effect on his stance.

In all probability, you've been trolled.

This means the person you have encountered who has been express-
ing the anti-environmental sentiments may not actually believe anything
he writes; he may even be an avid recycler IRL (“in real life”; IRL is an
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Internet term for distinguishing between online activity and real-life ac-
tivity). His intention was only to get a rise out of you—and he did. You've
been trolled.

It is unclear whether the etymology of the name “troll” derives from
the word’s use in fishing, so that online trolling is seen as analogous to the
fishing technique in which a baited line is dragged in water in the hopes of
catching fish; or from the mythological creature who waits under a bridge
to surprise unsuspecting people. However, the first known use of the word
“troll” as an Internet phenomenon dates back to the early 1990s, when a
user who called himself “Troll” posted on July 8, 1992.% In his post titled
“Hi boyz and girlz,” he (again, he is presumably male) writes,

Just some credentials. I am called Troll. I didn’t get the name because I'm
a fun guy. I am the the [sic] champion of channel +insult on irc and I have
thrice defended the title before the channel went down, so I can flame with
the best. Flame away if you like, but “I'm gonna deal it back to you in spades.
‘Cause when I'm havin’ fun ya know I can’t conceal it. Because I know you'd
never cut it in my game.”—Guns N’ Roses Troll’

Trolling on the Internet consists of making online comments or engag-
ing in behaviors that are purposely meant to be annoying or disruptive.
People who engage in trolling activities use a variety of strategies to dis-
rupt online discussions such as being obnoxiously illogical, feigning igno-
rance, bringing up extraneous or irrelevant topics, or otherwise derailing
conversations. The behavior is committed with the express purpose of
tweaking, upsetting, or enraging others. Online trolls relish the resulting
fallout of their strategies, which includes the target becoming angry, per-
plexed, insulted, or frustrated.

There are online forums where trolls brainstorm strategies and brag
about their exploits to their fellow trolls. In the early 2000s, trolls began
to congregate in various Internet sectors, most notably on a subsection of
the website 4chan called the /b/ board. 4chan currently has over 20 mil-
lion visitors each month,* with a rank of 275th most frequently visited
website in the United States according to Alexa.com, a provider of Inter-
net metrics that rate website popularity.” Although that means 4chan is
among the top 500 most frequented websites, the /b/ boards are only a
subset of the website, and so 4chan’s high ranking does not mean that In-
ternet trolls are comprised of huge numbers of people. Trolls often boast
about their exploits on sites such as 4chan and Reddit where they develop
and refine their strategies and techniques. Out of such forums, trolls have
developed a variety of recognizable strategies that they use to provoke
their targets.
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TROLLING STRATEGIES

Many trolling tactics, although they can certainly be upsetting and disrup-
tive, fall under the category of annoying or sometimes even humorous, al-
beit a rather twisted or even acerbic kind of humor, regardless of whether
the person they target shares in thinking the tactic was funny.

Bait and Switch

One such tactic is “bait and switch.” A fairly common one is “rickroll-
ing,” in which a troll provides a link, ostensibly related to the topic of an
online discussion, that is actually a link to a 1987 music video of the Rick
Astley song “Never Gonna Give You Up.” People who click on the link
have been “rickrolled” in trolls’ lexicon. Rickrolling emerged out of the
website 4chan as an iteration of an earlier practice called “duckrolling,”
in which the troll provides a link purportedly to a dramatic or sensa-
tional news item or image, but which actually leads to an image of a duck
on wheels.

Rickrolling has spread to become the theme of several pranks. On
April 1, 2008, every featured video on YouTube’s front page redirected the
user to the Rick Astley music video. The song was also played, performed,
and sung at many of February 2008 protests against the Church of Scien-
tology, which were organized by Anonymous through its Project Chanol-
ogy, a protest movement against the Church of Scientology in response to
its attempts to remove material from an interview with Tom Cruise from
the Internet. In addition, in April 2008, there was an online poll to deter-
mine a song for a sing-along during the eighth inning of a New York Mets
game. Users of the website Fark.com, a news aggregator and social net-
working site that mocks current news and events, voted overwhelmingly to
select the song “Never Gonna Give You Up,” which garnered over 5 million
votes and so won the poll.®

Concern Trolling

Trolls also employ tactics such as “concern trolling,” when a troll pretends
to share the opinions or ideas of the people he is conversing with, but
expresses trumped-up but seemingly earnest “concerns” in order to fo-
ment doubts, dissent, or disagreement about the opinion that the troll os-
tensibly agrees with. An example of this might be someone who pretends
to support reducing the use of disposable plastic bags, but then evinces

> €

numerous “concerns” about, say, people’s “rights” to prefer disposable
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over reusable bags or about the manufacturing process of disposable bags.
Concern trolls also use “sock puppets,” a fake account in which the troll
pretends to be someone else, sometimes engaging his own sock puppet
in heated and vitriolic disagreement. This tactic tends to induce others
engaged in the discussion to make numerous attempts to resolve the re-
sulting confusion, to attempt to intercede in the inevitable arguments that
arise, or to end up taking a more polarized stance as a result of the inflam-
matory statements by the troll.

Advice Trolling

Advice trolling occurs when trolls offer misleading, erroneous, or mali-
cious advice to others who are less savvy about computers or the Internet.
One such scheme involves instructing a user to “download more RAM.”
Since random access memory (RAM) is hardware, it cannot be down-
loaded. Trolls have created fake webpages where a user could select the
amount of RAM to download.” Trolls have even gone so far as to create
YouTube videos to instruct users on how to download more RAM, which
cannot be in fact done.

Another, potentially more destructive instance of advice trolling is
known as “delete System 32.”® Trolls instruct users that System 32 is a virus
that should be deleted and that doing so will speed up the user’s computer.
In reality it is a file that is essential to running the Windows operating
system and deleting it will cause the computer to no longer be operational.
This hoax peaked in 20062007, although Google Trend data indicate that
searches for “delete System 32” are still common.

Practical Jokes

Trolls sometimes coordinate efforts to sow mischief or to make a point.
For example, a large number of trolls coordinated together to weigh in
on a website that asked readers to vote on which country Justin Bieber
should perform in next. They all voted that he should go to North Korea.’
In another similar effort, trolls got together to disrupt a corporate media
campaign conducted by Walmart and Sheets Energy Strips in which they
announced that Miami rap star Pitbull would visit whichever Walmart
store received the most “likes.” The trolls organized to get people to “like”
the Kodiak, Alaska, Walmart store so that Pitbull would have to go to that
very remote and, in their view, less desirable location. In the end, the Ko-
diak store received 70,000 “likes,” despite the fact that the town has only
6,100 inhabitants. Pitbull visited Kodiak in July 2012, as a result of the



Introduction 7

trolls’ campaign. Finally, in a more politically motivated effort, when it
was revealed in 2013 that the National Security Agency (NSA) was mon-
itoring people’s telephone calls and web activity, a website, trollthensa.
com, was created. The website coordinated a campaign for large numbers
of people to call or email a specific script to a friend on the same day that
contained many of the keywords that NSA had flagged for monitoring.
The following are excerpts of that script (with the NSA-flagged keywords
in bold):

My job is so shitty I wish I could overthrow my boss. It’s like this oppressive
regime where only true believers in his management techniques will stay
around. . .. I just read this article about how these free radical particles can
cause the downfall of good health and accelerate aging. They could actually
cause death to millions of Americans. . . . Okay, I gotta run! I'm late for
flight school. I missed the last class where we learn how to land, so I really
can’t miss another one. Talk to you later!"

Flaming

Flaming is a somewhat more hostile form of trolling where a person attacks
someone else verbally through insults, name-calling, or other forms of an-
tagonism, often over hot-button topics such as religion, politics, or sexism.
There have been many “flame wars”'! over such topics as which computer
operating systems are preferable (Windows, Mac OS, or Linux) or whether
Mac versus PC computers are better. Flame wars occur in public settings
such as on blogs, in the comments section of articles, or on online discus-
sion boards. Flaming is often not a one-sided attack by trolls as much as a
disagreement that devolves into insults and name-calling on all sides. Flame
wars, rather than being attacks by one or more trolls on unsuspecting tar-
gets, tend to be engaged in by multiple parties, many of whom become in-
creasingly hostile and insulting to people who express opposing opinions as
the conflict progresses. Flaming and flame wars can be thought of as analo-
gous to fights that people might engage in offline where the participants,
rather than attempting to fight fairly, use as many hurtful and insulting
words as they can in order to provoke the people with whom they are having
a disagreement.

While some trolling tactics can be considered annoying, even highly
annoying, they nevertheless have more in common with pranks or other
mischievous behavior. However, other trolling tactics consist of meaner,
more vicious activities.



8 Gendertrolling
Griefing

Video game players are targeted in “griefing,” which occurs when players
in massively multiplayer online role-playing games (MMORPGs) delib-
erately harass or bully the other players in the game. Griefers are more
concerned with deliberately ruining others’ experiences of the game rather
than with playing the game or winning.'

Raiding, Shock, and RIP Trolling

Although many of the previously mentioned tactics of trolls can be fairly eas-
ily dismissed as an aggravation, trolls have also developed strategies that are
less easily ignored, for example, “raiding,” which is an attack on a target by a
coordinated group of trolls who, by virtue of their numbers, can dramati-
cally increase the scale and intensity of the attack. Another less amusing and
more offensive tactic is “shock trolling,” where trolls post a link that purports
to be something innocuous but instead links to shock sites, websites that
contain content or images that are shocking and offensive, such as graphic
pornography, extremely violent images, or profane or scatological content."

Trolling becomes even more of a malicious and unconscionable attack
when trolls go out of their way to target vulnerable people, as in the case
of RIP trolling. RIP trolls search for social media or web pages that are put
up in tribute to someone who has died, and they post nasty, critical, and
insulting comments about the deceased person. Trolls have gone so far
as to flood Facebook pages that were put up by parents to commemorate
their dead child with gruesome photos of dead children. RIP trolls also
make fun of or mock the way people have died, as in the case of a woman
who was hit by a passenger train or a Sea World trainer who was killed by
a whale during a performance in front of an audience."

Impersonation/Sock Puppets

Trolls use “sock puppets,” which is when a person takes on a fake identity,
often in order to sow mischief or confusion. A troll might use a sock pup-
pet to argue viciously with himself in the comments section of a blog in
order to rile others up; or he might use a sock puppet to voice exaggerated,
bigoted, or foolish opinions in order to undermine those who hold similar,
but more reasoned opinions. Trolls also use sock puppets to impersonate
someone whose reputation the troll is trying to damage by making others
think that person would say the terrible things the troll espouses using the
sock puppet identity.
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IRL (IN REAL LIFE) TROLLING

Other forms of trolling extend into offline life, often to instill a sense of
threat by letting the targeted person know they know where she lives. One
way this is done is by sending food orders, such as pizza, from restaurants
that deliver. Often the orders are especially unappealing, such as sending
pizzas with anchovies, double sausage, double meat, and pineapple as top-
pings. The orders are not paid for, causing confusion and sometimes pres-
sure by the delivery person to pay for the order. In one ominous case, trolls
sent a pizza to the address of their victim, but the order was in the name of
an accused murderer who the trolls knew the victim knew."

Swatting

Another offline trolling behavior that is even more harassing and potentially
dangerous is “swatting.” Swatting occurs when trolls call an emergency ser-
vice such as the police or fire department and report a serious threat such as
abomb, a shooting, a fire, a kidnapping, or other emergency at the home of
a person they are targeting. Such incidents have resulted in the deployment
of bomb squads, SWAT units, or numbers of police or other emergency per-
sonnel. Rapper Lil Wayne was swatted in March 2015 when someone called
the police and reported that four people had been shot at his Miami Beach
mansion.'® Swatting is a trolling activity that crosses a line into real-life
danger because of the possibility that law enforcement might kill or injure
someone due to having received false information about an emergency. FBI
agent Kevin Kolbye explained that “it’s only a matter of time before some-

body gets seriously injured as a result of one of these incidents.”"”

A commonality of these trolling tactics, even the most destructive or
reprehensible, is that the goal is the enjoyment and amusement that the
trolls derive out of having annoyed, upset, angered, or hurt others. Whit-
ney Phillips, a scholar who studies online trolls, explains that “trolls are
motivated by what they call lulz, a particular kind of unsympathetic, am-
biguous laughter. Lulz is similar to Schadenfreude—loosely translated
from German as reveling in the misfortune of someone you dislike—but
has much sharper teeth.”'® Claire Hardaker, a linguist and scholar who re-
searches online aggression, deception, and manipulation, says that “behav-
iors that fail to generate and/or celebrate lulz do not qualify as trolling.”"
Danielle Keats Citron, a law professor and author of Hate Crimes in Cy-
berspace, cites an ex-troll who describes what “lulz” means to him: “Lulz
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is watching someone lose their mind at their computer 2,000 miles away
while you chat with friends and laugh.”*® A hallmark of generic trolling,
then, is the troll’s intention of annoying or upsetting others for the “lulz.”
Trolling for the sake of enjoying upsetting and disturbing others is a defin-
ing feature of what I call generic trolling.

Because their primary motive is lulz, despite any appearances to the
contrary, generic trolls generally are not trying to make a sincere point or
seriously engage on a topic. Phillips explains that “as a general rule, trolls
don’t take principled stands, they provoke.”*! Hardaker elaborates: “Trolls
believe that nothing should be taken seriously, and therefore regard public
displays of sentimentality, political conviction, and/or ideological rigid-
ity as a call to trolling arms.”** Laura Miller, staff writer and cofounder of
Salon.com, says that trolls’ “objective is not even to win the argument, but
to delight in making his target ever more incensed and distressed, and then
to crow over the resulting spectacle with his troll pals.”*

While types of generic trolling range from annoying to upsetting to ma-
liciously destructive, there is a very different pattern of harassing, abusive,
and threatening behaviors that is specifically targeted to women, which
has been increasingly occurring on the Internet. I am making the case in
this book that these particular forms of harassment, abuse, and threats of
which women have been the targets are a separate and distinct category
from generic trolling, which I am calling “gendertrolling.”

Gendertrolling arises out of different motivations than generic troll-
ing. Blogger and 11-time Jeopardy! champion Arthur Chu explains that the
kinds of trolls who target women are engaged in a very different project
than generic trolls. In contrast with generic trolls, Chu says that “the emo-
tions [of the people who attack women online] are entirely sincere and the
people are entirely earnest.”* Gendertrolls, more often than not, believe
ardently, even obsessively, in the stances they take and act against their
targets out of their sincerely held convictions. While, like generic trolls,
they often try to provoke their targets, they are not doing it for the lulz.
Gendertrolls more often hope to inspire abject fear in their targets and to
win the battle they believe they are waging, which is to drive the target,
along with her objectionable opinions (usually that women deserve social,
political, and economic equality with men), out of public discourse online.
One troll succinctly points out that he considers that behaviors typical of
gendertrolling are not trolling: “Threatening to rape someone on Twitter
isn’t trolling. . . . That’s just threatening to rape someone. On Twitter.”*

Gendertrolling is often mistakenly conflated with the name-calling
and general unpleasantness that is characteristic of generic trolling and is
more likely to be men’s experience of online harassment. A recent study
on online harassment conducted by the Pew Research Center confirmed a



Introduction 11

difference in men’s and women’s experiences of online trolling. In a report
on the study’s findings, Maeve Duggan, a research assistant at Pew Re-
search Center’s Internet Project, says: “In broad trends, the data show that
men are more likely to experience name-calling and embarrassment, while
young women are particularly vulnerable to sexual harassment and stalk-
ing.”* In addition, there are some data that show that women are dispro-
portionately targeted for online harassment. An organization that tracks
online harassment, Working to Halt Online Abuse, reports that, of those
who have filed online harassment cases with them from 2000 to 2013, fully
70 percent are women.” While many people think gendertrolling is best
handled by ignoring it or laughing it off, as may be the case for generic
trolling, because gendertrolling arises from entirely different motivations
and manifests in very different ways, this strategy is for the most part
ineffective.

CHARACTERISTICS OF GENDERTROLLING

There are many ways that gendertrolling is distinct from generic trolling,
among which is the different motivation on the part of the perpetrators.
More significant, however, are the ways that gendertrolling is exponen-
tially more vicious, virulent, aggressive, threatening, pervasive, and endur-
ing than generic trolling. As discussed earlier, gendertrolls, as opposed to
generic trolls, take their cause seriously, so they are therefore able to rally
others who share in their convictions to take up the effort alongside them,
resulting in a mob, or swarm, of gendertrolls who are devoted to target-
ing the designated person. Because of the numbers of people involved in
the attacks, gendertrolls are able to sustain their attacks for an extended
period of time—for months and, not atypically, even for years. Another
distinctive feature of gendertrolling is that gendertrolls use graphic sex-
ualized and gender-based insults to demean women as sexual objects
and to insult them for being women. In gendertrolling attacks, women
are typically called “cunts,” “sluts,” “whores,” and the like; their appear-
ance is insulted by calling them “ugly;” “fat,” and much worse; and graphic
pornographic depictions are frequently made of images of the targeted
women. An additional feature that distinguishes gendertrolling from ge-
neric trolling is that, while generic trolling tends to remain on the on-
line forum, discussion board, comments section, or blog post on which it
originated, gendertrolls launch a more aggressive and proactive campaign
that branches out to and involves multiple online sites, social media, and
forums. Although the initial remark or opinion that gendertrolls object
to may appear, for example, on a particular blog, gendertrolls then use
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Twitter, Facebook, Tumblr, YouTube, Storify, email, and discussion boards
simultaneously to carry out their multifaceted attacks. Gendertrolls also
employ a variety of tactics concurrently such as hacking a Wikipedia page
about the target or creating a blog as if in the target’s name where they
espouse horrendous views that are then attributed to the targeted woman.
They may also post and repost graphic Photoshopped pornographic im-
ages involving the target or seek out the target’s family members, friends,
and supporters to harass them as well. Gendertrolls are so committed to
their campaigns that they become quite creative and inventive in using
a wide variety of means to achieve their ends. Finally, the feature that is
possibly the most common in all gendertrolling attacks is that they in-
undate their target with explicit rape and death threats, many of which
are credible. They also commonly induce fear in the target by posting her
home address, telephone number, or other real-life data about her, while
egging others on to use that information, thus increasing the possibility of
a real-life, physical attack.

These features are common to online campaigns against women, and
they characterize a unique and unprecedented form of online abuse,
which is clearly distinct from other kinds of generic trolling. After review-
ing the experiences of large numbers of women and the attacks waged
against them, as well as conducting in-depth interviews with many other
women who have been subject to these vicious online campaigns, the fol-
lowing seven characteristics emerged as common features of these online
attack campaigns against women:

1. Gendertrolling attacks are precipitated by women asserting their opin-
ions online.

2. They feature graphic sexualized and gender-based insults.

3. They include rape and death threats—often credible ones—and fre-
quently involve IRL targeting, which adds to the credibility of the
threats.

4. They cross multiple social media or online platforms.

5. They occur at unusually high levels of intensity and frequency (numer-
ous threats or messages per day or even per hour).

6. They are perpetuated for an unusual duration (months or even years).

7. They involve many attackers in a concerted and often coordinated
campaign.

Certainly not all cases of gendertrolling evince every one of these seven
characteristics; nevertheless, this general pattern of characteristics de-
scribes a unique constellation of tactics that recurs in a significant number
of online attacks on women.
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OTHER KINDS OF ONLINE HARASSMENT

The Internet is certainly rich territory for spawning any number of per-
nicious and innovative forms of harassment and abuse. Other abusive
and harassing behaviors that have also arisen from the Internet include
cyberharassment, cyberbullying, cyberstalking, posting of upskirting pho-
tos, revenge pornography, rape blackmail videos, and bullying campaigns
that result in Internet-induced suicides. Although these are all also dam-
aging and destructive forms of harassment and abuse, they are distinct
phenomena from gendertrolling. Cyberharassment is the use of the Inter-
net to bully or harass an individual or group and involves the intentional
infliction of emotional distress on the target. (Gendertrolling is a discrete
subcategory of cyberharassment.) Cyberbullying, another subcategory of
cyberharassment, is generally seen as online harassment directed at chil-
dren or underage teens. Cyberstalking is characterized by the relentless
pursuit of a targeted person online, and often occurs in conjunction with
offline stalking. The motivation for cyberstalkers often involves revenge
against, anger at, or obsession with the target, and the stalker and the tar-
get have typically had some kind of personal relationship, whether off- or
online.

Posting upskirting photos, revenge pornography, rape blackmail vid-
eos, and often cyberbullying that results in suicides are forms of online
harassment that, like gendertrolling, often have a gender component to
them. “Upskirting” is when someone, usually a male, surreptitiously pho-
tographs up an unsuspecting woman’s skirt in a public place and subse-
quently posts the photograph online. Revenge pornography occurs when
someone obtains a nude image of the target, nearly always a woman, either
voluntarily, such as in the case of a woman sending a nude photo of her-
self to her partner, or without the woman’s permission, in the case where
the photo is obtained through hacking or other illicit means. The photo
is then posted to a website devoted to posting revenge pornography with
identifying information about the woman pictured in order to embarrass
and humiliate her by the exposure.

Rape blackmail videos are a somewhat newer phenomenon, although
it is becoming more common, especially in India. Rape blackmail videos
occur when a woman is raped or gang raped, and the rape is videoed.
Thereafter, she is threatened that if she reports the rape, the assailants will
post the video online, where she will be shamed.?® Shamina Shafiq, a mem-
ber of the National Commission for Women in India, reports that “more
and more women are reporting that men are recording the act of rape with
their smartphones, and they are using these recordings to threaten women
into silence.”” In Canada, the suicide of Rehtaeh Parsons was motivated by
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a similar dynamic: the 17-year-old killed herself after she was gang-raped
at a party and a photo of the rape was posted online, which resulted in a
long campaign of bullying, shaming, and intimidating her for having been
raped.

Other Internet-induced suicides include 14-year-old Jill Naber, who
hanged herself after a photo of her topless went viral,*® and Amanda Todd,
a 14-year-old girl who committed suicide after she was persistently bul-
lied and blackmailed because of a photo of her topless, which she had
sent to a stranger when she was in the seventh grade. Both of these girls
were relentlessly bullied by countless others because of their photos. Some
Internet-related suicides of young men are also gender related in that they
were bullied and tormented for being gay or for being perceived to be gay,
effeminate, or insufficiently masculine. (Because of strict gender norms
that define heterosexual masculine behavior, men who deviate from those
norms by presenting as effeminate or by being gay often become the target
of extreme forms of abuse and derision. In this manner, harassment of
gay men can be considered gender related.) Two examples of this are Tyler
Clementi, an 18-year-old college student who committed suicide after his
roommate made a video of him, without his knowledge, kissing another
man, which the roommate then showed to other people who participated
in ridiculing him; and Ryan Halligan, a 13-year-old who was bullied and
cyberbullied for nearly three years by schoolmates and others online who
taunted him about being gay (although he apparently was not), inducing
him to kill himself.

While cyberbullying, cyberstalking, posting of upskirting photos, re-
venge pornography, rape blackmail videos, and Internet-induced suicides
are all gravely serious problems that have been made possible or intensi-
fied by the Internet, they are distinct from gendertrolling and are therefore
beyond the scope of this book. Instead, this book is devoted to laying out
and detailing the phenomenon of gendertrolling, in the hopes that doing
so will result in greater awareness that will lead to the changes—Ilegal, pol-
icy, cultural, and social—and that will lessen and hopefully bring an end
this new threat to women’s freedom and agency online.

In Part I of the book, I lay out the experiences of women who have
been gendertrolled, giving examples and detailing how gendertrolling
has played out in their lives. Chapter 2 consists of seven sections, one
for each of the seven characteristics of gendertrolling described earlier.
Each section features the story of a particular gendertrolling campaign
that illustrates the wrenching experiences of women who are gender-
trolled. Each section then gives examples of the respective gendertrolling
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characteristic, with anecdotes to illustrate how that particular feature of
gendertrolling plays out. At the start of each section of Chapter 2, I in-
clude a few statements that are typical of the kinds of messages that are
sent to targeted women during gendertrolling campaigns. As horrific as
they are to read, I include them because it can sometimes be too easy
to dismiss the harassment that women receive as merely negative com-
ments, insults, or name-calling. Although I am loathe to repeat them,
I believe that by including examples of these offensively graphic and up-
setting statements, it will allow the reader to gain a better understanding
of the horrific content to which gendertrolled women are exposed, often
on a daily basis.

Chapter 3 provides examples of the range of reactions that women have
had in response to being targets of gendertrolling attacks. Many women
experience the attacks as quite, to extremely, upsetting, with a full range of
attendant emotional reactions including frequent crying, anxiety, shock,
and, not uncommonly, especially after prolonged exposure to the graphic
and horrific content and threats, the onset of post-traumatic stress disor-
der (PTSD) symptoms. Women respond to the attacks in a variety of ways,
such as by limiting what they write about online or withdrawing partially
or completely from online activity. Some women manage to become in-
ured to the abuse, although they point out that hardening oneself to such
vicious attacks can also have drawbacks. Finally, many women find that,
for their safety and that of their family, they must make significant adjust-
ments to their offline activities and circumstances. Some women have had
to leave their homes temporarily; while others have been forced to move
to another home in order to protect themselves in the face of the ongoing
specific and credible threats that involve posting their home address.

Chapter 4 illustrates the multitude of ways that women have attempted
to fight back or take control in the face of the onslaught of gendertrolling at-
tacks. Some women have attempted to fight back by reaching out to law en-
forcement, although that tactic is generally met with limited success. Other
women have shown considerable fortitude in resolving to stand strong and
resolute in the face of the attacks, remaining determined not to be silenced
regardless of the threats they receive. Finally, some women have found ways,
through humor and creativity, to use the horrific attacks against them to
raise public awareness about online harassment against women.

Part II of the book is an analytical overview of gendertrolling that situ-
ates it within other English-speaking, European and American historical
and contemporary patterns of misogyny. I also lay out what I call “cultural
defense mechanisms,” a patterned form of backlash that has emerged with
other forms of misogyny, which also comes into play when women at-
tempt to describe their experiences with gendertrolling. I argue that clearly
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recognizing and naming harassment and abuse of women, in this case
gendertrolling, is an indispensable step toward enacting laws and policies
that will protect women online as well as making the legal, cultural, and
social changes to ensure women’s full equality and participation.

Chapter 5 explores how gendertrolling is situated in a long-standing
historical tradition of harassment and abuse of women, in which women
have been barred from full participation in cultural, social, and political
discourse and have been thereby shut out of professional opportunities.
I make the case that gendertrolling is not a unique phenomenon that has
emerged out of the particular qualities of the Internet, as many people
have suggested, but that it is instead an adaptation of offline misogyny to
the specific features of the Internet. I also make the case that, in general,
women are treated differently online from men and that the constellation
of characteristics that define gendertrolling happen for the most part to
women, or, when they do happen to men, it is most often when men show
public support for women who are being gendertrolled. Finally, I assert
that, despite any number of reasons given as to why gendertrolling hap-
pens, such as that the women provoked it in some manner, it happens to
women because they are women—and for no other reason.

In Chapter 6, I examine gendertrolling in the context of contemporary
misogynistic behaviors: domestic violence, rape and date rape, stalking,
street harassment, and sexual harassment in the workplace. Gender-
trolling has much in common with these forms of harassment, abuse, and
violence against women, which are varied expressions of misogyny. They
are primarily aimed at and harm women, are pervasive rather than idio-
syncratic or rare, and have a major impact and effect on women’s lives.
While these forms of misogyny have been widespread, they have been
paradoxically unacknowledged and unseen until feminists campaigned to
raise awareness about them. Before feminist activism brought them into
public consciousness, these forms of misogyny were unacknowledged,
and they therefore had no recognizable social existence. When they did
occur, they were often construed as matters of private and individual
shame by the women who experienced them. Gendertrolling, much like
these other behaviors, is also widespread, but is largely unseen and un-
recognized. I maintain that there is great power in bringing these wide-
spread and destructive patterns into social awareness—and in naming
them. I argue that naming is a powerful and indispensable step toward
implementing the changes to policies, laws, and social and cultural values
that are needed in order to counter these behaviors. Like the other named
misogynistic behaviors, gendertrolling is a form of misogyny that needs
to be clearly named and defined so that changes can be implemented to
address its harms.
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Chapter 7 explores the multipronged backlash that arises in response to
recognizing, naming, and defining a pattern of social behavior, especially
those patterns of behavior that uphold and preserve power and privilege
for certain groups. As feminists mobilized to bring attention to other forms
of misogynistic harassment, abuse, and attacks on women—domestic vio-
lence, rape and date rape, stalking, street harassment, and sexual harass-
ment in the workplace—they faced a sizeable cultural pushback against
that mobilization. This pushback can be likened to a massive cultural
defense mechanism, which tends to consist of common forms: “shooting
the messenger,” denial, shifting culpability, and assertions of inevitability.
“Shooting the messenger” occurs when accusations are made against the
integrity or trustworthiness of the people describing what happened to
them, or, particularly in the case of women, when they are shamed sexu-
ally as a way of creating a barrier to speaking out. Denial takes the form of
discounting the seriousness of the phenomena, making accusations that
women are exaggerating or lying, or claiming oversensitivity on the part
of the targets. Shifting culpability occurs when culpability of those doing
abusive or harassing behavior is blurred or even reversed through blaming
the victim, asserting that the behavior of both parties is at fault, switching
the focus to the perpetrator’s intentions rather than actions, or seeing the
perpetrator as the real victim. Finally, the offending behaviors are seen as
unchangeable when they are made out to be natural and therefore inevita-
ble. These multipronged defense mechanisms help ensure that even when
women begin to develop a social awareness of a patterned behavior that is
targeting them, they will face significant counter attacks.

In Chapter 8, I discuss how the same cultural defense mechanisms that
have been employed in the past to stave off full recognition of myriad
abuses against women are also used to stymie women’s attempts to name
and explore remedies for their unique experiences of harassment, abuse,
and threats online. The same pattern of defenses—“shooting the mes-
senger,” denial, shifting culpability, and assertions of inevitability—comes
into play when women bring public attention to gendertrolling. In this
chapter, I also detail the ways that segments of online denizens have cre-
ated an ideology where abuse against women has been construed as an
unavoidable feature of the Internet. Some of the tenets of these beliefs are
that online interactions are an expression of “natural” human behavior
patterns; that the Internet is a separate world, special, distinct, and apart
from offline life; that anonymity is essential to maintain the Internet as a
uniquely free place where there are no consequences for antisocial behav-
ior; that whatever ideas or memes proliferate are “naturally” meritorious
due to the mere fact that they are popular; and that free speech should be
absolute, without even the exceptions to free speech in offline life, such
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as for credible threats. In the end, the pushback effect of this pattern of
cultural defense mechanisms thwarts naming and defining gendertrolling
as well as coming up with solutions that might address or ameliorate it. In
order to have an effect on diminishing gendertrolling attacks on women,
feminists must therefore do the double work of clearly describing and
naming the rampant harassment and abuse of women online, while also
effectively countering the array of defenses brought to bear against their
efforts.

Finally, in Chapter 9, I lay out a variety of reccommendations for change,
from legal remedies to changes in policies of online content providers, to
suggestions for coping with gendertrolling attacks, to proposals for ways
to institute cultural changes that would reshape values and ideas so that
gendertrolling attacks on women would no longer be acceptable or toler-
ated. Legal scholars advocate increasing the enforcement of existing laws,
especially laws against true threats, and training law enforcement to be-
come more familiar with patterns of stalking and threats that take place
online. Other legal scholars advocate amending or implementing new
laws that specifically address the unique kinds of abuse and harassment
that occur online. Many commentators recommend making changes to
Internet policies and protocols, for example, eliminating or discouraging
anonymity online or increasing comment moderation. Most of those who
attempt to bring attention to this topic recommend that online content
providers, especially social media, implement policy changes that might
alleviate the problem. Finally, because online life is a reflection of offline
life, a preponderance of activists have come to the conclusion that wide-
spread cultural change regarding attitudes toward women must take place
before gendertrolling attacks will diminish.

I have purposely included a plethora of quotes in this book so that my
analysis would not drown out or override the experiences of the multi-
tudes of women who have experienced the online campaigns of harass-
ment, abuse, and threats that I am calling gendertrolling. It is my hope
that this book will serve as a way to gain a wider audience for their voices,
especially in view of the fact that gendertrolling campaigns have often re-
sulted in silencing them.

I also hope that by bringing this phenomenon into social conscious-
ness, women who grapple with gendertrolling campaigns in the future
will be less devastated by them. Seeing gendertrolling as a pattern that has
happened to many other women can help remove the sense that the in-
sults, abuse, and harassment occurred as a result of some personal failing,
characteristic, or flaw on the part of the woman being attacked, which is
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what gendertrolls assert. The tendency to self-blame when gendertrolling
attacks happen is lessened when women become aware that so many other
women have been similarly attacked and that they are being targeted, not
for something they did or said individually, but for being a woman.

Finally, I wish to raise public awareness about gendertrolling in the
hopes of galvanizing support for finding some creative and effective solu-
tions to this problem. It is my sincere hope that conveying the experiences
of the many courageous and outspoken women who have withstood the
horrific onslaught of gendertrolling campaigns will result in changes in
laws, online policies, and cultural attitudes that will reduce gendertrolling
attacks. Coming up with solutions to reduce these attacks will ensure that
the remarkable and impressive level of courage and strength shown by the
women profiled in this book in the face of horrific attacks will not have
been in vain.






Chapter 2

Characteristics of Gendertrolling

There are seven sections in this chapter, one for each of the seven charac-
teristics of gendertrolling.

1.

Gendertrolling attacks are precipitated by women asserting their opin-
ions online.

. They feature graphic sexualized and gender-based insults.
. They include rape and death threats—often credible ones—and fre-

quently involve “in-real-life” (IRL) targeting, which adds to the cred-
ibility of the threats.

. They cross multiple social media or online platforms.
. They occur at unusually high levels of intensity and frequency (numer-

ous threats or messages per day or even per hour).

. They are perpetuated for an unusual duration (months or even years).
. They involve many attackers in a concerted and often coordinated

campaign.

Each section features a brief story that details a particular gendertrolling

campaign, as well as quotes and examples that illustrate the characteristic
discussed in that section.
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SECTION 1: WOMAN HAS AN OPINION ON THE INTERNET
What a long winded bitch. You certainly do need to be gagged.’
Shut your whore mouth now, or I'll shut it for you, and choke you with my dick.?
the only time your mouth should be open is when I’'m putting my d-k in it

Women that talk too much need to get raped.*

FEMINISTA JONES

“Feminista Jones,” an online pseudonym, is an activist who works
on issues of street harassment, domestic violence, and sexual as-
sault, particularly as they relate to black women and other women
of color. In July 2014, Jones started her #YouOkSis Twitter cam-
paign to provide support and solidarity to women of color who are
harassed on the street. The campaign emphasizes that bystander
intervention can be an important form of support to women who
are harassed. She explains that “the whole reason why YouOKkSis
exists is because | feel like the stories of black women and women
of color have been erased from a lot of the street harassment stuff.”
But since she started her campaign, she reports that “I don't think
there’s a day that goes by where there is hot somebody attacking
me because of #YouOkSis.”®

Because Jones is open online about being both black and a
woman—and she frequently writes about issues of concern to
black women—she receives harassment that is both sexualized
and racialized. Jones finds that some issues she writes about
elicit harassment from both black and white men: “When I'm talk-
ing about issues related to women and women’s rights and things
like that, then it's both. It's both black men and white men.”® She
reports, however, that it is mostly black men who harass her when
she speaks about feminist issues that relate specifically to black
women:

Every time | write something new, | can expect that there is going to
be some level of trolling and harassment from this particular group
of black men who feel that | am exposing them or making them look
bad in front of white people. . . . There are a lot of men who are re-
sponding to [#YouOkSis] with “you’re trying to put us in jail. You're
trying to create something that’s going to criminalize black men.” . . .
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They're saying I'm a . . . pawn for white feminism to help put more
black men in prison by putting up this mantle against street harass-
ment. . . . | had people saying that they don’'t condone violence
against women while telling me | deserved to be raped and killed
and lynched . . . and that I'm a traitor, and they hope somebody kills
me. . . . When I'm talking about black women, then it's black men
[who harass me]. It's almost 100 percent black men whenever I'm
speaking specifically about black women.”

Jones finds it particularly dismaying that her black male harass-
ers imitate “the kind of trolling and threats that | see white men
do, talking about how | need to be raped and lynched and calling
me a savage and all these kind of things. And | think [they] don’t
sound any different from the white men who are doing this.”®

On the other hand, when she speaks out online about topics
related to racism, such as police brutality, she finds that it is mostly
white men who do the harassing: “So, if I'm talking about some-
thing like police brutality, or . . . the Trayvon situation, or Michael
Brown, then | would get a lot of white male trolls. But a lot of their
comments were gendered. So there’'s the gendered racial com-
mentary. And it would be harsher.”

Jones finds it particularly dismaying that the tactics of her black
male harassers are so similar to the kind of insults and threats
that she receives from white men, that they both send her graphic
threats about how she should be raped and lynched and call her
a “savage” and the like. She marvels at how similar their tactics
are and even jokes that they must have all gotten the same script.

Like most women who have been harassed online, Jones takes
pains to distinguish between generic trolling, or as she calls it,
“heckling,” and the kind of sustained and relentless harassment
that she has received:

You expect a certain amount of heckling or things like that when you
say things that people don’t agree with, right? | mean everyone kind
of engagesinthat. .. |think we all do that. . . . But that’s a lot different
than what seemed to be almost constructed efforts, like somebody
went somewhere [online] and said, “We're going to do this to this
person.”. . . And when you look at the 4chan boards or you look at
these other message boards where they congregate, you see them
planning this stuff. You see them giving them the words to say and
giving them the tools: “This is what we need to say to this person.
This is the person we need to attack today. This is what we need to
go after.” And it’s really kind of sad, because it is primarily men.™
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As is characteristic of most gendertrolling cases, Jones was ha-
rassed across a wide variety of online platforms and social media
including on her Twitter and Facebook accounts, in the comments
to her blog, in emails sent to her, and in the comments sections
of online articles she authored that appeared in Ebony, Time, and
Salon. She believes the perpetrators are often the same people
writing in different media.

Jones has also been harassed over an extended period of time.
When | spoke with her, she estimated that she had been experi-
encing these types of attacks for at least 18 months, although the
intensity and viciousness of the trolling had picked up following
the start of the #YouOkSis anti-harassment campaign. As is typical
in gendertrolling cases, she has also been harassed not just by
one or two people, but, in her estimates, by between 100 and 150
different accounts. She thinks that some of these may be the same
people who use several accounts in order to multiply the effects
of the harassment on her. One of her harassers, who goes by the
name Johnny, has at least four or five different accounts that he
has used to target her. As Jones blocked him on one account, he
would create other ones to continue to harass her.

Like so many other women who are gendertrolled, Jones was
also “doxxed,” which is when personal information such as a per-
son’s real name, home address, telephone number, social security
number, or other personally identifying information is posted on-
line for others to see. Although Jones has tried to keep her online
presence anonymous by using a pseudonym, gendertrolls spent
the considerable time and effort required to dig around on the
Internet until they found her real name, address, and telephone
number. They posted this information in a Pastebin, a web appli-
cation where people can post in plain text, which makes it much
harder to trace who posted the information. Although the postings
are anonymous, Pastebin can be viewed by anyone so Jones’s
personal information was available to anyone who wished to ac-
cess it. Her personal information was then sent out on Twitter and
tagged with her anti-street-harassment hashtag #YouOkSis, which
meant it would be called to the attention of the people who were
already bent on attacking her.

Shortly after being doxxed, she began to receive phone calls
from telephone numbers that she didn’t recognize. She found that
many of them were using Google voice numbers, which indicated
they were probably temporary telephone numbers and are not
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easily traceable. When she decided to answer one of the calls, the
person who picked up tried to convince her he was her neighbor,
and in the conversation, he revealed that he knew her real name
and address.

The harassment campaign against her, like many other gender-
trolling campaigns, had effects that extended beyond the Inter-
net. Jones explained that one of her harassers, identified as “Lord
Jamar,” took her image from her avatar, along with other images
of her, and tweeted them so people could identify her in person.
Along with the pictures he tweeted, “Hey fellas. If you see Femi-
nista Jones on the street, go up to her and tell her | said, ‘Have a
blessed day.”” She reports that the next day she was out having
lunch with her son when a man who looked to be in his 40s ap-
proached her. Because his age was the general age of people
who she knew followed Lord Jamar, she felt it not unlikely that he
could have been among his followers. The man told her that she
looked familiar and asked her where she worked. She replied that
she would not tell him where she worked, but he reiterated that
she looked “really familiar” to him and asked if he could talk to her.
Another woman at the restaurant defended her, saying “Yo, she
obviously don’t want to talk to you! Why are you bugging her?” He
replied that he was not trying to cause any trouble, said “Have a
blessed day,” and walked away.

Jones says she felt panicked at the thought that this could have
been a result of her online harasser’s request. She reported think-
ing “Oh my god. Please don't let this be reality right now. Please
don'’t let this be somebody who was following what this guy said.”

Jones points out that the statement “Have a blessed day” is so
frequently said that it serves to keep her off balance, because she
can never know for sure whether someone saying it to her is doing
so at the behest of her harasser. About this particular incident, she
was uncertain whether it was the man'’s usual approach or whether
he follows Lord Jamar on Twitter and was responding to his re-
quest. In any case, the event was extraordinarily unnerving to her.

The online campaign against Jones bled over into her real life
in other ways as well. One man posted a photo on Twitter that he
had taken of himself as he was standing behind Jones and her son
at an event. He tweeted the photograph with the message, “I see
Feminista Jones is at this event, t00.”1?

Jones describes a kind of doubling down on the part of her ha-
rassers when she asks them to back off:
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| can say, “please don'’t tweet me,” and they will tweet me 10 more
times, just because | said please don'’t tweet me. It's their way of as-
serting that kind of dominance. And it’s their way of [expressing that]
“No woman is going to tell me what to do. If | want to talk to women,
I’'m going to talk to women, and | don't care what you think.”'

Like many other women, Jones has found that men experience a
different reception online, both in response to their own comments
and for trying to defend women against harassment:

If it's a man who steps in, the trolls tend to back down. If it's another
woman, they kind of go at them as well. The tone absolutely changes
when a guy speaks up. | have a group of guys who regularly step
up for me. They jump in, and they try to bring the attention to [the
trolls], because the trolls won't say anything after that. My boyfriend
has even replied to certain people. There was this one white guy
who was coming at me really hard. My boyfriend responded—{the
guy] didn't know it was my boyfriend—but his whole tone changed!
He was like, “Come on man, she was just saying blah, blah, blah,”
and my boyfriend just said, “No she wasn’t. Why are you attacking
her?” And the guy said, “I'm sorry. | shouldn’t have done that.” [My
boyfriend said], “You could apologize to her!” But the guy never
apologized to me—he apologized to this man he did not know was
my boyfriend. For all he knew, this was a perfect stranger to me. But
he was okay apologizing to him and not to me, and his whole tone
changed. And that happens a lot. My male friends who are [online],
they'll tweet the same exact things that we [women] do, and they
say, “Nobody comes after us like us. | wish they would come for me
like this!” And they just don’t, you know. They just don't.™

Jones sees a connection between street harassment and on-
line harassment: “Masculinity is being able to dominate and con-
trol women. And it's being able to have access to women at any
chance. So, [the gendertrolls are] taking it from the streets to
online.”™ She also sees the connection between online harass-
ment and political harassment in real life, drawing a comparison
with the kinds of harassment that civil rights activists have expe-
rienced: “It's kind of like back in the day when they would send
bricks through people’s houses or they would call their phones
and threaten them. It's the same thing.”

Jones makes the important point that, although women of color
have been harassed online as much as white women, “women
of color don’t get the same kind of media attention and support
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when they go through these kinds of cyber harassments. If you
look at something like Gamergate [a campaign of harassment
against women in the video game industry that received wide-
spread media attention in August 2014], it’s all white women. It’s
important to include the discrepancy in the ways in which people
pay attention to how black women are treated and women of color
are treated versus white women.”"”

She expressed frustration “to the point where | don’t even want to
go online sometimes,” but she says that that is what the trolls want:

They want us to stop tweeting. They want us to stop writing. They
want us to go away. They want us to be silent. And that’s what they
do with this trolling and these insults, and the harassment. It's really
terrorism! It's really trying to keep us from doing things. And I've spo-
ken to other women who are going through similar things. | mean,
children being threatened. . . . And people say, just ignore the trolls.
And I'm like, you're telling me to ignore a troll who is putting my per-
sonal information or who is threatening harm to my son. What would
you do if it were you?'®

Like so many of the women who have been the targets of pro-
longed extensive harassment campaigns, however, Jones remains
defiant:

And [their attempts to silence Jones are] not working because I'm
just going to be me, and I'm committed to this. But it's tiresome when
| wake up in the morning and | log on to Twitter, and the first thing
| see is somebody talking about how I’'m a hateful bitch who needs
to die. It gets annoying sometimes.™

In spite of her determination, like so many women who have
been gendertrolled, Jones reports very significant adverse mental
health and other real-life effects:

| started thinking about [the online harassment] and processing it
and realizing that it was triggering anxiety in me. | started seeing
a therapist. | saw a psychiatrist. And they were saying, “we think
you have PTSD from a number of things, but also from this level of
harassment.” . . . But as I'm talking about [the effects of the online
abuse], | have more people coming at me in ways that are mak-
ing me even more anxious. I've had some days, like this particular
summer, where | don’t want to go outside. | just didn’t want to be in
the street. And | would log on and there would be so many people
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attacking me and the anxiety would just be through the roof, and
| would just have to sign off. | was just feeling like | can’t deal with
this. | cannot deal with this. I'm not going to survive this. And I've
had to kind of pull back. I've become a bit of a recluse. . . . | was de-
clining social invitations. My friends are doing really amazing things,
and | was just saying, “l can’'t make it,” because of not wanting to be
in public spaces. | went to a book signing the other day, and there
were a lot of people who were recognizing me, and | just kind of put
on my hood and thought, “I have to get out of here.” | was just start-
ing to feel the anxiety, like, what if one of these people is someone
who trolls me online?2°

In the end, Jones makes a plea for more empathy:

But it’s just the fact that people don’t have the same empathy. . . .
A lot of people forget that there are human beings behind these
accounts. And we go through these things, and we deal with these
things, and we have emotions. As a black woman, | think people
look at me with such a racist and sexist lens that they don’t even
realize they're looking at me. . . . They’re seeing me as somebody
who can handle anything and deal with anything, because I'm sup-
posed to be the strong black woman. And | have people saying to
me . . . “l just kind of see you as this superwoman. You're so used
to it, that I just figure that you're okay.” [But] that’s a really fucked-up
assumption to make. I’'m a human being. I'm a mother. | go to work
every day. I'm just like you.?!

The events that have precipitated online harassment campaigns against
women are extraordinarily varied. Whether speaking out or writing about
controversial feminist or political topics, or expressing opinions on topics
that are decidedly mundane, when women assert their right to voice their
opinions in the new public sphere that is the Internet, that act alone can
precipitate gendertrolling campaigns.

Many women have been subjected to online harassment campaigns
when they were speaking out about topics entirely unrelated to women’s
rights or women’s equality. For example, Laurie Penny, a British journalist,
author, and a contributing editor at the New Statesman, was the target of
vicious attacks toward her and members of her family for her opinions on
economics:

Like many others, I have also received more direct threats, like the men who
hunted down and threatened to publish old photographs of me which are
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relevant to my work only if one believes that any budding feminist journal-
ist should remain entirely sober, fully clothed and completely vertical for
the entirety of her first year of university. Efforts, too, were made to track
down and harass my family, including my two school-age sisters. After one
particular round of rape threats, including the suggestion that, for criticis-
ing neoliberal economic policymaking, I should be made to fellate a row
of bankers at knifepoint, I was informed that people were searching for my
home address.*

Secular humanist/atheist blogger Rebecca Watson began to receive what
is, as of this writing, more than three years of intense harassment after she
posted a video reporting on an atheist conference where she (very politely)
objected to a male conference attendee asking her to “coffee” in a hotel
elevator at 4:00 A.M.

Dawn Foster, a British writer and editor whose work focuses on sustain-
able housing, remarked that even a topic as seemingly innocuous as cycling
could elicit abusive responses: “Even posts about cycling drew vitriolic
emails or requests for dates and sex. Being a woman on the Internet seemed
to be enough to anger people, regardless of what you were writing.”*

Mary Beard, a professor of classics at the University of Cambridge in
England, got harassed starting the day following her appearance on the
BBC television program Question Time to discuss immigration. In the en-
suing months, she experienced an onslaught of online abuse. Beard com-
mented on the “gobsmacking” misogyny, adding,

The whole “cunt” talk and the kind of stuff represented by the photo [some-
one created an image of her face superimposed onto a photo of female geni-
talia] . . . is more than a few steps into sadism. It would be quite enough to
put many women off appearing in public, contributing to political debate,
especially as all of this comes up on Google.*

Janelle Asselin, an editor of various DC Comics titles, a frequent con-
tributor to several online comic magazines, and an academic researcher
on comics, was targeted for a harassment campaign after she criticized the
cover of a comic book.

Last weekend I called [my father] and explained that I had finally hit that
magical level and had received my first rape threats. What had I done to
garner this level of ire from Internet trolls, you ask?

I’d written a review of a comic book cover and its company’s marketing
strategy.”

Ashley Judd, actor and women’s rights advocate, was targeted for tweet-
ing about a play in a championship basketball game. She concludes that
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there are “dangers that invariably accompany being a woman and having
an opinion about sports or, frankly, anything else.”*

Courtney Caldwell, a Texas-based activist and blogger at Skepchick, in-
curred a harassment campaign against her after she criticized on Twitter

some Open Carry proponents whom she saw in her neighborhood.

I was leaving a restaurant one evening. I was with a friend and we looked out
the window, and we saw a bunch of people walking down the street. . . . we
saw that they all had guns. . . . These were large guns, rifles, semi-automatics,
and they were loaded. You could tell that a lot of them had scopes. . . . So
I tweeted about it and I tagged the group that organized the protest, Open
Carry Texas, in one of the tweets. . . . What happened next was that they
started sending all of these tweets at me . . . so that all of their followers
would see them too. .. . It was very obvious that they wanted to send people
my way, and they did.”

Shauna James Ahern was shocked to be the recipient of gendertrolling
attacks as a result of writing a blog on food:

It’s more than offhand comments on Twitter or raging emails. It’s the system-
atic way that cruel comments come into my website inbox with every single
post. When I posted the recipe for soft pretzels, within moments I received
the comment: “I hope you choke on your own pretzels and die, you bitch.”
Every day, there is some nasty, vituperative comment on a post, something
I skim quickly then delete. It could be comments about my husband (“He’s
obviously retarded. Look in his eyes. There’s something wrong.”) about our
life on Vashon (“Oh that’s right, everything is perfect on your fucking IS-
LAND.), about our food (“That looks like dog vomit. Why does anyone pay
you to do this?”), and mostly about me (my weight? my writing? my hair?
my mere presence in the world? take your pick). New posts and posts from
five years ago—it doesn’t seem to matter.

This happens nearly every day. Just from tonight: “i thought your kid

cried all night and thats why you ate so much god damn pie. liar.”*

An anonymous commenter was threatened and harassed for advocating
breastfeeding online; she had verbal abuse sent to her along with threats
of violence, including threats of death against her and her family and her
young children. She remarks, “It’s almost unimaginable that because I sup-
port women who want to breastfeed I am subjected to sexual harassment,
verbal abuse, and threats of physical violence and death.””

Caroline Farrow, who blogs on Catholicism from a right-wing and reli-

gious perspective, was targeted for sexualized abuse and threats:
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I am often told how my mouth would be put to better use giving fellatio or
that I am uptight and sexually repressed, someone who could clearly benefit
from a “regular seeing-to” and how my defence of conservative values stems
from a deep-seated need to be anally penetrated. I am crying out for anal
rape to be put in my place, preferably by an HIV-positive male who is not
wearing a condom.*

Targeted for Achieving Prominence

Some women were apparently targeted because they had achieved promi-
nence of some sort. For Kathy Sierra, a programming instructor and video
game developer, the onslaught of harassment and explicit rape and death
threats against her began when her blog about sexism in technology, called
“Creating Passionate Users,” became extremely popular, even making the
Technorati Top 100 blog list. (Technorati was a search engine that was the
gold standard for rating blogs in terms of their popularity and links; its
blog index function has since been discontinued.) In 2014, she described
the beginning of the years-long harassment campaign against her:

Later I learned that the first threat had nothing to do with what I actually
made or said in my books, blog posts, articles, and conference presentations.
The real problem—as my first harasser described—was that others were be-
ginning to pay attention to me. He wrote as if mere exposure to my work was
harming his world.

But here’s the key: it turned out he wasn’t outraged about my work. His
rage was because, in his mind, my work didn’t deserve the attention. . ..

I now believe the most dangerous time for a woman with online visibility
is the point at which others are seen to be listening, “following”, “liking”,
“favoriting”, retweeting. . . .

From the hater’s POV [point of view], you.. . are “stealing” an audience....

You must be stopped. And if they cannot stop you, they can at least ruin
your quality of life.”!

Feminista Jones, whose story is discussed earlier, also found that her
online harassment increased dramatically when she achieved more
prominence:

I wrote an article about the Ray Rice situation [Rice’s videotaped assault of
his then-girlfriend Janay Palmer in an elevator in 2014] for Time magazine,
and the trolling and harassment from that was just out of this world. ... My
profile has been growing for the last two years, but in 2014, I really started
doing more public speaking, which was a goal of mine. So, now I'm doing
a lot of public speaking and traveling around the country and around the
world giving talks and lectures at colleges and universities and panels and
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things like that. As I've become more visible in that way, there are people
who see my visibility as a threat. And so they’re doing whatever they can to
try to intimidate me out of it.”

Targeted for Talking about Women’s Rights

It also appears that women who speak out about women’s rights or advo-
cate feminism are particularly subject to threats and harassment. Cheryl
Lindsey Seelhoff, whose story is detailed in Section 4 of this chapter, was
one of the early recipients of a virulent online harassment campaign, in
2007, for writing a blog in which she discussed feminist issues.

Anita Sarkeesian (whose story is recounted in Section 5 of this chap-
ter) is a media critic and blogger whose harassment began when she
launched a Kickstarter page to fund a series of videos to expose gender
stereotypes in video games. Lindy West, writer on the feminist blog Jezebel
and commentator about comedy (her experiences are detailed in Section
2 of this chapter), was inundated with harassment along with rape and
death threats after she went on television to debate a male comedian about
whether rape jokes are appropriate in comedy routines. Jenny Haniver,
a blogger and online videogamer, was harassed after she objected to the
sexist and degrading insults she received from men while playing online
video games. Caroline Criado-Perez, whose story is featured in Section 3
of this chapter, was shocked and surprised that something as inoffen-
sive and innocuous as petitioning for a woman’s face on just one British
banknote provoked such an unheralded onslaught of harassment, abuse,
and threats.

Amanda Hess, Slate contributor and freelance writer, speaking on the
National Public Radio talk show Tell Me More, points out that women
who either object to sexism or discuss sexuality openly are particularly
vulnerable:

When I speak with other women who talk about women’s issues, whether
it’s, you know, from abortion to dating—by the way, I don’t find dating to
be a particularly racy topic—there will . . . be people who sort of use gen-
dered harassment to lash out against people who are specifically taking on
misogyny or discussing sexuality, frankly.*?

Eleanor O’Hagan, a freelance writer who contributes to the Guardian,
observed that certain kinds of speech seemed to elicit more attention and
therefore harassment:
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I became conscious of how my opinions would be received and began water-
ing them down, or not expressing them at all. I noticed that making feminist
arguments led to more abuse and, as a result, I rarely wrote about feminism
at all.”

O’Hagan noted that advocating for women’s rights or equality seemed
to ramp up the harassment:

I noticed that making feminist arguments led to more abuse and, as a re-
sult, I rarely wrote about feminism at all. I was so nervous about the abuse
I would receive when I wrote an article about cultural misogyny. . .. To me,
misogynistic abuse is an attempt to silence women. Traditionally, men have
been the ones who influence the direction of society: I think there is still a
sense that it’s not women’s place to be involved in politics.”

Targeted for Supporting Other Women

For other women, the coordinated harassment campaigns targeting them
occurred when they stepped up to defend other women who were being
harassed. British Member of Parliament Stella Creasy, English journalist
and broadcaster Grace Dent, and journalist Hadley Freeman publicly sup-
ported Caroline Criado-Perez (whose story is recounted in Section 3 of
this chapter) when she was being harassed and were targeted with bomb
threats as a result.

Melody Hensley, executive director of the Washington, DC, branch of
the secular advocacy organization Center for Inquiry, began to receive
widespread harassment and rape and death threats against her after she
spoke out on behalf of Rebecca Watson, who was the target of a harass-
ment campaign (see her story in Section 6). Hensley explains how her ha-
rassment began:

At first I was watching other women getting attacked, and I couldn’t stand
by because I am not the sort of person who stands by and watches that sort
of thing. So I started speaking up in defense of women who were getting
attacked, and that made me a target instantly. I started getting targeted by
hundreds of people overnight, literally. That involved people attacking me
on Twitter—constant—all day on Twitter. There were dozens of tweets a day
at the beginning. And I was being monitored constantly.’

Amy Davis Roth, multimedia artist and blogger on atheist and secu-
lar humanist issues, also became the target of a campaign of harassment
when she publicly allied herself with Rebecca Watson’s concerns about the
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treatment of women at national atheist conferences and was therefore ap-
parently seen as a stand-in for Watson:

When I [wrote about problems with sexism at an atheist conference], sud-
denly the focus got put on me, because I had dared to speak up. Then after
that time I started getting death threats, rape threats, I had my address
posted, I was written about on MRA [men’s rights activists] sites. From the
point when I dared to speak up and I was no longer supporting what was
considered to be the status quo is when the focus got directed on me. I be-
came Rebecca [Watson] when I chose to go to the event that she was sup-
posed to speak at. So people were mad at me because she wasn’t there.””

Women Targeted for Their Race and Ethnicity

Many women are also targeted for being both women and of color. Danielle
Keats Citron, a law professor whose work focuses on cyber law and author
of Hate Crimes in Cyberspace, writes about harassment and abuse at the
intersection of gender and race:

Online mobs target African American and Hispanic women as well. As
blogger “La Chola” explains, women-of-color bloggers consistently receive
horrific emails and comments threatening violent sexual assault, death,
and attacks against family members. . . . After the author of “Ask This Black
Woman” posted commentary about a video game. . . [s]he received death
threats. Posters told her to “[g]et back into the cotton fields, you filthy
[n»«*r].’%s

Malorie Blackman, a British writer designated Children’s Laureate for
2013-2015, writes about harassment against her after voicing her opinion
in a series of interviews that children’s literature should be more inclusive
of different kinds of people. When one of the interviews with Blackman
was posted online, with the unfortunate headline “Children’s Books ‘Have
Too Many White Faces,”—a phrase Blackman had never used—the on-
slaught of harassment began. At her request, the news outlet changed the
headline, but, as she reported,

By then the damage had been done, with a number of publications publish-
ing the .. . article with its original inflammatory headline. A deluge of racist
abuse then descended upon my head. My Twitter feed was inundated with
racist comments thinly disguised as indignation.”

Zerlina Maxwell, political analyst and contributing writer for the New
York Daily News, Feministing.com, theGrio.com, BET.com, and EBONY.
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com, was harassed after she spoke out on the television show Hannity on
Fox News about rape. As an example, she received a tweet that said, “Nig-
ger! I hope you get raped and your throat slit! May be then you understand
why white women have to be armed. DIE BITCH?” Although she had ap-
peared on Fox News before without incurring rape and death threats, after
she “talked about her experience being raped by someone she knew, dis-
agreed that arming women with guns would be an effective way to reduce
rape, and suggested that men should take some responsibility for ending
[rape],” she began to be inundated with rape and death threats on Face-
book, Twitter, and by email.*” Maxwell explained,

Clearly this is gendered and it has to do with the fact that I'm black. . . .
Because the rape threats I received are not the same as the rape threats and
death threats Lindy West got. Mine had the N-word all over them.”*!

Imani Gandy, attorney, political blogger, journalist, and women’s rights
activist, recounts the racialized and sexualized harassment she receives: “In
my five years on Twitter, I've been called ‘nigger’ so many times that it
barely registers as an insult anymore. . . . Let’s just say that my ‘nigger cunt’
cup runneth over.”*

In addition to racist, anti-African American abuse and harassment, gen-
dertrolls have engaged in anti-Semitic harassment. The following message,
among hundreds and hundreds of other harassing comments, was posted
in response to a YouTube video that Anita Sarkeesian posted: “So you’re a
Bolshevik feminist jewess that hates White people ... fucking ovendodger.”*

Mikki Kendall, writer and contributor to XO Jane, Salon, and the Guard-
ian, explained that, although her harassment was the result of being both
black and a women, she believes that the topic women are writing on is

irrelevant to whether they get harassed:

So my experience has been both gendered and racial. 'm going to get called
the B-word. 'm going to get called the N-word. I'm often going to be called
them together. You get a lot of this—I think we all can all agree that it comes
almost regardless of your topic.*

Kendall adds, “There is a tendency . . . to assume that these threats only
happen to well known light/white women because that’s who gets the most
media attention. But [as far as I know,] they can happen to any woman
who is online.”*

Biological anthropologist Robin Nelson talks about the dangers of
speaking or writing about black women’s health and safety, policing prac-
tices in back communities, or sexual harassment and assault: “While [ am
finding myself speaking out more about these issues—I know I do so with
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considerable risk to my career and perhaps my physical safety. I have been
trolled on Twitter following tweets about sexism and sexual harassment in
academe, and racist policing in black communities. I have genuine con-
cerns about being doxxed.”*

Native American women have also experienced online harassment that
is racialized. Erica Lee, a Canadian aboriginal woman, was targeted for
online harassment after she participated in a campaign to get a Saskatoon
high school to change its team name from “Redmen” and in the Idle No
More movement, which was formed to protest legislative abuses of Indig-
enous treaty rights by the Canadian government. She received rape and
death threats and reported that the harassers called her a “savage” and a
“drunk*

What Precipitates Gendertrolling Is Women Speaking Out

Women have been targeted online because they confronted sexism, or
because they have gained notoriety, or because they supported other
women who are being harassed. Many women have come to the conclu-
sion that opining on pretty much any topic online can render a woman
vulnerable for being targeted with rape and death threats, which can go on
for months or even years. As Laurie Penny wrote in an article provocatively
titled “A Woman’s Opinion Is the Mini-Skirt of the Internet,”

You come to expect it, as a woman writer, particularly if youre political. You
come to expect the vitriol, the insults, the death threats. After a while, the
emails and tweets and comments containing graphic fantasies of how and
where and with what kitchen implements certain pseudonymous people
would like to rape you cease to be shocking.*

Beard believes that online harassment and abuse happens regardless of
the subject that a woman writes about:

For a start it doesn’t much matter what line you take as a woman, if you ven-
ture into traditional male territory, the abuse comes anyway. It’s not what
you say that prompts it, it’s the fact you're saying it. And that matches the
detail of the threats themselves. They include a fairly predictable menu of
rape, bombing, murder and so forth (I may sound very relaxed about it now;
that doesn’t mean it’s not scary when it comes late at night).*

Chris Kover, a contributor to Vice News, an online international news
organization, sums up:
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In most of these cases, if you look at it closely, what the woman being tar-
geted has done turns out to be either nothing or something that has been
exaggerated in all sorts of bizarre ways. Something that normal people
wouldn’t see as provocation.”

Dr. Nerdlove, online pseudonym for Harris O’Malley, who writes an
advice column on love and relationships for “nerds and geeks,” describes
what he sees as a troubling phenomenon in geek culture:

And yet [for] so many of my friends—just about every single woman I know
who’s active in geek culture, in fact—this isn’t an abstract thought exercise.
This is their daily lives. They are deluged with anonymous threats promising
rape and worse . . . because some rando has decided that they must suffer for
the crime of being a woman with an opinion online . . . and they know what
you look like and where you live. . . . And nobody seems to care. Because this
is the new normal. This is what, apparently, is accepted in geek culture now.”!

The bottom line is that women who have opinions online are at risk of
incurring a harassment campaign against them. It appears that it hardly
matters what the opinion is, although having opinions affirmatively in
favor of any aspect of women’s rights seems to incur the most attention
of the harassers. While women have been targeted for speaking or writing
about an incredibly wide range of topics—from videogaming to women
in technology, from comedy to comics, from atheism to gun control, even
to cycling, sports, cooking, or breastfeeding—the commonality is that
some woman somewhere on the Internet takes it upon herself to speak
out publicly on a topic. And it is often worse if she advocates for women’s
self-respect, equal representation, or self-determination, however mildly
and to however limited an audience. In response, groups of men from
various sites on the Internet find out that a woman has taken such a stand,
often going out of their way to search out such assertiveness on the part of
women, and then rally their too-numerous troops to wage an all-out cam-
paign to seek retribution on the targeted women in whatever ways they
can. The unifying factor in common with all of these topics that women
have talked about on the Internet is not the topic itself; it is that it is a
woman who is doing the talking.
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SECTION 2: SEXUALIZED AND GENDER-BASED INSULTS

You stupid ugly fucking slut Ill go to your flat and cut your fucking
head off you inbred whore.”

No one would fuck you, you're so ugly you look like you have downs
syndrome, you'd be thankful to be raped.”

You don’t have to worry about being sexually harassed because you
are hideous.*

Good game, Jenny from the block. . . . But you'd be a lot cooler if you
sucked on Fast Eddie’s COCKP

LINDY WEST

On July 6, 2012, comedian Daniel Tosh appeared at the Laugh
Factory, a comedy club in Los Angeles. A woman who attended
the performance reported that Tosh started “making some very
generalizing, declarative statements about rape jokes always
being funny, how can a rape joke not be funny, rape is hilarious,
etc.” In response, the woman “yelled out, ‘Actually, rape jokes are
never funny!’ "% According to the woman, Tosh handled the situa-
tion by taunting, “Wouldn’t it be funny if that girl got raped by, like,
five guys right now? Like right now?” as she and her friend exited
the theater.®”

In response to the controversy surrounding the Daniel Tosh rape
jokes, Lindy West, a performer, editor, and writer, gained notoriety
through some blog posts she wrote titled “How to Make a Rape
Joke” and “An Open Letter to White Male Comedians” on the pop-
ular feminist blog Jezebel. In an interview, West explained about
how she sees rape jokes being used in comedy:

So what | saw happening was a lot of—especially white male
comedians—using rape as a punchy buzzword to get a reaction. It
was really cheap, it was really cruel and inconsiderate, and it really
made no statement whatsoever. It accomplished nothing, and it was
self-serving, and it traumatized victims and made women feel even
more unwelcome in that space than they already were.*®

West was subsequently invited to go on the FX television show To-
tally Biased to debate comedian Jim Norton about whether rape
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jokes were ever appropriate in comedy, which brought additional
attention to the rape joke incident involving Tosh. Only six minutes
of the debate between West and Norton ended up being aired
on Totally Biased. The ensuing online response to West's appear-
ance on the show was what she called “a suffocating deluge of
violent misogyny” in the form of rape and death threats and other
sexualized insults.®® West described her harassment, which in her
case also emphasized her appearance along with rape and death
threats:

It started immediately after the show aired, and for at least a week,
it was constant. | didn’t look at all of it. Every time | opened Twitter
| had a hundred new mentions. | don’t know how many posts the
Jezebel post got. | get trolled on YouTube every day. But hundreds
a day, for sure, for at least a week. And | still get trolling comments
every once in a while because of that debate. As a fat woman, | get
a lot of “Don’t worry, you won't get raped,” “You'd be grateful to be
raped,” “You're just jealous because no one wants to rape you,”
“Don’t worry, no one would ever rape that fat bitch"—just a lot of
that. There were some straight-ahead threats, like “Someone should
rape some sense into you.” Someone said they wanted to impale me
and roast me on a spit. You know, all the classics. So a lot of graphic
sexualized comments.®°

West points out the irony of the response she received:

How did [the people who attacked her] try to demonstrate that com-
edy, in general, doesn’t have issues with women? By threatening to
rape and kill me, telling me I’'m just bitter because I'm too fat to get
raped, and suggesting that the debate would have been better if it
had just been Jim raping me.®'

Many of the threats she received were such that she “consid-
ered getting a dog and a security system for my house.”®?> Harass-
ers warned her, “don’t go walking alone, honey.” Although West
downplays the level of threat in the harassment she received in
comparison with threats other women have received, she reports
that, “They do talk about the city where | live. People definitely
make it clear that they are looking into my personal life.” She also
found that there were whole threads on one particular forum com-
menting about her personal life as well as that of her fiancé. She
reports that “they dug up pictures of his ex-wife to say, like, why
would he go from this to that? It’'s really intrusive and alarming.”®?
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West described feeling afraid and speaking about it to Jessica
Valenti, feminist, author, and founder of the blog Feministing, who
has also been gendertrolled. Valenti told West that she had spo-
ken with someone from the FBI who had assured her that “it's not
the loud ones you have to worry about,” a thought that West did
not find comforting.®*

In a particularly disturbing incident, one of West's harassers
spent enough time researching her life to discover that her father
had died 18 months earlier. Because that troll managed to find
out what her father had died from, where he was treated, and that
West had siblings, West concluded that he must have found her
father’s obituary (something that would be rather difficult since her
father's name is fairly generic, which means the troll would have
had to spend considerable time and effort sifting through many
similarly named people online to find him).%® The harasser then
went to the trouble of making a parody account on Twitter in her fa-
ther’'s name, the bio of which said “embarrassed father of an idiot,
other 2 kids are fine though.”®

When Norton became aware of the level of vitriol and harass-
ment that was being directed at West, although he did not know
West before he debated her on Totally Biased and he holds a dif-
ferent opinion from her on the topic of rape jokes in comedy, he
wrote a blog post in support of her:

The reason I'm writing this is . . . to say how disgusted | am by the way
many people have chosen to respond [to the debate]. | am very care-
ful about telling people what they should write or how they should
express themselves, but | truly hate a lot of the things that have been
directed at Lindy. The anger she’s facing is wrong and misguided. If
you have [a] problem with her opinion, that's one thing, but to tweet
that you hope she get’s [sic] raped, or that you'd want her to be raped
is fucking ignorant. She did nothing to deserve the vitriolic response
she’s gotten. She simply gave a well thought out opinion.®”

West describes her feelings at the time of what she has humor-
ously dubbed “Rape Joke Apocalypse 2013":

It was very, very intense. It was very frightening. . . . It just makes you
sick. . . . It's very jarring because you feel like, suddenly, civilization
has fallen away, civilization has abandoned you, because this is not
the way people talk to each other. . . . | live a very pleasant life. | am
nice to people and people are nice to me. And it’s so jarring to be just
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ripped out of that and to have everyone’s poison just coming at you
from all sides. . . . Even people just saying the mean stuff to you, even
people saying the meanest thing they can think of—when you multi-
ply that by hundreds of people all day, every day, it’s just exhausting,
and it's this reminder that you'’re not a person. . . . | used to be more
trusting and outgoing. And | wanted to go places and | wanted to
talk to people and to meet people and | don’t want to anymore. I'm

tired. | feel like it's made my life smaller. . . . Because the amount of
emotional energy it takes to feel okay when a bunch of strangers are
trying to make you feel like shit all the time. . . . It's debilitating.®®

Even though West says she has not received any specific or
concrete threats, she says she still experiences “this sort of blan-
ket hate, just all the time,” which makes her uncertain about the
level of danger she actually faces:

If I'm out and there’s a man staring at me, honestly, | always think, is
that a troll, is that one of the people who harasses me online? Is he
going to take my picture and post it on some forum? It feels totally
irrational, but these people are real and they live in my community,
I’'m sure, at least some of them do.%°

West says the worst of her trolling occurred over the span of
about a month following her appearance on the television show.
In spite of the fact that she blocks known trolls continually, she
says she “still get[s] comments about it. Just two days ago, | got a
‘you're too fat to get raped.””7®

An overwhelming proportion of the harassing and abusing comments
toward women on the Internet relate to women’s physical appearance and
sexuality. Women are especially attacked for being not sexually attractive
enough to men, usually based on mainstream, conventional standards of
attractiveness. Women are typically insulted for being, in the eye of the
gendertroll, fat, “ugly;,” old, or a “dyke.” Women are criticized for being too
sexual (they are whores or sluts), or they are disparaged for having female
body parts, which are used as insults (they are “cunts” or their genitalia
are especially disparaged). Often these comments devolve into the gender-
troll’s determination as to a woman’s rape-ability or the degree to which
she deserves to be raped: for example, she is deemed too fat or ugly to be
raped and/or she ought to be raped. These contradictory assessments are
frequently made simultaneously.



42  Gendertrolling
Women Criticized for Being Fat or Ugly

One of the predominant ways that women are criticized is by judging their
physical attractiveness as being deficient; that is, they are called “ugly” or
“fat” most commonly. In this manner, their sexual attractiveness—or what
is deemed a lack thereof—is at the forefront of the commentary about the
targeted woman. Lindy West, for example, has been extensively targeted
because of her weight as well as for being an outspoken woman on the
Internet. “Georgia,” an anonymous online gamer, wrote about receiving
abusive comments about being unattractive and overweight, being called a
slut, and receiving rape threats. She explained that she had enjoyed playing
video games since she was young, but that when she was 15 years old, she
started receiving rape threats along with comments about her weight and
accusations about her “sluttiness.” She says that she continued receiving
these kinds of comments for years, concluding that “It’s a sad world we
live in where a 15-year-old girl must learn how to manage the onslaught
of rape threats just to be able to play online games.””" “Georgia” received
these comments about her appearance even though she interacted with
the harassers only through online video games, where they were unable
to see what she actually looked like and had no way of knowing her actual
weight.

Another woman video game player who blogs about her experiences
wrote a post about being constantly harassed, abused, and stalked by male
gamers. On the post, she reported receiving a comment “basically telling
me I'm a joke for playing male-dominated video games, that I must be a
hideous fat girl that has no life, and that I am an overall a pathetic per-
son.””? She explains that, “Between getting asked for my phone number,
nudes, and my bra size, I'm being told how I'm obviously 300 pounds or
butt ugly or worse when I refuse to respond or kindly ask to be left alone.””

Jennifer Pozner, journalist, media critic, and founder and executive direc-
tor of Women in Media and News, an organization dedicated to increasing
women’s presence in the media, describes the gendered insults sent to her:
“Very rarely have I gotten negative feedback that doesn’t include either a rape
threat or calling me ugly and fat. Or sometimes they tell me 'm hot, but they
hate what I'm saying—they’d rather watch me on TV with the mute on.””*

Kate Smurthwaite, feminist activist, comedian, and author of Cruel-
lablog, gives examples of how the insults leveled at her are nearly always
gender related:

I get abusive comments on my blog or under my videos. Some is straight up
hate-speech: fat, ugly, desperate or a bitch who deserves to be slapped, hit or
gang-raped. . ..
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The vast majority of the abuse is gender-related. There is a clear link to
Internet pornography. Much of the language used could have come straight
from pornographic sites. For example, from this week: “IF THIS TRASH
TALKING K*NT HAD HER F*CKNG, TONGUE RIPPED OUT OF HER
SUCK-HOLE....””

Natalie Dzerins, a British law school graduate and social justice activist,
laughed off being targeted for being, in a gendertroll’s opinion, too unat-
tractive to rape:

Last night, I was informed that if all women looked like me, there would be
no more rape in the world. I have to admit that I laughed when I read it, as it
was exactly the level of response I was expecting. If there is one thing I have
learned about being a woman with vocal opinions, it is that everything I ever
do or say is wrong because of my physical appearance.”

Dawn Foster, a British writer and editor, commented about how the
topics she discusses online get sidelined in the comments section by in-
sults directed at her for being a woman: “The emails rarely mentioned
the topic at hand: instead they focussed on my age, used phrases like ‘lit-
tle girl’, described rape fantasies involving me and called me ‘ugly’ and
‘disgusting.””’

Melody Hensley, executive director of the Washington, DC, branch of
the atheist/secular humanist organization Center for Inquiry, typically re-

ceives graphic images and other insults about her appearance:

People would make these horrible videos about me calling me a “cunt” and a
“feminazi” and stupid. And they would body shame me and say [ am a pro-
fessional victim. They would create these videos, taking the worst photos of
me and making fun of me. And I would watch those videos and something
in my head just snapped. The videos started replaying in my head. I cried for
6 months. That’s when the PTSD started. . ..

[The insults] usually involve some type of insult to either my appearance
or some sort of sexual epithet. . . . There’s always some sexist element.”

Gendertrolls don’t seem to be deterred by the contradiction of insulting
a woman’s lack of sexual attractiveness and his simultaneous—apparently
notwithstanding—desire to engage in sex with the targeted woman. Caro-
line Farrow, a right-wing Catholic blogger, observes,

The comments about my appearance tend to focus upon the fact that [ am
unattractive but yet paradoxically inviting sexual advances. People would
deign to have sex with me either out of pity or to teach me a lesson.”
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Genital-Related Insults

In addition to being told they are fat or ugly, women are frequently
insulted in ways specifically related to female genitalia. Laurie Penny, an
English journalist and contributor at the New Statesman and the Guard-
ian, writes about typically receiving genital-related insults, among other
gender-related insults:

Most mornings, when I go to check my email, Twitter and Facebook ac-
counts, I have to sift through threats of violence, public speculations about
my sexual preference and the odour and capacity of my genitals, and at-
tempts to write off challenging ideas with the declaration that, since [ and my
friends are so very unattractive, anything we have to say must be irrelevant.®

Actor and women’s rights activist Ashley Judd writes about the flood
of tweets that she received after criticizing a play in a basketball game:
“I read in vivid language the various ways, humiliating and violent, in
which my genitals, vaginal and anal, should be violated, shamed, exploited
and dominated.”™

Courtney Caldwell, who was targeted after she was publicly critical of
some Open Carry gun owners, also reports attempts to shame her by in-
sulting her genitalia:

I got pornographic pictures sent my way. People took my profile picture
and photoshopped words onto it. I don’t use the c-word, but they used the ¢
word. My Twitter handle is “Cult of Courtney.” They changed it to “c-u-n-t
of Courtney.” [There were] a lot of very gendered threats and general harass-
ment. They were talking about wetting my panties, really, really grotesque
things that shouldn’t be sent to women.*

Women Criticized for Being Old

Women are also targeted for being old. Mary Beard, a professor of classics
at the University of Cambridge who is in her 50s, became the target of a
slew of harassment after her appearance on the British television program
Question Time. Much of the harassment involved gendertrolls declaring
her unattractive, especially because of her age and her gray hair. A 20-year-
old university student tweeted at Beard, “You filthy old slut. I bet your
vagina is disgusting.”® Gendertrolls also superimposed her face onto an
image of female genitalia, and she was called “a vile, spiteful excuse for
a woman, who eats too much cabbage and has cheese straws for teeth.”®*
There was also, according to Beard, a “web post that has . . . discussed my
pubic hair (do I brush the floor with it), whether I need rogering (that
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comment was taken down, as was the speculation about the capaciousness
of my vagina, and the plan to plant a d*** in my mouth).®

Ophelia Benson, an atheist blogger who is also in her 50s and who writes
for a popular atheist multiauthor blog titled Free Thought Blogs, reported
that most of the abuse and harassment directed toward her was “about

how ugly, old, and sexually repulsive I am.”*

Other Gender-Specific Insults

Women receive a slew of typically sexualized forms of harassment, such
as being called “whore,” “slut,” “cunt,” or “bitch,” and other derogatory
sex-specific insults. An anonymous commenter identified as “Indiana” re-
lated her experience in an explicitly nonsexual chat room on the Internet
where two men targeted her, calling her “‘whore, ‘slut; ‘cunt,’ ‘fuckhole;
‘bitch.””®” Another commenter identified as “New York” cites some of the

sex-specific harassment she has received:

“Fuck you, E-skank! C*nt! You're a fat whore!” (never mind that they’ve
never laid eyes on me.), “Shut up or I'll rape your ass! Cancel your account,
slut!” It goes on and on. There are days I've been called every name in the
book, simply because I've made my gender known.®

Miri Mogilevsky, blogger at Free Thought Blogs, stresses that the insults
and harassment she gets are sexualized and specific to being a woman,
rather than generic insults:

The threats are almost always sexualized threats. I get very few nonsexual-
ized threats. It’s usually graphic: [they are] slurs, but they are gendered slurs

» «

like “bitch,” “cunt,” “whore,” “slut.” Or it will be graphic descriptions of rape.
”89

It’s almost never the typical “LOL, you suck, go die.

A defining characteristic of gendertrolling is that women are insulted in
ways that are specific to their gender: belittling them for being ugly or fat;
evaluating them as not being sexually attractive, or for being overly sexual
(“whore,” “slut”); attempting to shame and insult their genitalia; disparag-
ing them for being old and thus no longer sexually attractive; and using
gender-specific insults such as “whore,” “bitch,” or “cunt.” These kinds of
attacks are attempts to make women feel unworthy and to instill sexual
shame. Being insulted by being called fat, ugly, or old is a way to make a
woman feel that she is unworthy of respect or attention. Calling women
“whores” or “sluts” and insulting and disparaging their genitalia are in-
tended as ways of shaming women about their sexuality.
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Rather than engage women on the merits (or demerits) of their argu-
ments, activities, or writing, gendertrolls zero in on insulting the women’s
sexuality or sexual attributes. These gender-based and sexualized insults
serve to distract and derail attention from the content of what women are
writing and to cause online discussions and forums authored by women
to devolve into personal insults.
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SECTION 3: CREDIBLE RAPE AND DEATH THREATS

I will fuck your ass to death you filthy fucking whore. Your only worth on this planet
is as a warm hole to stick my cock in.”

I daily receive headaches from selfrighteous rejects like yourself. I've had enough. . .
now I seek you out. I rape you through the eye socket.”

You better watch your back . . . Im gonna rape your ass at 8pm and put the video all
over the Internet.”

CAROLINE CRIADO-PEREZ

In April 2013, the Bank of England announced its decision toreplace
the image of Elizabeth Fry, a 19th-century English social reformer,
with the image of Winston Churchill on the British 5-pound note.
Fry was the only woman, other than Queen Elizabeth Il, featured
on any British banknote. In response to the announcement, Caro-
line Criado-Perez, a British journalist and cofounder of the feminist
blog the Women’s Room, began a campaign to try to get the Bank
of England to feature another woman on a British banknote when it
retired Fry. She launched a petition on change.org called “Bank of
England: Keep a Woman on English Banknotes,” which got more
than 35,000 signatures.®

After an initial resistance to Criado-Perez’s campaign, in the end,
the Bank of England announced on July 24, 2013, that it would fea-
ture Jane Austen on the 10-pound note. The day after the bank’s
announcement, Criado-Perez began to receive a surge of threat-
ening, abusive, and misogynistic messages, including rape and
death threats—up to 50 threats and abusive tweets an hour at their
peak.

One person, who identified himself as Johnny@beware0088,
targeted Criado-Perez with threats and insults all day and late into
the night. He sent her messages in which he fantasized about rap-
ing her, and at one point, he threatened, “I will find you.” He also
tweeted “Could | help you with that” when another man tweeted,
“you need to get F***** until you die.”

Criado-Perez was shocked that such an innocuous campaign
could have resulted in such an overwhelmingly vicious and nega-
tive response. She described being unable to eat or sleep, losing
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weight, and even having a “kind of breakdown,” in which she
cried continuously, was unable to function, and felt on “an emo-
tional edge all the time.”®® In an online interview with the BBC,
Criado-Perez elaborated on the effects of the torrent of online
abuse aimed at her:

It's . . . consumed my life both physically and emotionally. I've not
really had much sleep. The threats have been so explicit and so
graphic . . . they have sort of stuck with me in my head and have re-
ally put me in fear . . . when a journalist came to my house last night
at 10:15 and | just had this huge reaction of total and utter terror . . .
| feel under siege . . . because the threats have been so graphic and
people specifically saying they are going to come find me, and peo-
ple have posted what they thought was my address online. Luckily
it wasn't my address, but the fact that they have actually tried to do
that is really disturbing.®

Criado-Perez described the kinds of graphic abuse and threats
that she found so horrifying:

| remember the man who told me I'd never track him down, only feel
his cock while he was raping me; the man who told me he would
pistol-whip me over and over until | lost consciousness, while my
children watched, and then burn my flesh; the man who told me he
had a sniper rifle aimed directly at my head and did | have any last
words, fugly piece of shit? | remember the man who told me to put
both hands on his cock and stroke it till he came on my eyeballs
or he would slit my throat; the man who told me | would be dead
and gone that night, and that | should kiss my pussy goodbye, as
a group of them would “break it irreparably”; the man who told me
a group of them would mutilate my genitals with scissors and set
my house on fire while | begged to die. | can see their words on the
screen. | remember where | was when | got them. | remember the
fear, the horror, the despair. | remember feeling sick. | remember not
being able to sleep. | remember thinking it would never end.®’

Criado-Perez felt that she had “stumbled into a nest of men who
co-ordinate attacks on women.”®® She later commented,

The head of WHO [World Health Organization] called violence
against women a “global health problem of epidemic proportions”;
she should take a look at twitter, where we have our own nasty little
epidemic: an epidemic of misogynistic men who feel so threatened



Characteristics of Gendertrolling 49

by any woman speaking up, that they feel they must immediately
silence her with a threat of sexual violence.®

Other women who were vocal in defending Criado-Perez on-
line were similarly besieged with rape and death threats. Journal-
ists Caitlin Moran and Suzanne Moore and Member of Parliament
Stella Creasy showed public support for Criado-Perez and were
subsequently targeted by many of the same harassers.'® Creasy
published a supportive opinion column in the Guardian in which
she defended Criado-Perez and criticized the virulent nature of
the attacks. Shortly thereafter she was sent threatening messages
herself, including one that read, “YOU BETTER WATCH YOUR
BACK. . . .IM GONNA RAPE YOUR ASS AT 8PM AND PUT THE
VIDEO ALL OVER THE INTERNET.”'°! Creasy was also targeted by
Twitter user Johnnny@beware0088, who called her a “dumb, blonde
bitch” and menacingly suggested to her, “The things | could do to
you.”1% Creasy defiantly tweeted back in response, “You send me
a rape threat you morons | will report you to the police & ensure
action taken.”1%

By early August 2013, however, the online campaign against
women protesting online abuse turned even more alarming: a se-
ries of bomb threats were sent on August 2 via Twitter to numerous
women journalists, including Hadley Freeman, a columnist with
the Guardian newspaper; Mary Beard, professor of classics at the
University of Cambridge; Grace Dent, a journalist who writes for
the Independent; Catherine Mayer, Time magazine’s Europe edi-
tor; and Emma Barnett, women’s editor at the Telegraph newspa-
per. They had all been calling publicly for actions to prevent abuse
against women on social media, including Twitter.’® Freeman re-
ceived a message saying, “A BOMB HAS BEEN PLACED OUT-
SIDE YOUR HOME. IT WILL GO OFF AT 10:47 ON A TIMER AND
TRIGGER DESTROYING EVERYTHING,” ostensibly in response to
her writing a July 30 column in the Guardian that was critical of
online misogyny and abuse. Other women targeted with similar
bomb threats included Sara Lang, a social media manager at the
American Association of Retired Persons; Katie Hartwill, assistant
to a member of parliament; Laurie Penny, journalist and contribu-
tor to the New Statesman; and Anna Leskiewicz, editor of Oxford
University’s student newspaper.'%®

The police and Scotland Yard were alerted and investigated the
threats. Although no bombs were found at the women’s homes, the
concrete details of the threat invoked an understandable level of
fear in the recipients.
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Criado-Perez said that when she contacted the police regard-
ing the threats, they appeared “a bit flummoxed,” but that they
did eventually investigate the threats made against her. She still
felt “frustrated” that the police didn’t seem to be taking threats
received by women other than herself as seriously.%

Since most of the rape, death, and bomb threats Criado-Perez
and her supporters received occurred via Twitter, Criado-Perez
tried appealing to Twitter for help. However, the only avenue avail-
able at that time on Twitter in England was to fill out a report form
and wait for a response. As Criado-Perez explained, “If you're
someone who'’s receiving . . . about 50 rape threats an hour, it's
just not practical to expect you to go and fill in this form every
single tweet. They’re [Twitter] on the side of the abusers, not the
victims, and they really, really need to get on the side of the vic-
tims.”9” A petition began circulating to make it easier to report
abuse on Twitter, demanding a “zero tolerance policy on abuse”;
as of August 2013, over a hundred thousand people had signed
it.’%® On August 3, 2013, Tony Wang, Twitter’s general manager in
Britain, apologized to the women who had received abuse via Twit-
ter and announced that Twitter had instituted a one-click option on
all tweets, which would enable abusive postings to be more easily
reported.

Because England has stricter laws than the United States about
sending electronic messages that are “grossly offensive or of
indecent, obscene, or menacing character,” as set forth in Sec-
tion 127 of the British Communications Act of 2003, several arrests
have been made in connection with the rape, death, and bomb
threats.'® One of those arrested on suspicion of harassing both
Criado-Perez and Creasy was John Nimmo, who was established
to be Twitter-user Johnny@beware0088.""° English law sets forth
punishment for these crimes as up to six months in prison, and in
January 2014, Nimmo was sentenced to eight weeks in prison for
his threats on Twitter.™""

Rather than withdrawing from public and online activities, as
many women might understandably do under similar circum-
stances, Criado-Perez was determined to not let the online abusers
silence or intimidate her. She felt strongly that if the harassers are
out to silence women, then the last thing she would do is silence
herself. She articulated the power she sees in standing strong:

The don’t feed the trolls adage is one that suggests they have the
power. But if my experience from the last 48 hours does anything, it
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is to give the lie to this impression. Troll accounts have been going
private left right and centre. My twitter mentions are now overflowing
with messages of support, messages from people saying that they
want to shout back too. Messages from people realising that if we
use our voice in unison, we are legion. . . . Over the past few days
| have been overwhelmed by abuse, and | have been overwhelmed
by support. | have felt elated—and | have felt close to defeat. But as
| watch my timeline, it is clear which group is bigger. It is clear which
group is louder. It is clear which group is stronger.™'?

Women who have been harassed online report that rape and death threats
are by far the most common type of threats or abuse that they receive.
Indeed, they are so common that Laurie Penny, the British journalist
who wrote the widely read article about online abuse titled “A Woman’s
Opinion Is the Mini-Skirt of the Internet,” makes the case that, much like
the idea that miniskirts provoke rape, the mere fact of a woman having an
opinion on the Internet is all it can take to for some men to feel justified in
issuing rape and death threats.'”

Rape and death threats are so common that they are almost the rule rather
than the exception when women are trolled or harassed online. Soraya Che-
maly, feminist writer, media critic, and activist, writes about her realization
that rape and death threats are common experiences for women online:

The first time I received an online threat it was in response to an article in
which I suggested the benefits of allowing boys to cross-gender empathize
the way girls do. A man suggested that I should and would hang high. Since
then I, like millions of other women, regularly am called any number of
gender-based, usually sexually inflected insults, for expressing my opinions.
And, like others, I get threats that include being stalked and raped. Most
recently, one man explained—with this actual photography and name in
Facebook, “if you guys ever gain ground, we will take that ground back with
guns. I will make sure there are roving squads in every community going
from house to house looking for feminists to kill.”!*

An anonymous woman identified as “New Jersey” described receiving
rape threats along with other kinds of harassment:

I was threatened with rape. I had my father’s death made fun of. My name
and address were posted along with “gives good head.” My phone number
was posted in a fake online ad for casual encounters. All this online harass-
ment was in conjunction with cell phone harassment and actual physical
stalking for three years. The police did nothing.'"®
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An online gamer identified as “Michigan” told her story of experiencing
a virtual or simulated rape at the hands of other online gamers when she
was just 11 years old:

I know no one can do anything about this since it was indirect but they
basically raped me in Minecraft and said that they were livestreaming it on
Twitch.tv. If I tried to log off, they would threaten me. . .. In the Skype call,
the last thing they wanted me to do before I had my parents shut off the In-
ternet was that they wanted me to moan for them. Of course, I was only 11.
I didn’t know what rape was. I didn’t exactly know what sex was.''¢

Actor and women’s rights advocate Ashley Judd reported on receiving a
deluge of vitriol and rape threats after tweeting a remark about a champi-
onship basketball game:

Tweets rolled in, calling me a cunt, a whore or a bitch, or telling me to suck a
two-inch dick. Some even threatened rape, or “anal anal anal.”'"”

Rebecca Watson, an atheist/skeptic blogger whose gendertrolling expe-
rience is detailed in Section 6 of this chapter, describes the threats made
against her: “The vast majority of threats are rape threats. The vast major-
ity say I hope you get raped, you deserve to be raped.”!!®

Miri Mogilevsky was targeted after she started writing at the atheist
multiauthor blog Free Thought Blogs. She keeps a record of the rape and
death threats she received (e.g., “I am going to rape you with my huge
5-inch cock”).!” In addition to the rape threats, someone created a Face-
book page titled “Should Miri Mogilevsky Be Murdered?” On the page, it
was posted,

We should not ever break the law. Rather, we should advocate, through law-
ful and constitutional processes, to have the law changed so that it is legal to
kill Miri Mogilevsy [sic]. Alternatively, we should, where legal, request that
Miria [sic] Mogilevsky kill herself. Relevant laws should be changed so that
suicide, and advocating suicide, is legal >

Facebook was asked to remove the page. Mike Shaver, director of engineer-
ing at Facebook, tweeted the company’s initial response to the request, de-
claring that the page did not violate Facebook’s Terms and Conditions. After
considerable protest and widespread reporting on the issue, Facebook did
remove the page. However, even after the page was removed from Facebook,
Shaver tweeted, “The title [of the Facebook page about murdering Mogilev-
sky] isn’t a threat, though it might violate other of our terms.”**!
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In another instance of a woman receiving rape and death threats, an
actor, posting anonymously, who works in commercials and television in
Los Angeles explained that when the commercials she works in are posted
on YouTube, as is the custom by advertising agencies, the comments about
her on the videos are often threatening and graphically violent. She said
that videos and images of her were edited into violent depictions of women
being brutalized, with people commenting below saying they wished to see
her murdered and raped.'*

Chris Kover, a journalist who writes for Vice News, an international
news organization, talks about the harm that receiving rape and death
threats causes, regardless of whether they are credible:

But regardless of actual physical violence, just the threats in themselves al-
ready do an incredible amount of damage. . . .

Many of these men are trying to manipulate the Google results. Antifemi-
nist activists very clearly try to harass women by making sure that all sorts of
nasty things show up in their Google results. They say: We try to fuck things
up for them and make sure they don’t get hired in the future.'*

Stella Creasy explained the effects of rape threats on Twitter: “It’s not
about sexual attraction, it’s about power. It is somebody trying to make
you frightened. It is about sex as a weapon.”'?*

Graphic Threats

In addition to rape and death threats, many of the threats received by
women are extremely graphic and evoke an extraordinary level of hor-
ror and revulsion. An anonymous commenter identified as “Virginia” re-
counted that when she gave her opinion in a discussion about the 2012
presidential election, a man threatened to rape her, saying he would “tear
my ass up.” She described herself as “shaking as she re-read the threats” in
order to send screenshots of the threats to the website host.'*

Another anonymous commenter, who is the executive director of a gun
violence prevention organization, tells of graphic messages and images
that she was sent, including voicemail messages telling her that she doesn’t
deserve to live because of her views on gun violence. She also describes
being mailed a photograph of a “victim of the Mexican drug cartel with
nearly 50 knives stuck in their body that said I should be concerned about
‘kitchen knife violence.”'*

“Texas” reported that, although her blog is fairly unknown and is read
by very few people, when she blogged about how her toddler daughter had
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affected her views on feminism, a commenter “appeared out of the blue
and said that he would like to rape us both to death.”**

Amanda Hess, Slate contributor and freelance writer, details a small part
of her experience of online harassment:

HeadlessFemalePig set up a Twitter account this summer expressly for the
purpose of threatening to rape me and cut off my head. He’s just sort of the
latest abuser in a long line of mostly anonymous people who have taken to
the Internet to make sexual comments against me and threaten my life.'®

Anita Sarkeesian, media critic and author of the blog Feminist Fre-
quency whose story is recounted in Section 5, experienced an ongoing and
widespread campaign of harassment for speaking up about objectification
in depictions of women in video games. In response, she received espe-
cially graphic comments, such as this one from her YouTube channel: “And
bitches like to bake cake, lick da dick, suck anus, and deepthroat ballz.”'?

A troll who was later identified to be Frank Zimmerman sent Louise
Mensch, a conservative member of the British Parliament from 2010 to
2012, an email that contained a horrific threat against her children. The
email read, in part:

We are Anonymous and we do not like rude cunts like you and your nou-
veau rich husband Peter Mensch. . .. So get off Twitter, cuntface. We see you
are still on Twitter. We have sent a camera crew to photograph you and your
kids and we will post it over the net including Twitter, cuntface. You now
have Sophie’s Choice: which kid is to go. One will. Count on it cunt. Have a
nice day.'*

As a result of the stricter laws about what is permitted speech in Eng-
land, Zimmerman was convicted and given a suspended 26-week prison
sentence for sending an “offensive, indecent, menacing message,” and he
was banned from contacting a list of celebrities."

In illustration of an extremely graphic threat, Cheryl Lindsey Seelhoff,
feminist blogger (whose story is detailed in Section 4), was sent the follow-
ing message: “I'd like to tie you down, take a knife, and slit your throat. I’'d
penetrate you over and over in all orifices, and crate [sic] some of my own
to stick myself in.”**

Another woman, “Kim B.,” who was a victim of the same early instance
of gendertrolling as Seelhoff, was sent an image that she described as fol-
lows: “My image . . . was photoshopped to depict a hand-drawn male dog
standing over me ejaculating on my face.”'** She was also sent a message in
which “a man explained how he would rape me until I bled to death before
burning my body and ‘skull fucking your eye sockets.””'*
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In a more recent attack, this time on the feminist website Jezebel, anony-
mous commenters repeatedly posted violent pornographic images in the
discussion section of the website for a period of months. In an article
written by Jezebel staff, they reported that men were “bragging about it
on 4chan in conversations staffers [at Jezebel] have followed.”'** Because
Jezebel is run by Gawker, which does not allow editors to ban users by IP
address (an Internet Protocol address is a unique number assigned to each
computer or device accessing the Internet that can be used to determine
the identity and location of the user), and because most of the posters used
“burner accounts,” which are untraceable anonymous accounts allowed
by Gawker, Jezebel staff were forced to view each image and delete them
one by one, an experience they likened to “playing whack-a-mole with a
sociopathic Hydra.”'*®

It is clear that this aspect of gendertrolling, that of posting extremely
horrifying and graphically violent content, is geared toward being as
shocking and intimidating as possible to the targeted woman, in the hopes
she will withdraw either from voicing her opinion or from the Internet en-
tirely. The shock value and graphic nature of these kinds of messages and
images, whether or not they were perceived by the recipients as credible
threats, have an overwhelmingly upsetting effect. Receiving an unrelent-
ingly sustained level of unthinkable viciousness, vile expressions of hate,
and graphic and horrifying descriptions of sexual violence is not some-
thing that can be easily sloughed off, which is indeed the effect that women
who have been the targets of these kinds of messages report.

Credible Threats

While the rape and death threats as well as the extremely graphic content of
online harassment are especially disturbing, another characteristic aspect
of gendertrolling is that many of the threats are perceived by the targeted
women as particularly credible; that is, the threats are made in such a way
that the recipients cannot feel certain that the threats are simply idle talk
that won’t result in their actually being physically harmed.

Although it may seem easy—from a remote location and when per-
sonally removed from the situation—to think that one could determine
whether a particular threat might be carried out, there is no reliable way
of ascertaining whether a particular harasser is likely to back up his threats
with action. Posting a targeted woman’s address, phone number, and often
even information about her family can seem especially menacing. Harass-
ers create the impression that they are able—and perhaps even intend—to
carry out their threats. Indeed, the threats are often worded in such a way
as most effectively to scare, intimidate, upset, or worry the targeted woman
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so that she will be induced to cease doing whatever the behavior is that the
gendertrolls are upset about in order to safeguard her health and safety,
which most often means silencing her opinions.

British feminist and trade union activist Cath Elliot speaks of just such
an uncertainty as to whether to take the threats she has received seriously:

There have been a couple of times recently when I've thought about going
to the police. How am I supposed to know for instance whether “Let’s hope
she doesn’t end up getting stabbed in the head or something” is a throwaway
comment by a sad little man [sitting] in his bedsit in his underpants, or
whether it’s something slightly more sinister that means I need to keep look-
ing over my shoulder whenever I leave the house? At what point does “a bit
of online abuse” cross over into sexual harassment or hate speech? And how
do you determine when a “nasty comment” has crossed a line and become a
genuine threat to kill?'*’

In a particularly menacing move, harassers sometimes post information
online that reveals that they have seen the targeted woman in real life. In a
case in which gendertrolls targeted female law students through the online
discussion board AutoAdmit, “discussion threads suggested that the post-
ers had physical access to the women. A poster described a woman’s attire
at the school gym.”"** That one of the harassers had seen the woman in
person and could describe what she was wearing lent an added credibility
to the threats made against her.

Kover emphasizes that because rape is such a common occurrence in
women’s lives, rape threats can seem particularly credible:

When a guy is threatened with rape, he doesn’t actually say, “Oh, that has me
worried.” At least outside of prison men don’t spend any amount of their
time worrying about rape. But rape is something that women worry about.
And some of these guys have the mentality of stalkers. When you look at
men who stalk romantic partners, a lot of times it ends in violence. So there
is a very real threat.'”

Caitlin Dewey, a writer who covers social media and Internet culture
for the Washington Post, writes about receiving what she considers credible
threats:

Like virtually every woman with any kind of public Internet profile, I regu-
larly receive threats, slurs and other [types of] invective in the course of
doing my job. Sometimes they’re fairly benign: “get raped,” while definitely
not the first thing you want to see on a Friday morning, doesn’t prompt a
serious chat between me, my editor and building security.
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But there have been other messages, too, messages that had me leaving
work early, or consulting with The Post’s lawyers, or calling my dad out of a
business meeting in New York to explain what he and my mom should do if
someone calls a bomb squad on them, as someone on Twitter promised.'*

It’s important to see the deluge of rape and death threats as occurring
in a culture where nearly one in five women is raped during her lifetime."*!
Given the statistics on rape, even women who don’t receive explicit rape
threats fear rape and alter their behavior by avoiding going out alone after
dark, carrying car keys in their hands when approaching their cars, or
showing extra care about locking their doors at night. Bearing in mind
that most women already live with a keen awareness that they could be
raped at any time, the sense of fear and danger of women who also receive
constant, express, and specific threats of rape (and physical violence and
death) is understandably compounded.

Doxxing

Doxxing, in combination with rape and death threats, is also fairly
common among women who are harassed by gendertrolls. Rape and
death threats seem particularly alarming when the gendertroll dem-
onstrates that he knows where the woman lives by doxxing her, that is,
conducting extensive online searches until he finds her address and then
posting it online for others to see. Targeted women have expressed feeling
especially afraid when their real names, addresses, and other identifying
information are posted on forums where targeting them is the topic of
discussion.

In 2007, Kathy Sierra, a programming instructor and game developer,
was the target of a campaign against her in which her social security num-
ber and former home address were posted, along with a fictionalized ac-
count of her past, her career, and her family, and a call was made for others
to step up the harassment and threats against her. Her experience with
being threatened and doxxed led to her shutting down her popular blog
and retiring from her career-related Internet presence.'*

Marcela Kunova, a London-based freelance journalist and photographer,
writes about the effect of doxxing in combination with threats of violence:

It now seems to be an established fact: women who speak publicly get threat-
ened with rape, physical violence, harming their relatives and murder. It is
not just a bit of fun. Many are stalked and get their home addresses pub-
lished. And it doesn’t really matter whether those threats will subsequently
come true—they are already an act of violence.'”
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Amy Davis Roth, an atheist blogger, recounted how upsetting the expe-
rience of being doxxed was for her and how it added to her level of fear
that the threats made against her might be realized:

When it first happened to me, I was absolutely thrown back. . . . I had no
idea that I was going to get start getting death threats and rape threats, and
that my home address was going to be posted. . . . It was absolutely jaw drop-
pingly terrifying to me at the time.'**

Kate Smurthwaite, a British comedian and political activist, describes an
increased sense of fear after being doxxed:

What frightens me the most is when an abusive message includes my personal
details. I've had my own address quoted at me with a rape threat and—yes—
that is terrifying. That’s when I call the police; they’re not much help.'*

Dawn Foster, a blogger, recounts how being doxxed, along with threats
about her specific real-world activities, shook her sense of safety:

The worst instance of online abuse I've encountered happened when
I blogged about the Julian Assange extradition case. . . . Initially it was shock-
ing: in the space of a week, I received a rabid email that included my home
address, phone number and workplace address, included as a kind of threat.
Then, after tweeting that I'd been waiting for a night bus for ages, someone
replied that they hoped I'd get raped at the bus stop.'*

Melissa McEwan, writer and founder of the feminist blog Shakesville,
not only had her address and telephone number published along with
statements encouraging online participants to harass her, but one site, En-
cyclopedia Dramatica, a haven for online trolls, offered a reward to anyone
who could prove they had raped or killed her."” In addition, McEwan’s
website was targeted for a “DDoS-ing,” a distributed denial of service at-
tack. DDoS and DoS (denial of service) attacks occur when one user (in
the case of DoS attacks) or multiple users (in the case of DDoS attacks)
flood the bandwidth of a system such as a web server in an attempt to in-
terrupt or suspend the service, rendering the server unavailable to users.
Kelly Diels, contributor to Salon and Jezebel, writes about the online forum
that fomented the gendertrolling campaign against McEwan:

[McEwan’s] address and phone number are published and so are sugges-
tions about how to troll her, ranging from emailing her penis pictures, to
“revenge-raping her,” to targeting a Shakesville audience member who also
owns a blog by extracting “their info from whois database, Facebook, or a
phone book then proceed to raep.” (Rape, deliberately misspelled as “raep,”
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can mean a dos or Ddos attack.) In 2007, the Shakesville website, along with
several other feminist blogs, was the subject of Ddos attacks—but the pri-
mary tool used to harass McEwan, year after year, is threats of sexual vio-
lence and death.'®

A woman identified as “Ohio” recounted not only being doxxed, in spite of
having been extremely careful to try to maintain an anonymous online iden-
tity, but that people online were being encouraged to physically assault or
shoot her, her family, or her pets. Her harassment began in 2010 when, using
an anonymous user name, she debated political issues in an online magazine.
She later found in the forums where she had posted that people had created

dozens of posts listing my real name, real address, email, phone number,
and, worst of all, links to GoogleEarth photos of my home, along with de-
tailed instructions on how to get there. Some were solicitations to beat me
up or shoot me. One suggested killing my pets; another said “and if anyone
in her family gets shot by accident—too bad!”'*

The harassers managed to find out her husband’s name, even though
it was different than her name, and then harassed him by requesting to
be added to his LinkedIn account, trying to set up fake interviews with
him, and attempting to slander him professionally online. Several of those
harassing her followed her to other sites where she posted. She said that it
took about a year after deleting her accounts, including changing her email
and her service provider and closing her Twitter account, for the harass-
ment to abate. She describes how terrifying the experience was: “I won’t
easily forget how awful it was, and the cold chill that goes up your spine
when someone who knows who you are and where you live threatens to
murder you or your family. And yes, my attackers were all men.”'*’

The combined effects of rape and death threats and graphic violent and
sexualized content and images, along with finding out and posting on-
line the women’s physical whereabouts, are sufficient to instill fear and
even terror in the women who are targeted in this manner. Regardless of
whether these behaviors remain online, the constantly implied threats that
they might not is sufficient to create high anxiety among the recipients of
the harassment. However, not all of the harassment remains only virtual.

“IRL” Encounters

In addition to credible and graphic rape and death threats as well as
posting women’s real-life contact information online, some women have
had IRL encounters with trolls. Jill Filipovic, a law school student at the
time her online harassment began, saw the harassment cross over into her
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real life when she became aware that people who had interactions with her
in her daily life were being encouraged to take photographs of her and to
rape her.

I’ve received more rape threats than I can count. . . . I've had stalkers and
creeps show up at my school, email my coworkers, post my personal infor-
mation online, call my cell phone, describe everything I was wearing on a
particular day, and encourage my classmates to take surreptitious photos of
me or rape me."!

Ultimately, one of the people who had been posting online on the forum
where Filipovic was being targeted, AutoAdmit, showed up at the office
where she was studying for the bar exam, which was on a nearly empty
floor of her law school. She recounts that “he was having a psychologi-
cal breakdown for which he was later hospitalized, but of course I didn’t
know that at the time. He was ranting about AutoAdmit, how I misunder-
stood him, how I was sending him coded messages and how he knew that
I had told the whole Internet he was a bad person.” She did not recognize
him, but he had an imposing presence and was blocking the exit door. She
reported that he was “towering over me, his pupils dilated and his fists
clenched and his face bright red and sweaty. . . ” Filipovic recalls, “I was
doing the calculations in my head: No one will hear me if I scream, so how
fast can I get to the phone before he grabs me? What number do I even
call? It’s an NYU phone—what’s NYU security’s number? Do I have to dial
9 before I call 911?” Luckily, she had the wits about her to interrupt him,
telling him that “I didn’t think we had actually met, and that my name was
Jill, and what was his?” He reacted by becoming confused and eventually
left.”*? Filipovic said that thereafter she became much more careful about
locking the door where she was whenever possible.

In another case, an online harasser was found to have visited his target’s
home. Jennifer Pozner, journalist, media critic, and founder of Women in
Media and News, found a letter at her door saying that the man who had
been harassing her online was going to “find you and your mom and rape
you both.”'*?

Real-Life Misogynistic Violence

Although many people dismiss online threats as “virtual” and not likely
to actually be carried out, several real-life massacres by men have been
preceded by misogynistic rhetoric that is similar to the online rhetoric of
many gendertrolls who conduct harassment campaigns against women.
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For example, the misogynistic writings of Elliot Rodger, the May 23, 2014,
Isla Vista, California, shooter, were eerily similar to that of many online
harassers, a point that was not lost on the women who have been harassed
by men who frequent the same online sites as Rodger. Lindy West, whose
story was detailed in the previous section, talked about her reaction to the
Isla Vista shootings:

This weekend [of the mass shooting by Elliot Rodger] has actually been re-
ally emotionally traumatizing. . . . I don’t mean to make any of that about
myself, but there is something so, so frightening about the exact same rhet-
oric that people throw at me turning up in a mass murderer’s manifesto.
I mean he sounds exactly like the people who harass me. It’s such a concrete
example of that kind of hatred of women turning into a real life danger.'>*

Rodger even frequented some of the same online forums where gen-
dertrolls have tended to congregate, for example, BodyBuilding.com and
PUAHate.com, the latter of which was shut down shortly after the shoot-
ing."” PUAHate.com was a forum that arose in opposition to “Pick-Up
Artists” (PUAs), who offer lessons and even workshops for heterosexual
men on how to pick up women. These programs tend to be highly mi-
sogynistic and view women as objects of contempt; accordingly they teach
men techniques to deceive and “game” women in order to convince them
to have sex. The men who visit PUA hate sites are frustrated with the idea
of learning techniques to pick up women, although not out of an idea that
people ought to be honest and not try to deceive each other, but more
out of a frustration that the techniques taught either don’t work or that
women are not worth putting forth the effort involved. The PUA hate sites
tend to coalesce around a deep-seated resentment toward women for not
allowing the men who visit the sites access to sex with them (as if women
owed the men sex). On these sites, women are frequently blamed for many
if not all of the men’s problems. Kat Stoeffel, contributor to New York Mag-
azine, explains some of the terminology and misogynistic themes of PUAs
as well as PUA haters:

In headlines Isla Vista shooter Elliot Rodgers is the Virgin Killer, but on-
line he was an “incel.” Short for “involuntary celibates,” incels are part of
a subgroup of the many sexually frustrated men, would-be pickup artists,
and Men’s Rights activists who share sleazy seduction tips and air grievances
about women in the forums orbiting Reddit’s Seduction subreddit. The most
extreme of them was a forum called PUAHate (since shuttered, read about
its refugees at Jezebel), which Rodger claimed to have discovered about a

year ago. “It is a forum full of men who are starved of sex, just like me,” he
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wrote in his manifesto. “Reading the posts on that site only confirmed many

of the theories I had about how wicked and degenerate women really are.”'*®

Rodger’s manifesto, which he posted online, reflects many of the ideas
espoused on the PUA hate discussion boards and revealed his animosity
toward women in general. Katie J. M. Baker, national reporter for BuzzFeed
and contributor to the New York Times and the San Francisco Chronicle,
visited the PUAHate.com boards in 2012, prior to the Isla Vista shooting,
and summarized the general misogynistic atmosphere she observed there:

We browsed the forums for a few hours and failed to find one user who
wondered whether women are unfairly targeted (as well as stereotyped, pi-
geonholed, and marketed) by the seduction community. . . . On their pre-
dominately male, heterosexual planet it’s the poor, gullible men who are the
true victims. . .. And it’s the partners—and women in general—who are the
villains to these outcasts.'”’

Significantly, other men, in addition to Rodger, have murdered women
after expressing misogyny and, especially, bitterness and blame toward
women for not wanting to be their sexual or romantic partners. In 2009,
George Sodini killed three women and injured nine in an attack on an
aerobics class at a fitness center near Pittsburgh. His online writings re-
flect frustration and bitter resentment at not being able to find women
who were willing to date or become involved with him. The police officer
investigating the massacre reported that, in the note found at the scene,
Sodini “complains he had never spent a weekend with a woman, never
vacationed with a woman and never lived with a woman, and that he had
had limited sexual experiences.””® CNN reported that Sodini made “simi-
lar complaints in his online blog, which also documents his growing rage
at women for rejecting him and at the world he felt had abandoned him.”**

In 1989, Marc Lepine murdered 14 women and injured 13 other women
at the Ecole Polytechnique in Montreal, Canada. Lepine had apparently
not been admitted to the university and blamed his failure on women en-
tering and working in fields that had been previously dominated by men.
At the massacre, he told the men who were present to leave, saying he
wanted only women to remain. Then he shouted “You’re all a bunch of
feminists, and I hate feminists!” before shooting the women.'® His suicide
note read in part, “Would you note that if I commit suicide today it is not
for economic reasons . . . but for political reasons. Because I have decided
to send the feminists, who have always ruined my life, to their Maker . . .
I have decided to put an end to those viragos.”'®!
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Although such expressly declared misogynistic killing sprees are rela-
tively rare, the fear of many women who are targets of online harassment
campaigns is that the mob mentality and the amped-up rhetoric might
precipitate more offline real-life violence. Given these incidents, along
with the rape and death threats, graphic sexual and violent messages, and
instances of doxxing, it is entirely understandable that women who are
being targeted would reasonably be fearful for their physical safety.
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SECTION 4: CROSSING MULTIPLE PLATFORMS

A firm backhand to her whore face would provide her with a much needed attitude
adjustment.'*

I hope you never have children, your daughters would be such sluts and end up
murdered in a gutter by someone like me.'®?

Ill drink your blood out of your cunt after I rip it open.'®

CHERYL LINDSEY SEELHOFF

Cheryl Lindsey Seelhoff is one of the earliest victims of the phenom-
enon of gendertrolling. For her, the attacks began in July 2007. At
that time, she had a feminist blog, website, and online discussion
boards. At first, she began noticing that there was an uptick in the
numbers of people who were reading her boards; it was a large
number compared with the number who were registered users.
Since she knew that sometimes the news items on her blog were
used as assignments for college classes, she thought the upsurge
in readers might have been due to that.

Then, the actual attacks happened all at once. She signed onto
her discussion boards one day and found they had been hacked:
the colors were changed to bright reddish orange and other garish
hues, and her online forums were full of pornography videos and
clips, including explicit, racist pornography as well as a slew of
other graphic and horrifying images. The names of the discussion
forums on her boards were changed, and the hackers had made
themselves moderators. The hackers had also gotten the log-in
information for all of the members of her discussion boards and
then hacked into the members’ email accounts, filling them with
graphic pornography and spam.

A message was posted to her blog that began, as if in sympathy
with her, “sorry this is happening to you,” but then turned into a
horrifying rape threat, in which the troll, in a very graphic descrip-
tion, threatened to stab her, creating holes in her, and then rape
her in the holes.

Her blog was constantly spammed, which she couldn’t keep up
with, and there were “hundreds and hundreds and hundreds” of
graphic rape threats made against her in various forms and on
various forums. '
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In addition to the attacks on her websites and blogs, the gen-
dertrolls started a campaign against her on Encyclopedia Dra-
matica, an online wiki platform that documents and celebrates
subversive, racist, sexist, and offensive Internet phenomena in-
cluding pranks, trolling events, and raids. The attacks then spread
to Wikipedia; Seelhoff explains that “the 4chan and Legion people
went to Wikipedia and carried out these horrific attacks in the talk
portion of the Wikipedia page. I've never seen anything like it. It
was the most horrible, vile, racist, hideous stuff, and it was all on
Wikipedia.”'®% Although she eventually managed to get Wikipedia
to take the offensive content down, “they didn’t act very quickly. It
was up there for at least several months, even longer—it was up
there for a long time.”"®’

They tried to dox her by taking images off her blog and website,
especially pictures of her or of her with her children, and posting
her real name. They also did the same to another woman who was
a moderator on the discussion board with the online name “Biting
Beaver.” They mounted a campaign to post her and Biting Bea-
ver's real-life names, addresses, and telephone numbers. They
went searching for Biting Beaver’s ex-husband, who had been
abusive, and they contacted her neighbors. There were constant
threats, for months. Those who publicly supported Seelhoff also
got their websites or other online media attacked.

Then the DDoSing started. They hit images on her blog repeat-
edly in a coordinated effort, with the goal of destabilizing her web-
site and blog so they would go down. Seelhoff and her then-partner
spent hours and hours trying to combat the attacks, doing what-
ever they could do, changing different settings and even chang-
ing the URL. Seelhoff said that the worst of the attacks against her
“lasted about six months, where it was really constant.”'®®

The campaign against her was so determined and thoroughgo-
ing, Seelhoff explains, that “wherever there was anything about
me that was favorable—or was just normal—on the Internet, [the
trolls] found that, and they went and did everything in their power
to attack it.”'®®

Seelhoff reports that “the people who took responsibility for the
attacks were from 4chan, Anonymous, and a group that was then
called Legion. They were all hackers. They publicly took responsi-
bility for this. They said so in my blog and comments. They said so
in emails, they posted it on Encyclopedia Dramatica. They posted
it all over the place.”"°
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Seelhoff concludes,

Ultimately they won. They destabilized all my websites along with
an innocent website that had the same name as mine. And they
destabilized the whole web host system. The host said we couldn'’t
use their system anymore, that we had to get a new web host. It
didn’t stop until | stopped blogging. Biting Beaver left the Internet.
Everyone was too fearful to continue posting to the bulletin boards.
The trolls basically won. Wherever | was on the Internet or bulletin
board they attacked. They considered it a win to destroy websites,
but they also seemed satisfied that | was forced to make my web-
sites and blogs private. | still get stuff on my blog today, anytime
| put anything up there, | check the comments, and there will be at
least 5 or 6 hideous comments. If | went back to blogging, | believe
it would come back.'

Seelhoff described herself at the time as “terrified, really, really
scared from the really graphic rape and death threats. There were
hundreds of them every day, day after day after day after day.”'"?
She said that the effects of the campaign against her were

traumatic—very, very, very traumatic and scary. | was really
afraid—to answer the phone, if anyone unusual was around, if any-
one came down the road. | was even traumatized to even look at the
computer. It was very painful. Physically, my stomach would churn.
It was traumatic for as long as it continued. The really bad feelings
and fears and terror went on for a couple of years. They were post-
ing where | live. Luckily, they had a wrong phone number, but | was
always afraid they would find my correct information.'”®

Another distinguishing feature of gendertrolling is that it proliferates
beyond the medium or site where it began; that is, gendertrolls spread
their attacks to cover a wide variety of social media and other online plat-
forms. By contrast, generic trolling tends to remain relegated to the media
or platform on which it began, such as in online video game messaging,
which is a frequent site for generic trolling.

Gendertroll attack campaigns have taken place across such multiple
platforms as Twitter, Storify, Tumblr, Facebook, blogs, YouTube, Google+,
Vimeo, Kickstarter, Instagram, Wikipedia, Reddit, ask.fm, AutoAdmit,
LinkedIn, dating websites, online message boards, texting, telephone calls,
and email. In a 2013 report on online harassment and cyberstalking is-
sued by Working to Halt Online Abuse, of those cases in which harass-
ment escalated, nearly 29 percent occurred via Facebook, 25 percent by
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cell phone, 24 percent via text messaging, and 17 percent through Twitter
and Google+, respectively. Other ways online harassment escalated were
by email (16 percent), dating sites (15 percent), forged profiles (12 per-
cent), online message boards (8 percent), and blogs, YouTube, Vimeo, and
Craigslist (each 3 percent or less).!”* Although these data probably reflect
gendertrolling as well as other kinds of online abuse, including cyberbul-
lying, the pattern of using a variety of social and other media is significant.

When gendertrolls choose a target, they often make considerable effort
to scan the Internet to find out which sites and media the targeted woman
frequents and then attack her wherever they find her presence online. Gen-
dertrolls have also created new websites and fake social media accounts in
which they forge their target’s profile in order to spread falsehoods about
and otherwise attack her. In addition, they create graphic, mocking, and
pornographic images and videos, which they post on a variety of sites and
social media platforms. These images and videos are often reposted on
other platforms and tweeted and retweeted until the abusive images and
videos proliferate across the Internet. In some cases, they have harassed
their target by sending her text messages on her cell phone, calling her on
her home or cell phone, and even engaging in real-life encounters. Many
trolls, who are often tech savvy, spend the time and effort to hack into the
target’s email, websites, and blogs in order to create havoc in those arenas.

An anonymous commenter identified as “Washington, DC,” relates her
experience of being targeted across multiple media:

My story is a bit long and complicated, and I'm still in the court process
(though three jurisdictions are now involved: Virginia, D.C., and the FBI).
The case involves an individual who found me on Twitter, then created mul-
tiple email accounts and accounts on many social media platforms to stalk,
harass, and threaten me.'””

Shanley Kane, founder and CEO of Model View Culture, an online pub-
lication on technology, and a cultural critic and writer, has also been the
target of gendertroll attacks. She explains the extensive reach of the attacks
against her:

On Friday night, the home addresses of every member of my immediate
family were posted online. . . . People speaking up in support of me had their
home addresses posted online as well, sometimes within minutes, creating
a climate of fear that has functionally isolated me from most community
support. I have received slurs of every variety, death and rape threats, and
violent and threatening images. They have gone after my business and my
family’s livelihoods with slander, intimidation and attempts to cut off fi-
nancial support, and tried to hack into various of my accounts and systems.
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They have left pages and pages of stomach-turning comments on the front
of every Internet community I am a part of and that influences my profes-
sional community and peers.'”

Shauna James Ahern, a food blogger, sums up the extent to which the
gendertrolls who harass her go to in order to proliferate their attacks:

This ridiculousness is not relegated to this space [her food blog]. There are
Twitter feeds devoted to mocking my voice and what I care about. There are
blogs dedicated to excoriating every post I write by writing a companion
post [with the] same amount of paragraphs and sentences in ugly language.
There is a forum created just for those who hate kids and the people who
write about their kids online. Apparently, my section is one of the biggest.
Every time I have a recipe published in a magazine or a piece written about
me, there are a score of vicious comments about me. Every time. There are
lots of personal attacks hidden as reviews on Amazon.'”’

Gendertrolls can be quite creative, versatile, and even ingenious in
spreading their harassment across multiple media and forms of commu-
nication, using a variety of social media and websites to harass their vic-
tims. They frequently attempt to find their target’s Facebook profile and
then post harassing messages to her wall, where all her Facebook friends
can see them, or send private messages full of abusive content. Women
are also harassed on YouTube when gendertrolls, often in a coordinated
campaign involving large numbers of harassers, leave hundreds, and
sometimes thousands, of highly abusive posts under a video the targeted
woman has posted (which results in many users closing the comments
feature on their videos). Gendertrolls also go to the trouble of making
multiple abusive and dishonest videos about the woman they are target-
ing, which are then posted widely and seen by thousands (or more) of
viewers. It is also fairly common to vandalize the woman’s Wikipedia page,
if she has one, by altering it to include defamatory text about her, to in-
sult her by saying she is a “cunt” or “whore,” and to post pornographic
pictures about her on the page as part of the coordinated effort to attack
her online.

Blogs are also venues for harassment. Gendertrolls create fake blogs as if
in the targeted woman’s name, in which the trolls make outrageous state-
ments that others believe are written by her. Threads are started on online
forums with the express purpose of tracking and commenting on all her
online behavior, criticizing it, and then inciting others to engage in harass-
ing behavior against her. Reddit and 4chan are examples of sites where this
kind of behavior proliferates. Entire threads and even whole topic areas are
created in order to inflame others who read the site to join in the campaign
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against the targeted woman. Many of these threads contain not only ex-
tremely exaggerated claims, but statements that are also untrue and even
slanderous. Some of the threads are devoted entirely to insulting, often
in extremely graphic terms, every aspect of the woman they are target-
ing. This is often especially true of threads in the /b/ section of 4chan and
the “men’s rights” sections of Reddit. There are also numerous other sites
that groups of men frequent (what is frequently referred to as the “mano-
sphere”), where they encourage each other to harass and target women
whose ideas, or sometimes mere existence as women in prominent posi-
tions, they perceive as a threat.

Twitter appears to be one of the most common ways to send harassing
and abusive messages and images to targeted women. It is relatively easy
to tag people when sending out a tweet, which, unless the user has blocked
the sender, makes it very likely that the target will see the harassing mes-
sage when she logs onto Twitter and checks her feed. Gendertrolls also cre-
ate fake accounts on Twitter in the target’s name so that it appears that she
herself is the one sending out defamatory or outrageous tweets. Trolls will
then tag her friends so they are alerted to these tweets, which the friends
may think were sent out by the targeted woman. One gendertroll went so
far as to create an account in the name of the recently deceased father of
the woman he was targeting, Lindy West (whose story is recounted in Sec-
tion 2 of this chapter), in order to taunt her with the idea that her father
was ashamed of her.

Another example of creatively using online platforms to harass and
stalk women online is the use of Storify, a social networking platform that
lets users create narratives about topics by compiling posts taken from
such social media as Twitter, Facebook, and Instagram. Storify users can
add text and order the material to create a coherent story; that is, turn the
information into a story so that people can read in one place all about the
history of a particular topic or discussion. Storify has also been used in the
service of spreading harassment and abuse. It has been used to monitor
and compile everything a targeted woman has posted or written on the
Internet, which can create the feeling of being stalked.

One Storify user, a man who calls himself “Elevatorgate” and who tar-
geted Rebecca Watson (see her story in Section 6 of this chapter), has been
using the platform to capture and “document” thousands of Watson’s
tweets. Watson says she “didn’t realize the extent of his activity because she
had blocked him,”'”® a common tactic that, although it protects targeted
women from being exposed to the full extent of their online harassment,
can leave them unaware and off guard when a harasser is becoming ob-
sessed with them. Elevatorgate has posted over 7,000 articles on Storify, a
large number of which are about the women he has been targeting in the
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atheist and skeptic communities, including Watson and Melody Hensley,
another atheist and secular humanist activist.

One of the difficulties for the women whom Elevatorgate is “Storifying”
lies in making a determination as to when his following them becomes
obsessive enough to qualify as stalking and whether that signifies actual
danger for the women he is obsessed with. Blogger Ana Mardoll sees El-
evatorgate’s activities to have crossed over the line into stalking, describ-
ing him as “obsessively compil[ing] the tweets of women he is stalking,”*”
including details about their “favorite foods, lives, and pet photos.” Mar-
doll reports that he “would often send email notifications to many of the
women whose tweets he captured.”'®

Hensley also sees Elevatorgate as obsessive. She reports that every tweet
she posts has been recorded on Storify by Elevatorgate, from nearly two
years ago to the time of this writing, and that she knows she is being
“constantly being monitored. . . . [Elevatorgate] spends all day and all
night doing this. I'm quite certain he doesn’t have a job. He’s definitely
obsessive.”!®!

Watson relates how difficult it has been for her to come to terms with
the fact that there are multiple, and in some cases, massive numbers of
people in the online world who occupy so much of their time obsessively
stalking and targeting women and then spreading their harassment on the
ever-proliferating variety of online platforms that are available to them:

I’ve had to live every day knowing that there are people out there who are
absolutely obsessed with me, who hate me so much that they spend hours
each day blogging, tweeting, creating new social media accounts, Photo-
shopping my pictures, drawing pornographic images of me, making albums
about how I should be murdered, and trying to get me fired from the pod-
cast [ do for free. When I'm able to find out their identities (sometimes they
don’t even hide them), I often find they have a history of domestic violence,

stalking, or in the most recent case, “indecent liberties with a minor.”'#

It’s no wonder that gendertrolled women experience an overwhelming
feeling of being under siege when they find that they are being attacked in
so many unexpected and surprising ways and that the gendertrolls have
gone to nearly every place they frequent online (as well as some real-life
places) to post harassing and abusive messages, graphically pornographic
images, and rape and death threats.
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SECTION 5: UNUSUAL INTENSITY

I'm going to pistol whip you over and over until you lose consciousness . . . and then
burn ur flesh.'s’

what a stuck up bitch. I hope all them people who gave her money get raped and die
of cancer.'®

I will rape you when i get the chance.'®

ANITA SARKEESIAN

Anita Sarkeesian, a media critic and blogger, began to be inter-
ested in the sexist and objectifying ways that women are repre-
sented in video games. On May 17, 2012, she began a Kickstarter
campaign online to raise money for some videos she wanted to
create to examine stereotypes about women in video games. In
response to her fundraising campaign, gendertrolls launched
an intensive, widespread, and coordinated attack against her by
sending her threats of “violence, death, sexual assault and rape,”
trying to get Kickstarter to ban her project, attempting to hack into
her various online accounts, posting her telephone number and
home address on various websites and forums, and unleashing
a “torrent of hate” on her YouTube channel including flagging its
content as “terrorism,” “hate speech,” and spam.'® She reported
that she received over 5,000 comments on YouTube, most of which
were negative and included derogatory comments about her ap-
pearance, threats of violence, and liberal use of the word “cunt.”'®”

Trolls also vandalized her Wikipedia page by replacing her
photo with a depiction of a woman with a man'’s penis in her mouth,
under which they indicated that that was among her “Daily Activi-
ties.” They also changed the external links on the page to reroute
to pornographic websites and added racist slurs saying she was
“of Jewish descent” and an “entitled nigger.”'® They wrote on the
page such graphic insults as that she “holds the world record for
maximum amount of sexual toys in the posterior.”'® Ultimately, Sar-
keesian was able to work with Wikipedia to get her page changed
back and locked from further changes, but in the process it was
revealed that more than a dozen IP addresses were part of the ef-
forts to vandalize the page.'®
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In addition vandalizing her Wikipedia page, trolls posted simu-
lated pornographic images of Sarkeesian on various sites on the
web and sent them to her Facebook page, Twitter account, and
YouTube channel.”' Sarkeesian describes the images:

The first image depicts a woman drawn to resemble me who is tied
up with a wii controller shoved in her mouth while being raped by
Mario from behind. The second image is another drawing (clearly
sketched to resemble me) featuring a chained nude figure on her
knees with 5 penises ejaculating on her face with the words “fuck
toy” written on her torso.'%?

She was also emailed pictures of herself being raped by video
game characters, and attempts were made to hack into her Twitter
and Google accounts.

Gendertrolls perpetrated a DoS attack by overloading her web-
site’s server with so many requests to load the webpage that the
server crashed, whereupon the trolls posted an image bragging
that they had accomplished the attack.’®* Sarkeesian described
the mob nature involved in the attacks:

This harassment is best classified as a cyber mob attack as it’s a
hate campaign loosely organized through various Internet forums.
Participating harassers will share these images as a way to show off
and gain validation from their peers as well as to try and recruit oth-
ers to join the harassment campaign.'®

Finally, in a particularly inventive and determined act of mali-
ciousness, a Sault Ste. Marie, Michigan, gamer identified as Ben
Spurr'®® created an interactive online game called “Beat Up Anita
Sarkeesian,” wherein bruises and welts appeared on an image of
Sarkeesian when players clicked on her face.’” Stephanie Guth-
rie, a Toronto feminist, heard about the game and tweeted her
support of Sarkeesian and against the game’s creator, whereupon
Guthrie also began to receive a slew of rape and death threats on
Twitter.™®

The onslaught of attacks and threats made to Sarkeesian oc-
curred on a variety of online platforms including Wikipedia,
Kickstarter, Twitter, and YouTube. Trolls also carried out their cam-
paigns against her through attempts to hack into her email and
social media accounts as well as by creating the online “Beat Up
Anita Sarkeesian” game. Although the attacks were pervasive
and intense, the vicious misogyny exhibited by the gendertrolls
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boomeranged in that she raised nearly $160,000 (from nearly
7,000 backers) to fund her video series, many times her original
goal of raising $6,000.

Attacks against Sarkeesian increased with renewed energy in
2014 after she released the video of her series titled “Women as
Background Decoration, Part 2.” Shortly after releasing the epi-
sode, she again faced what she called a “wall of abuse.”'™ In late
August 2014, she tweeted, “Some very scary threats have just
been made against me and my family. Contacting authorities now,”
and later, “I'm safe. Authorities have been notified. Staying with
friends tonight.”® She was forced to flee her home for her own
and her family’s safety based on the specificity and gravity of the
threats leveled against her. She filed a police report with the San
Francisco Police Department.?°!

Shortly thereafter, and at the same time that the Gamergate
attacks began (the Gamergate story is detailed in Section 7),
Sarkeesian began receiving death threats at several speaking en-
gagements. Then, on October 14, Sarkeesian tweeted that she
had to cancel her talk at Utah State University because she re-
ceived specific threats by someone who said he planned to com-
mit a massacre in the style of Marc Lepine’s 1989 mass murder of
female engineering students in Montreal. Sarkeesian reported that
one of the threats she received claimed affiliation with Gamergate.
Sarkeesian details the specific threats that were issued regarding
the scheduled talk:

The staff and faculty at Utah State University received several very
specific death threats against my life and those of the students at-
tending my lecture on the role of women in video games. The e-mails
sent to USU included a list of firearms at the perpetrator’s disposal.
Not only did these e-mails threaten to carry out the worst school
shooting in American history, but the language in the messages was
also very reminiscent of, and even mentioned, previous misogynist
school shootings such as the Montreal Massacre at Ecole Polytech-
nigue committed by Marc Lépine and the UC Santa Barbara shoot-
ings committed by Elliot Rodger this past May.2%

Although she had received death threats at prior talks that she
had given, she canceled the Utah State University talk because
the Utah police said they could not search people for concealed
firearms before entering the event since Utah allows concealed
weapons. Sarkeesian felt that this would have not allowed for rea-
sonable safety precautions to be taken to protect both Sarkeesian
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and the audience. Sarkeesian explained her reasons for canceling
the talk:

| have gone ahead with events that have been threaten[ed] with
bombing attacks before—three times, in fact—but each time | felt
appropriate security measures were taken by law enforcement and
venue security personnel. This time it was different. When | spoke with
Utah police about what security measures were in place to protect
the campus, | specifically requested metal detectors or pat-downs
to make absolutely sure no guns were in the auditorium. Police re-
sponded by stating that they would not do any type of screening
whatsoever for firearms because of Utah’s concealed-carry laws. At
that point | canceled the speaking event because | felt it was deeply
irresponsible for me or the school to put everyone’s lives at risk if
they can't take precautions to prevent firearms from being present at
an event at an educational institution—especially one that was just
directly, clearly threatened with a mass shooting spree.2%

The International Game Developers Association is now working
with the FBI to try to head off what they see as an increase in such
threats and harassment. The executive director, Kate Edwards,
reported that the FBI has “noted a rise in activity,” although the
primary focus of their investigations into online activities has been
more on cybercrime issues such as hacking.?*

In a hopeful turn, Sarkeesian was recently included as a char-
acter in the video game TowerFall. Matt Thorson, developer of
the game, said that her inclusion was a tribute to her, calling her
work an “inspiration.” Thorson emphasized that “it's vitally impor-
tant that the cast of playable characters makes everyone feel in-
vited to join in” and added that “this wouldn’t have occurred to
me if not for Anita, and feedback from players has reinforced how
important it really is. We're very excited to immortalise Anita in a
small way.”2%

Another feature of gendertrolling that distinguishes it from generic trolling
is that it often occurs at an unusual intensity, that is, the number of harass-
ing messages come at such a pace and are so unrelenting that the target
simply can’t keep up with blocking or deleting them. It is also common
for women to report receiving massive quantities of harassing and abusive
messages coming to them via a wide variety of online sources. Caroline
Criado-Perez, the British activist and journalist whose story is detailed
in Section 3, received a surge of threatening, abusive, and misogynistic
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messages, including rape and death threats—up to 50 rape threats and
abusive tweets an hour at their peak.””® She commented on how woefully
inadequate Twitter’s “report abuse” mechanism was in the face of such an
onslaught.

Miri Mogilevsky, atheist/skeptic blogger, explains that she knows people
are targeting her anew because the quantity of the hits she receives intensi-
fies: “The way I know they are talking about me is I get a massive influx of
hits on a particular day . . . responding to a post I have written. It’s usually
a minimum 50 per day, on the day that they do it, sometimes it will be
more.”*”

Shanley Kane, founder and CEO of Model View Culture, an online pub-
lication about technology, and a cultural critic and writer, recounts the
sheer volume of attacks levied at her: “I have received literally thousands
of harassing, abusive, threatening and violent messages across at least half
a dozen separate sites.”?%®

Kim B., who was driven off the Internet during an early gendertrolling
campaign that took place in 2007, reported, “I was getting, on average, one
hundred negative comments daily. Invariably there were several that were
violent. The onslaught of violence and hatred wore me down, exhausted
me"’209

Often the women who are harassed to such an extent become inured to
its magnitude. Atheist/skeptical activist and blogger Amy Davis Roth re-
ports that she “was subjected to daily harassment.” She described a “typical
day [as] Wake up. Make coffee. Block hateful messages on Twitter or other
social media. . . . Make art.”*"

S. E. Smith, writer and blogger at Tiger Beatdown, writes,

It’s a good week, these days, if I only get 15-20 emails from people telling me
how much they think I should die, or how much they hope I get raped, or
how much they hope my cat dies or I lose my job or fall in a hole or get shot
by police or any number of things people seem to think it’s urgently impor-
tant to tell me in their quest to get me to shut up. We are not talking about
disagreements, about calls for intersectionality, about differing approaches,
about political variance, about lively debate and discussion that sometimes
turns acrimonious and damaging. We are talking about sustained cam-
paigns of hate from people who believe that we are inhuman and should be
silenced.”"!

Rebecca Watson, when asked how many people she would estimate
were involved in harassing her, says she would “comfortably say thousands
of people were involved” in attacking her.?* She cites YouTube videos in
which she was attacked that would get thousands of upvotes, a one-time
vote that a user can use to indicate he or she likes or approves of a video;
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thus, thousands of “likes” can be reasonably construed to indicate thou-
sands of unique users.

Kate Smurthwaite, a British comedian and political activist, reports see-
ing a constant stream of abusive comments, although she believes she only
sees a tiny fraction of what is out there: “I'd say in a typical week I get
10-20 abusive comments though there are undoubtedly more that I don’t
see on other sites.”?"’ She recently wrote about the sheer volume of harass-
ment she has to contend with:

In the last week I've received over 1,700 nasty Twitter messages. Many of
these messages have been retweeted and “favourited” hundreds of times.
I was going to print all the abuse out and hold it up for a photo to accom-
pany this article. The document came out at 165 pages. To print my week’s
abuse I'm going to have to buy a new printer cartridge.**

Trista Hendren, feminist activist, author, and blogger, reported that
on some days she received “more than 500 anonymous, explicitly violent
comments— T will skull-fuck your children,’ for instance.” Because much
of her activism against rape took place on Facebook, gendertrolls used that
platform to dox her, posting her home address, her children’s names, and
her phone number—and some did contact her by phone.**

Although most women who are targeted make every effort to block
people who send them abusive and harassing tweets, emails, or posts, they
report that, in spite of their efforts, they still receive voluminous numbers
of harassing messages on a regular basis. They typically believe that they
may be privy only to what amounts to the tip of the iceberg when it comes
to the amount of abuse and harassment that is directed at them online.
Melody Hensley, atheist/secular humanist activist, explains that she still
gets abusive and harassing messages “every day now, mostly on Twitter,
even though I use a blocking system (a group of people that helps block
threatening messages). . . . The harassment has been ongoing since 2011,
and I still get death threats and rapes threats daily.”*'¢

The effect of the widespread attacks that cross multiple social media
and other online platforms, as well as crossing over into real-life venues,
combined with the intensity and sheer volume of the attacks, contributes
to wearing down women who might otherwise maintain the resolve to
carry on in spite of the attacks.
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SECTION 6: PROLONGED DURATION
hope you catch a sexually transmitted disease or vagina cancer, cuntwit?”

honestly, and i mean HONESTLY. . . you deserve to be raped and tortured and
killed. swear id laugh if i could*'®

If I lived in Boston I'd put a bullet in your brain.?

REBECCA WATSON

In June 2011, Rebecca Watson, a blogger who writes on issues of
atheism, secular humanism, and skepticism, was one of the pre-
senters on a panel at an atheist conference in Dublin. She spoke
about several things, including about the problems of trying to
make the atheist/secular humanist community more welcoming to
women. She talked about women being viewed too often by men as
someone to hit on at conferences rather than being taken seriously
and seen as contributors to the topics under discussion. That eve-
ning, after her talk, she joined a group of conference-goers in the
hotel bar, discussing the issues about which she spoke, including
misogyny and objectification of women. At around 4:00 A.m., she
left the bar to retire to her room. One of the men, who had been
among the group gathered at the bar, but who had not spoken to
her, followed her when she left and joined her in the hotel elevator.
Watson described what happened:

As the doors closed, he said to me, “Don't take this the wrong way,
but | find you very interesting. Would you like to come back to my
hotel room for coffee?” | politely declined and got off the elevator
when it hit my floor. . . .

After all, it seemed rather obvious to me that if your goal is to get
sex or even just companionship, the very worst way to go about at-
taining that goal is to attend a conference, listen to a woman speak
for 12 hours about how uncomfortable she is being sexualized at
conferences, wait for her to express a desire to go to sleep, follow
her into an isolated space, and then suggest she go back to your
hotel room for “coffee,” which, by the way, is available at the hotel
bar you just left.220

When she returned from the conference, Watson posted a video
online in which she reported on her experiences at the confer-
ence and mentioned briefly, among many other topics, the man



78 Gendertrolling

who propositioned her in the elevator. In the video, she highlighted
the incident as an example of how not to make women feel safe
at conferences, in further illustration of one of the points she had
made during her talk on the panel. Although her recounting of the
incident took just a little over a minute in a much longer video,
and what she concluded about the incident in the video was sim-
ply “Guys, don’t do that,” said in an rather light-hearted and off-
hand way, the resulting response to this was a several-years-long
campaign of sustained, virulent hate, abuse, and rape and death
threats directed at Watson (which is still ongoing as of the time of
this writing).??" Although her comments about the incident in the
video were clearly light hearted in tone and brief, she sarcastically

quips,

What legions of angry atheists apparently heard [in her video] was,
“Guys, | won't stop hating men until | get 2 million YouTube com-
ments calling me a ‘cunt.”” The skeptics boldly rose to the imagined
challenge.??

Watson, in her characteristic demeanor of downplaying events
and experiences that would be extremely upsetting to most peo-
ple, described her typical online experience before the elevator
incident: “As a woman who has opinions online, | get rape and
death threats on a fairly regular basis, mixed in amongst the bar-
rage of gendered slurs and comments about fat | am.”??® However,
after she posted the video that included her comment about the
elevator incident (which was thereafter dubbed “Elevatorgate”),
Watson reported a dramatically increased multimedia barrage of
harassment, the vast majority of which was rape threats along the
lines of “| hope you get raped, you deserve to be raped.”??* In ad-
dition to the threats, the gendertrolls who targeted her conducted
a multi-platform social media onslaught including the creation of
multiple Twitter accounts in her name that were used to tweet of-
fensive comments, ostensibly from her, to celebrities and to her
friends. Entire blogs where her words were twisted and ridiculed
were created. Thousands of harassing comments were addressed
to her through YouTube, Facebook, and a variety of other social
media.??® Trolls also posted on an online forum that started in the
wake of Elevatorgate, slymepit.com, “thousands of comments
threatening to rape me, doing Photoshops of me, calling me a
cunt.”??

Although Watson believes that most of her attackers were men,
she was also attacked by a few women. Compared with her male
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attackers, who tend to remain anonymous, Watson reports that the
women who have participated in attacking her are more likely to
use their actual names. Watson believes that, in using their real
names, the women are able to gain a certain celebrity status and
perhaps even cachet from the men behind the attacks. She also
believes that most of her attackers are part of a loosely organized
‘men’s rights movement” that has a significant presence online
among websites such as slymepit.com, PUAHate.com, avoicefor-
men.com, 4chan, and Reddit. (Men’s rights activism and the rel-
evant websites are discussed in more detail in the final section of
this chapter.)

Some of the threats Watson has received over the years have
seemed especially credible and potentially dangerous. In 2012,
a reader of her blog alerted Watson to the website of a man who
had written disturbing posts about women in general and who had
posted photos of her with targets on them along with specific talk of
murdering her. The man created a series of posts at a band camp
website, the entirety of which was about murdering Watson. Through
extensive online sleuthing, Watson learned that he lived a mere
three-hour drive from where she lived at that time. She contacted
the police in his jurisdiction. In what is a too-typical response, they
told her that there was nothing they could do except take a report so
that if he did attack—or actually murder her—"they’d have a pretty
good lead” on who did it.??” Because she understandably derived
little comfort from that response, she decided to contact the FBI. At
first, her FBI contact appeared promising:

The first person | spoke to was horrified by what | described to her,
and she immediately forwarded my call to an agent. | gave the agent
all the information | had, and he was also very understanding and
professional. He told me he’d assign two agents to the case who
specialize in this sort of thing, and they’d be in touch with me soon.?%

But she never heard back from anyone at the FBI. She emailed
the agents she had contacted several times—after a few days,
after some weeks, and continually thereafter for a few months. She
re-sent them the screenshots of the threatening posts. They never
responded to her, and as far as she can tell, nothing was done by
the FBI with regard to her case.??®

In the meantime, she started to receive hundreds of harassing
Tweets and Facebook messages from someone whose |IP address
was in the same town that the man lived in. She then engaged the
services of a private detective to investigate. He found that the



80 Gendertrolling

same man had been arrested for domestic violence, that he was
the person who had vandalized Watson’s Wikipedia page, and that
he had a long history of engaging in belligerent online behavior.
The detective advised Watson that it could be that this harasser
would do nothing more than “rage on the Internet”; but on the other
hand, it was also possible that he could follow through with his
threats and that there was no reliable way to tell. The detective
explained that Watson could get a restraining order, but when the
harasser was informed about it, he would find out that she was the
one requesting the legal restraint against him. The detective ex-
plained that a restraining order can sometimes result in harassers
backing off, but it can also have the result of angering them into
escalating their attacks into real-world violence, especially once
they know the person who is requesting the restraining order. In
the end, Watson chose not to get the restraining order.

Although, at the time of this writing, it is nearly four years out
from Elevatorgate, the incident that precipitated the dramatic in-
crease of harassment and rape and death threats against Watson,
significant numbers of people are still dedicated to continuing the
campaign against her. Despite the fact that the harassment and
threats continue, Watson says that she receives much less of it
due to having learned techniques to filter and block the harassers.
She has created new social media accounts and has assiduously
blocked almost all of her harassers, although they continually cre-
ate new accounts, which she has to then re-block. Watson reports
that, regardless of her considerable efforts to block harassers, she
still receives at least one hate-filled message a day.?®

Despite Watson’s characteristic bravado when speaking and
writing about her experiences, the threats and harassment she
has received over the years have taken their toll on her. She re-
ports that when the harassment campaign began, she reacted by
frequently getting upset and bursting into tears, but that she has
now come to realize that her ability to weather extreme levels of
abuse and harassment “is my superpower—I can deal with these
haters better than the average person.”®!

Although Watson is careful to emphasize she is not critical of
other women’s greater or lesser abilities to deal with harassment,
she finds that she seems more able to slough off even the brutal
and graphic threats of rape, violence, and death than a lot of other
women she has met who have been the targets of gendertrolls. But
she also believes that “the more | keep speaking up, the better off for
everyone [because] it helps spread out the hate. The more people
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who speak up the better. . . . That perspective gave me the strength
| needed to keep going. Today, it's water off a duck’s back.”?%

Nevertheless, Watson takes anti-anxiety medications daily to
quell the stress that has resulted from being gendertrolled. And,
although she likes to run, she still feels she must be very cautious
about running outdoors.?*

Gendertrolling campaigns, in contrast to generic trolling, last a surpris-
ingly long time. It is not unusual for women to be targeted for years. The
intensive harassment campaign targeting Watson started in June 2011 and
has continued through the time of this writing, nearly four years. This
is a dramatic departure from instances of more generic trolling where
trolling incidents tend to last a matter of days to weeks, to—in extreme
cases—months.

Shanley Kane, cultural critic and founder of Model View Culture, re-
counts the prolonged nature of the attacks against her: “This has been my
life for almost two years. I'm sad to say that part of you starts to get used
to it.”** A woman identified as “Canada” also wrote about the ongoing na-
ture of the online attacks against her for voicing a political opinion online,
which she characterized as “a simple disagreement . . . about politics.” She
thought the disagreement would soon be over and the man with whom
she disagreed would then leave her alone. Instead, the disagreement turned
into years of harassment. Her harasser found out her personal informa-
tion, which he posted online, and he even contacted her employer and
posted information about her employer online. He also posted false sto-
ries about her, some involving fabrications about her sexual behavior. She
moved due to the harassment, she attempted suicide, and her PTSD, which
was diagnosed prior to her harassment, worsened.””

Another woman, identified as “Massachusetts,” related the story of being
harassed online for over five years. She explains that while she was in col-
lege, she wrote a column on sex for her school newspaper during the end
of her senior year. She says, although she was prepared to deal with “a fair
amount of criticism,” she was not prepared to deal with “someone going
out of his/her way to ruin my life for the next five years.” She reported that
her harasser intensified the harassment after she obtained a job working at
a high-profile consulting company, saying that “I suspect my harasser took
it personally—‘skanks” aren’t supposed to have legitimate careers.” Her
harasser impersonated her online, spread lies about her on blogs created
for the purpose of harassing her, and targeted her friends and boyfriends,
including their families. The harasser also tried to get her fired, and when
that didn’t work, tried to spread rumors that she had been fired.>*
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The typically long duration of gendertrolling attacks is one of the rea-
sons that targeted women find it so difficult to retain equanimity. Even
women who can find a way to shrug off or inure themselves to the rape
and death threats as well as the violent and graphic sexualized images
that are sent to them and posted and reposted at great frequency across
multiple online platforms can find themselves worn down from the sheer
amount of time that they are subjected to attacks.
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SECTION 7: PERPETRATED BY CYBERMOBS
You suck some fuckin’ nerd motherfucker’s dick to get that hack, you dumb cunt?/*’

You can’t get rid of us. We're infinite. You're nothing but a loudmouth c*nt and we’re
going to show you the only thing you’re good for.”>*

i hope someone slits your throat and cums down your gob*”’

GAMERGATE

The hashtag #Gamergate was coined by actor Adam Baldwin in
August 2014 and has been tagged in tweets more than two mil-
lion times since.?*® Although the controversy might easily have
remained relegated to the world of online videogamers, video
game developers, and game reviewers, perhaps because the vid-
eogaming industry is so lucrative, producing more revenue than
Hollywood, the effects of Gamergate have extended far beyond
videogamers. The controversy has generated reactions by large
technology corporations®*' and has even been covered in main-
stream media, including an interview with Anita Sarkeesian about
the topic on the Colbert Report.

The incident that precipitated the Gamergate controversy oc-
curred on August 16, 2014, when Eron Gjoni, the ex-boyfriend
of Zoe Quinn, a video game developer, posted online a detailed
and highly personal account of their relationship and subsequent
breakup.?*? Quinn is a game developer who had gained some re-
nown for a game she created called Depression Quest, which is a
text-based game about the experiences of a young adult with de-
pression. The idea of Quinn’s game was met with disdain by many
avid gamers who did not like that the game departed so dramati-
cally from the more customary video game subjects and formats.
Mike Pearl, Vice contributor, podcaster, and filmmaker, explained
how the initial criticism of Quinn’s game ultimately morphed into
something larger: “Depression Quest got good reviews, despite its
lack of machine guns and emphasis on exploring feelings rather
than making aliens explode. . . . Some gamers even got abusive,
but it apparently didn’t merit mainstream headlines. Months later,
though, when a blog post decried Quinn as a figure of ‘corruption,’
who slept her way to positive reviews for her game, it was gaming’s
Benghazi moment.”2#3
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In Gjoni’s online account of their breakup, he reported that Quinn
had had affairs with several other men, among whom was Nathan
Grayson, a game reviewer for the videogaming website Kotaku.
Gjoni’s online tell-all spawned a slew of attacks against Quinn from
people who were animated by their initial dislike of her game and
latched onto the breakup story to find personal fault with her. By
September 2014, the attacks against Quinn had intensified and
appeared to be mostly emerging out of a variety of online forums
including 4chan, Reddit, YouTube, and various IRC channels.?*
(IRC is short for “Internet Relay Chat,” which is a protocol for cre-
ating online communication including discussion forums called
channels.)

Although Quinn was initially the target of the massive online at-
tacks that were the beginning of Gamergate, ostensibly because
she allegedly slept with several people other than Gjoni and was
therefore a “slut,” the attackers soon began to change tactics as
they realized that criticizing Quinn for having had various sexual
relationships wouldn’t gain much traction with a wider audience.
They instead shifted the focus of their attacks to the idea that
the ethics of journalists who cover games were in question since
Quinn, a video game designer, had reportedly slept with Gray-
son, a reviewer of video games. Although from the content of
Gjoni’s post, it appears that his intentions were more to humiliate
and punish Quinn for having cheated on and broken up with him,
the gamers who read his account seized upon the idea, implied
by Gjoni among the countless accusations he levied against her,
that she had slept with Grayson in order to get positive reviews
of her game. T. C. Sottek, news editor at the Verge, a website
that covers technology, explains that “gamers came to a con-
sensus that publicly harassing a woman over her sex life was a
bad look. They quickly pivoted to focus on corruption in games
journalism.”24

Kotaku, for which Grayson was a writer, issued a statement
shortly thereafter clarifying that the only mention Grayson ever
made of Quinn’s game Depression Quest was half a sentence
long, that this mention had occurred prior to his brief relationship
with her, and that he had never reviewed the game.?* Kotaku's
wholesale refutation of the idea that Quinn’s game received any
reviews, much less favorable ones, as a result of her brief relation-
ship with Grayson, did not, however, dampen the mob’s appar-
ent determination to continue to attack her, along with any other
people who publicly supported her.
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Many commentators have remarked on the irrationality of Gamer-
gaters’ obsession with the idea that Quinn obtained some kind of
unfair advantage from her brief affair with Grayson in spite of all
evidence to the contrary. Kyle Wagner, staff writer at Deadspin,
explains,

It's important to note that the initial claim that sparked Gamergate
was not only untrue, but totally nonsensical—neither Grayson
nor anyone else even reviewed the game at Kotaku, and while
Grayson did write about Quinn in late March in a feature about a
failed reality show, that was before they'd begun their romantic
relationship.?’

Sottek blasts the idea that concern over Quinn gaining an unfair
advantage from journalists writing about her game is the real moti-
vation behind Gamergate:

Even Gamergate’s founding claim, that games journalism is corrupt,
is opportunistic horseshit from misogynists who decided to shame
a woman for allegedly sleeping around because they didn't like her
video game and wanted to punish her for it. Slut-shaming, gaslight-
ing, dismissal, fallacious logic, intimidation: these are all part of the
Gamergate militant’s toolkit.248

Sottek also reported that the focus on “ethics in gamer journal-
ism” was in fact an afterthought that was trumped up only after
Gamergaters realized that harassing Quinn because she had
cheated on her boyfriend didn’t play well in public:

Chat logs released soon after [Gamergate] broke reveal the move-
ment was focused on destroying Zoé Quinn first, reforming games
reporting second.?*

Jay Hathaway, staff writer at Gawker, raises the point that, if eth-
ics in gamer journalism were really a concern, it is odd that Gamer-
gaters focused on small independent game developers rather
than large game producers:

Many #Gamergate participants truly believe that they are fighting
an important fight against corruption in game journalism. But to an
outside observer, it's bizarre that they identify the greatest threat as
the small, independent, crowdfunded developers, and not the huge
profitable game companies that advertise on game sites.?*
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Journalist Anna Merlan concludes that the motivation underlying
Gamergate is misogyny and trying to drive women out of gaming:

| think [the red herring of “ethics in gamer journalism”] is a sort of
compelling way to reframe the fact this is actually attacks on women.
Ethics in journalism is not what's happening in any way. It's actually
men going after women in really hostile, aggressive ways. That's
what Gamergate is about. It's about terrorizing women for being in-
volved in this industry, for being involved in this hobby.?!

Undaunted by Kotaku's declaration of the facts, Gamergaters
nevertheless latched onto and became impassioned by the idea
that what was at stake was ethics in gamer journalism. The rallying
cry “ethics in gamer journalism” proved to be an enduring rational-
ization for continuing their attacks on Quinn.

As a result, Quinn became the target of a concerted and wide-
spread campaign to harass and threaten her, including inundat-
ing her page on the social networking/gaming community site
Steamcommunity.com with negative reviews, hacking into her
Skype account, doxxing her by publishing her home address
and telephone number online, and sending her a “near-constant
stream of death and rape threats.”?? In one especially detailed
and specific death threat, an attacker on Tumblr posted, “Are you
reading this? Of course you are. | will kill you.”?*®* Someone else
posted in a forum discussing how to get back at Quinn, “Next
time she shows up at a conference we . . . give her a crippling
injury that’s never going to fully heal . . . a good solid injury to the
knees. I'd say a brain damage,—but we don’t want to make it
so she ends up too retarded to fear us.”* Quinn felt sufficiently
threatened that she contacted the police and then fled her home
to rotate staying among several friends’ houses so she would be
harder to locate. About the attacks against her, Quinn summed
up, “The Internet spent the last month spreading my personal
information around, sending me threats, hacking anyone sus-
pected of being friends with me, calling my dad and telling him
I’m a whore, sending nude photos of me to colleagues, and basi-
cally giving me the ‘burn the witch’ treatment.”2®

Gamergate continued to escalate, and on October 10, 2014,
Brianna Wu, another video game developer, software engineer,
and founder of Giant Spacekatgal, a company that makes video
games with female protagonists,®® also felt sufficiently threat-
ened that she fled her home. The day before, Wu had retweeted a
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photo meme called “Oppressed GamerGater,” which made fun of
Gamergate.?’ It was this action that triggered Gamergaters’ wrath
against her.

Wu was doxxed on a forum called 8chan, where gendertrolls
posted her home address, phone number, and email address.
Shortly thereafter, she began receiving a series of detailed threats
via Twitter by a user who called himself “Death to Brianna”:

I've got a K-Bar and I'm coming to your house so | can shove it up
your ugly feminist cunt

If you have any kids, they are going to die too. | don’t give a fuck.
They'll grow up to be feminists anyway

Your mutilated corpse will be on the front page of Jezebel tomorrow
and there isn’t jack shit you can do about it

Guess what bitch? | now know where you lifv]e. You and Frank live
at [redacted].

As Wu described it, “I was literally watching 8chan go after me
in their specific chatroom for Gamergate. . . . They posted my ad-
dress, and within moments | got that death threat.”?%® In response,
she tweeted, “And here’s the part of the night where | call the
police.”?®

After she was doxxed on 8chan, Wu told her husband, “We've
got to get out of here.” She explained, “I made the decision to
leave, and law enforcement said it was reasonable. | basically just
left the house. | have no idea where I'll be living this week or even
next month.”#® Wu recounted that she was sobbing uncontrol-
lably.?8™ The police offered to send patrol cars by, but they also
agreed that it would be wise for Wu and her husband to leave
their home. The Arlington, Massachusetts, police confirmed that
“the matter is now under investigation by our Criminal Investigation
Bureau.”?%?

Wu said that she was also attacked in other ways. Gendertrolls
tried to access the financial information and assets of her com-
pany through hacking, impersonated her on Twitter, and created
temporary email accounts to email journalists misinformation to try
to destroy her professionally.?®® Although Wu was still not able to
stay in her own home, she remains resolute that she will not be
forced out of her own industry by bullies.
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On seeing the escalation of the Gamergate attacks to Wu and
others, Quinn began “monitoring the progression of this mob that
sort of ended up morphing into #GamerGate. [She was] recording
everything, hiding out in the IRC rooms, silently picking logs, and
documenting the evolution.”?®* Quinn then posted screenshots
and logs from chatrooms and posts that she found on Reddit and
4chan.?® |In addition, she showed the FBI the evidence she found
that showed “[r]leposting of peoples’ information with incredibly
elaborate rape threats and death threats. Distributing of private
information, with calls to harass. There are calls for people to send
naked photos of me to my colleagues—and to distribute that ille-
gally. There’s open talk of hacking, what we’d refer to as ‘black-hat
hacking.’”?% (“Black-hat hacking” is a form of hacking that is un-
usually or especially malicious or destructive.)

The tide appeared to turn somewhat against Gamergaters
based on what Quinn revealed through her online investigating.
The tweets she posted were collected and dubbed #GameOver-
Gate on Twitter.?” As a result, an online petition was created in
protest against these kinds of malicious attacks Quinn had docu-
mented, which was signed by thousands of people in the gaming
industry.?®® In September 2014, 4chan founder Christopher Poole
banned all Gamergate-related threats from 4chan for violating
the site’s rule against “no personal information/raids/calls to inva-
sion.”?® This prompted a public exodus of Gamergaters who then
moved to 8chan.

Other reactions against Gamergate included the creation of a
discussion board on Reddit called “Gaming4Gamers,” which pro-
moted itself as a “community based on open-minded discussions”
and “camaraderie above competition.” Gaming4Gamers even re-
ceived the rare honor of being promoted on Reddit’s front page.?’®
The website Kotaku also came out strongly against the targeting
of women in gaming. Stephen Totilo, editor in chief for Kotaku,
announced:

Friday’s incident [Brianna Wu'’s doxxing and threats causing her to
flee her home] brings a different aspect of the Gamergate contro-
versy to the fore: the targeting of women, the sense that discus-
sion about gaming, games media ethics, and gamers will be forever
contaminated by an ugliness disproportionate to the issues at hand.
This is a potential new status quo that we at Kotaku reject. The kind
of harassment that sends anyone in the gaming scene fleeing from
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their homes is detestable and should be condemned no matter
where one stands on anything else.?""

The three women who were most prominently attacked by
Gamergaters were Zoe Quinn, Brianna Wu, and Anita Sarkeesian,
the latter of whom also received death threats when Gamergate
was at its peak. Arthur Chu, culture blogger and 11-time Jeop-
ardy! champion, explains the connection between Gamergate and
the campaign against Sarkeesian:

“Gamergate” itself is not particularly new. It's the same exact peo-
ple as the ones who started a massive swell of harassment against
Anita Sarkeesian for her Kickstarter. Before Anita had even made a
single actual video criticizing sexism in games she got death and
rape threats just for proposing to make videos criticizing sexism in
games.?’?

In addition to Quinn, Wu, and Sarkeesian, other women have
also been targeted in Gamergate-related attacks and received
death threats when Gamergate was at its peak. One such woman
is Jennifer Hepler, a senior writer working on the video game
Dragon Age: Inquisition. Hepler received abusive phone calls,
was emailed death threats, and was sent “graphic threats” about
killing her children as they left school.?”® Sarkeesian described He-
pler as being “attacked in many of the same ways | have been, in
terms of inundating her social media and threatening her and her
children.”?4

Samantha Allen, who writes about gender, sexuality, and tech-
nology and contributes to the Daily Beast, was also targeted
in the Gamergate-related attacks. Wu describes the attacks on
Allen:

They targeted my friend Samantha Allen back in July, when she
dared criticize Giant Bomb’s decision to remain the only major
site in videogames with a 100 percent white, straight and male
employee pool.

They ran through their playbook. They targeted her on Twitter,
they harassed her. They researched her past. They questioned her
personal relationships. They threatened her. And they have done
everything possible to try to quash one of the videogame industry’s
most insightful and powerful voices .2’
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Wu writes about others who have also been attacked in the
Gamergate onslaught:

It's a playbook that works. They used it against Jenn Frank [a
freelance writer on the games industry] until she quit. They used
it against Mattie Brice [who wrote about diversity initiatives in the
games industry] until she quit. They used it against Leigh Alexander
[editor-at-large for Gamasutra]. They used it against Zoe Quinn. And
they used it against Anita Sarkeesian who had to cancel a speaking
engagement gig this week after a school shooting threat—and now
they used it against me.?’

Keith Stuart, games editor at the Guardian, especially laments
the loss of Jenn Frank, who is, according to him,

one of the best writers about games and games culture for the last
ten years, chased from the industry thanks to a piece she wrote
for the Guardian about online abuse. The irony is so bitter it burns.
| commissioned that article. | edited it. | am ... devastated by Frank’s
understandable decision; devastated for my part in it.?””

Of those who quit writing after the intense levels of attacks and
threats, Wu writes, “They decided the personal cost was too high,
and | don’t know who could blame them. Every women | know in
the industry is terrified she will be next.”?®

A final distinguishing characteristic of gendertrolling is that it tends
to be perpetuated by cybermobs, or large to very large numbers of
people—nearly all of them men—who coordinate their attacks through
websites or online forums where they post about and coordinate their
efforts. The sheer quantities of attackers—and their resultant ability
to be exceptionally persistent due to their numbers—can easily over-
whelm their target’s ability to withstand such a sustained and pervasive
onslaught.

Rebecca Watson, whose story is recounted in Section 6 of this chap-
ter, is not the only target who estimates her attackers to number in the
thousands. Lindy West, whose story is told in Section 2, when asked how
many people she would estimate have been involved in harassing her, re-
plied, “I would guess thousands. . . . These MRAs/PUA [Men’s Rights Ac-
tivists/Pick-Up Artists] communities—they are obsessed with me. There
are whole message board threads about harassing me, encouraging each
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other to go harass me. It’s a whole organized thing. And there’s thousands
of them.””

Melody Hensley, atheist/secular humanist activist, talks of even larger
numbers of harassers who are dedicated to pursuing her through a variety
of means in order to undermine, intimidate, and threaten her. She reports
that, after voicing her public support for policies against sexual harass-
ment at conferences held in the atheist/secular humanist communities,
the number of people harassing her went from hundreds to thousands.
She explains that “before I had the blocking system, I had to block 20,000

2280

people.

Cybermobs Are Mostly Men

Although many women report that a few women have been involved in
the harassment campaigns aimed at them, they say that the attackers have
been mostly men. Commenting about the people who perpetrate harass-
ment of women online, Chu remarks, “But let’s be honest: It’s usually guys
doing it.”**! Eleanor O’Hagan, journalist and columnist for the Guardian,
also observed that the harassing “comments came mainly from men and
they were always in line with existing gender stereotypes.”**

Rebecca Solnit, writer and contributing editor at Harper’s Magazine,
explains that

the Internet bear([s] a striking resemblance to Congress in 1850 or a gentle-
men’s club (minus any gentleness). It’s a gated community, and as [Astra]
Taylor describes today [in her book The People’s Platform: Taking Back Power
and Culture in the Digital Age], the security detail is ferocious, patrolling its
borders by trolling and threatening dissident voices, and just having a female
name or being identified as female is enough to become a target of hate and
threats.?®

Both Watson (her story is recounted in Section 6) and Cheryl Lindsey
Seelhoff (whose story is recounted in Section 4) report that a few women
were involved in the attacks against them. However, they both talked about
their sense that the women served as tokens. They observed that the few
women involved were given special recognition and prominence, and
their real names were used (as opposed to nearly all other gendertrolls
who remain anonymous), as if to attempt to convey the appearance of
both women and men being equally involved in these attacks. Regardless
of the few women who do join in gendertrolling campaigns, the vastly
overwhelming majority of participants are men.
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How Cybermobs of Gendertrolls Mobilize

If such large numbers of people are involved in gendertrolling campaigns,
it begs the question as to how they are able to come together to agree to
and to coordinate the attacks.

Adria Richards, technology consultant, trainer, and developer, writes
about the gangs of men who targeted her and that they congregated in
certain online forums in order to plan and coordinate their attacks: “This
is a systemic issue, the people doing this, this is their hobby, they just move
from target to target, they’re like a roaming gang of some kind.” Richards
says she has “screen shots and screen captures of places where they were
organizing these attacks” and that “they have scripts, templates.”**

There are many websites where men (and some women) post content
espousing and contributing to ideologies that foster and motivate the co-
ordinated attacks on women who speak out online. Some of these websites
are A Voice for Men (avoiceformen.com); Slymepit (slymepit.com); the
now-closed Pick-up Artist Hate site (PUAHate.com); 4chan (4chan.org);
8chan (8ch.net); and Reddit (reddit.com, especially the r/bboard/ at that
site, although overall users on Reddit are 84 percent male*®).

In addition, the Southern Poverty Law Center lists other websites as part
of the “manosphere,” an informal network for blogs and websites that op-
pose women’s rights and feminism, including such blogs as Boycott Amer-
ican Women (boycottamericanwomen.blogspot.com), Counter Feminist
(counterfem.blogspot.com), and Marky Mark’s Thoughts (markymark-
sthoughts.blogspot.com). They also list the password-protected blogs at
Alcui (alcui-constant.blogspot.com) and the False Rape Society (falsera-
pesociety.blogspot.com) and a host of websites including Men’s Activism
(news.mensactivism.org), RooshV (rooshv.com), SAVE Services (saveser-
vices.org), the Spearhead (the-spearhead.com), and a now-defunct site
called In Mala Fide (the author of which, Matt Forney, has since published
as a book titled Three Years of Hate: The Very Best of In Mala Fide).?*® Other
sites where similar ideologies are espoused include Viva La Manosphere
(vivalamanosphere.com) and Return of Kings (returnofkings.com). Many
of the men who post on or frequent these sites are considered to be part of
the Men’s Rights Movement, which sees men as disadvantaged by society
and women and feminism to be the primary cause of men’s troubles. An-
other group that participates in the online attacks on women are Pick-Up
Artists (PUAs), men who coach other men on ways to deceive and ma-
nipulate women into having sex with them and who have a contemptuous
and embittered view of women in general.

Different segments of these groups of men appear to focus their attacks
on particular women. Lindy West mentioned being singled out for attack
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by Roosh V., who has been identified as Daryush Valizadeh and who calls
himself a “pick-up artist,” and his followers. Valizadeh was dubbed by the
Daily Dot magazine as the “Web’s most infamous misogynist” in Febru-
ary 2014.% West says that there are several forums on both of Roosh’s sites,
roshvforum.com and Return of Kings, that are devoted to discussing “how
I am fat and disgusting.”?

Watson was targeted by the Slymepit, which has also targeted Ophelia
Benson, Melody Hensley, and Amy Davis Roth, all of whom have been
vocal about their support for Watson. Davis Roth points out that the vari-
ous men’s rights sites have some overlap among the people who frequent
them. She says, for example, “Slymepit is interconnected with A Voice for
Men.”?¥ Davis Roth reports that A Voice for Men

has targeted my blog specifically and me individually as well as quite a few
people in the audience [at the conference at which she was speaking]. . . .
It never occurred to me that I would have to hide my home address. I was
never the kind of person who went around posting my home address. People
found my home address because I have a home business—that’s how I make
my money. My business address is listed online. It was posted on a few web-
sites, a few hate websites, and then A Voice for Men picked it up.*®

Seelhoff was the target of a coordinated attack by the group Anonymous.
She reported that her harassers came from /b/ at 4chan, Anonymous, and
a group called Legion. She found that “they were giving orders as to how
to destroy feminist websites. It looked like there were a couple of guys who
were the leaders with many followers.”*"

During the time when Seelhoff was attacked, which was among the ear-
liest instances of gendertrolling, Anonymous committed numerous other
attacks focused on taking down feminist websites and blogs. In 2007, the
same year they attacked Seelhoff, Anonymous also attacked a 19-year-old
woman who made videos about the Japanese language and video games.
They “hacked into her email, obtaining her personal information, and
published her home address, passwords, and private medical history on
various sites. [Anonymous] posted a doctored photograph of the woman
atop naked bodies.”**?> Under the photo, they wrote, “We will rape her at
full force in her vagina, mouth, and ass.” Anonymous organized a con-
certed effort to take down her video blog and her live journal. The group
also maintained a list of feminist websites and blogs that it purports to
have forced offline, taking “credit for closing more than 100 feminist web-
sites and blogs.”**

Seelhoff observed that since that time, Anonymous seems to have shifted
its focus and the causes it champions: “In the past few years there has been
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an effort to rehabilitate Anonymous. . . . My sense is that there is some
part of Anonymous that has tried to distance themselves from the worst
people”®* Danielle Keats Citron, author of Hate Crimes in Cyberspace,
agrees that Anonymous has changed its mission since its early days: “In
2008 groups affiliated with Anonymous started to turn away from trolling

and toward activist pursuits.”*%

Motivations of Gendertrolls

While generic trolls carry out their activities for the amusement value they
derive from sowing discord or upsetting people, they don’t usually have
a strong belief in or conviction about the topics they pretend to espouse.
Their goal is to tweak people by taking outrageous or offensive stances
and then enjoy observing the reactions of shock and distress they cause.
Gendertrolls, on the other hand, believe fervently in the ideas they espouse
and the imagined causes behind the campaigns they carry out. They are
not trolling in the conventional sense; that is, they are not doing it for
the “lulz.” Rather, they are committed to and passionate about the causes
they believe they are defending, even if that cause is that women should
not voice their opinions freely and without consequences in public ven-
ues such as the Internet. Culture blogger and Jeopardy! champion Arthur
Chu concurs that gendertrolls are not trolls in the typical sense: “The scary
thing here is how much they’re *not* trolling, how desperate and how
earnest they truly are, how sincerely they view themselves as a righteous
minority with the world arrayed against them.”?¢

The misogynist and specifically antifeminist men’s rights rhetoric ap-
pears to foment and fuel many instances of men harassing women online.
A woman identified as “California” writing about her online harassment
recounts that, after she responded to a tweet from a comedian who fre-
quently used the word “cunt,” explaining that it is derogatory to women,
he unleashed his numerous followers on her. They piled on, calling her
“cunt,” “bitch,” and “whore” and saying that she was an example of how
“feminists ruin everything.”*” Not only did this man disagree with her,
but, as is characteristic of gendertrolling, he went so far as to contact and
egg other people on to join in the harassment campaign against her. His
expressed belief that women and feminists are somehow blameworthy ap-
pears to be at least part of the motivation fueling his harassment.

West remarked about how similar the rhetoric that misogynist gender-
trolls aimed at her is to the ideas espoused by Elliot Rodger, a person who
was clearly not in it for the “lulz”: indeed, he was so serious about his
misogynistic beliefs that he shot and killed 6 people and injured 13 in his
May 23, 2014, Isla Vista, California, shooting rampage.
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I don’t think it’s that big of a leap [from the rhetoric that contributed to El-
liot Rodger’s massacre to what gendertrolls write about online]. I find them
really, really alarming. And the men’s rights groups too, like Paul Elam, who
is kind of one of the fathers of the current men’s rights movement. He has
written things like advocating for men to beat the shit out of women. It’s
really, really scary. . . . He wrote this post about how it’s not fair that women
can hit men but men can’t hit women. . . . He claims to be very concerned
for men who are being abused by their female partners. . . . “Next time your
woman gets mad and hits you, you shouldn’t just hit her back you should
beat her to a pulp because then she’ll learn that she can’t victimize you like
that.” So it’s all couched in this fake concern for male victims, but he uses it
as an excuse to be violent toward women. It’s really disturbing.”®

David Futrelle, who blogs at We Hunted the Mammoth, a blog devoted
to exposing men’s rights rhetoric, thinks that the culture that spawned
men’s rights activists (MRAs) is borne out of a “new misogyny”:

It’s what I like to call the new misogyny—basically a large amorphous In-
ternet subculture that is consumed with hating and attacking women. Some
of these people call themselves men’s rights activists and portray what they
are doing as somehow beneficial for men. Others call themselves “men going
their own way,” the basic premise being that they want to live independently
of women but end up talking most of the time about how terrible women
are. That whole subculture is very heavily represented among gamers and on
websites like Reddit. . . .

I don’t think the harassment against Sarkeesian is all done by men’s rights
activists, but it comes out of this subculture. And the people in this subcul-
ture share some basic obsessions.*”

Chu elaborates on a potential motivation that he sees for the viru-
lent attacks on women, what he calls “defensive misogyny”: “The relent-
less attacks on the women they target as ‘attention whores’ bear all the
earmarks of defensive misogyny, the nasty attitude of the nerdy, awk-
ward guy who’s convinced ‘popular girls’ are all secretly taunting him.”**
He adds that he believes that a much younger version of himself might
have reacted to Gamergate in much the same way as so many others be-
cause of the numerous online forums of men sowing resentment and
bitterness toward women: “If [the 23-year-old version of Chu] logged
online he’d have a roar of voices from his fellow gamers feeding [his]
resentment—telling him to blame his problems on ‘elitist, ‘popular’
voices in the hobby, on out-of-touch women who don’t understand him
like . .. Anita Sarkeesian and Zoe Quinn.”*”' Chu sees “toxic entitlement”
as a motivator of much online harassment of women that emerges from
gaming culture:
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What is special about gaming culture . . . is that there’s this kind of concen-
trated toxic entitlement in it that outweighs a lot of other cultures. It’s hard
to say exactly why. Gaming has always tended to attract people who feel
particularly outcast by society, and in a perverse way has “trained” us to be
desperately attached to “winning” in our little simulated realities, to being
catered to and made to feel important. I’s a community that, because it’s
been cut off from the “mainstream”, has been seen as a refuge for “un-PC”
entertainment aimed at straight young men, filled with unapologetic sex
and violence.*®

Futrelle sees some of the anger being demonstrated by gendertrolls as a
reaction to gains that women have made toward equality:

The extent of the vitriol is something that I don’t fully understand. My basic
explanation, if I have one, is it’s a backlash against the successes of feminism
since the 90s. Feminism has made progress redefining some things that men
took for granted, such as sexual harassment and date rape. So I think it’s a
backlash on what a lot of these guys see as restrictions on what they can say,
how they can interact with women in a sexual way, and the idea that there
may be consequences if they commit domestic violence. It’s mostly sexual
resentment, the fact that they can’t get away with what guys used to be able
to get away with with women, and that makes them very frustrated. Frankly
I think a lot of them would prefer it if they could just go back to the way it
was: Get women drunk and have sex with them. Without having the cul-
ture say, “Hey, this is date rape.” And: “Your office jokes are actually sexual

harassment.”?%

West adds that racism is also one of the strains running throughout the
subculture of MRAs and men who harass women:

People say racist things about my fiancé, people call him the n-word and
a monkey—he is African American. He doesn’t get anything near what
I get, but when he comes up, it’s almost always racist. That’s mostly from
these Roosh people. There is a definite racist undercurrent to the men’s
rights/pick-up artist community. Which you saw in the [Elliot Rodger’s]
manifesto.’*

These examples show that there are communities of men in online
havens where they provoke and foster a common sense of bitterness,
entitlement, and misogyny toward women. Soraya Chemaly, feminist
writer, media critic, and activist, makes the important point that these
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groups do not exist only as a niche of online activity; they are embedded
in and reflective of patriarchal ideologies that run throughout many cul-
tures worldwide:

[Regarding] a lot of online harassment that I see, there is an idea that it’s
individuals sitting in dark rooms. Unfortunately, that’s not the case. In the
case of women, there is no one central place, no one part of the world, no re-
ligion [where women are not targets of misogyny]. It is diffuse in the culture.
However there are some very, very organized groups of MRA’s that target
individual people and make their lives a living hell.**

The ability of relatively large numbers of men to coordinate with each
other to carry out gendertrolling campaigns against particular women
rests on a culture-wide misogyny that has coalesced in certain sectors of
online activity. It can seem surprising and even unbelievable that so many
men would dedicate sometimes years of their lives to keeping up a sus-
tained, intensive, dynamic, and unrelenting level of attacks on a particular
woman online for a protracted period. However, when taking into consid-
eration the widespread misogynistic beliefs that undergird their motiva-
tions, coupled with the creation of online forums where those beliefs are
widely signal boosted, it seems less unexpected that gendertrolling cam-
paigns are the result.






Chapter 3

Responses to Gendertrolling
Campaigns

Women who experience the ongoing attacks characteristic of pervasive
and persistent gendertrolling campaigns have varied reactions, as would
any group of people who respond to being harassed or abused. However,
a consistent message that the women I interviewed, as well as many other
gendertrolled women, conveyed was a sense of respecting and honoring
however a particular woman responded to the attacks on her. The women
expressed a resolute conviction that there is no right way to respond to
such an overwhelmingly difficult situation, and that, under that kind of
prolonged duress, many different kinds of responses are warranted, rea-
sonable, and understandable. The women I spoke to also took great pains
to emphasize their sense of solidarity with other women who have experi-
enced ongoing gendertrolling, and they refused to criticize or judge those
who reacted differently than they did. In fact, the women who seemed
more able than others to muster the combination of bravado, courage, and
strength that allowed them not to be intimidated and to continue speak-
ing out—even in the face of some of the harshest and most persistent
harassment—were among those who were the most vocal about stressing
that there is no right way to deal with that level of harassment and that
each woman must honor her own needs in deciding how she should man-
age her response. They expressed empathy, understanding, and support to
women who felt unable to stick it out and who reacted by refraining from
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speaking out on a specific topic or even by withdrawing from all online
activities.

Lindy West (whose story is recounted in Section 2 of Chapter 2) was one
of the women who has shown unusual determination and courage in the
face of an extraordinary amount of harassment and abuse and who, nev-
ertheless, expressed unwavering support for women who withdraw rather
than face continued attacks:

I want to make it really clear that I don’t think my way to do it is the right
way. I think women should do whatever they need to do to feel safe and
comfortable and happy. The only reason I am still doing it is that I have got-
ten good at coping. I feel like somebody has to make these arguments and
take this heat so I might as well do it since I've already been doing it.!

Rebecca Watson, the atheist blogger whose story is told in Section 6 of
Chapter 2, has also shown tremendous courage and ability to prevail in
the face of an exceptionally long-standing campaign of harassment against
her. She made a similar statement:

The last thing I would ever want is for someone to look at me and say, well,
I must be defective because Rebecca can put up with this, so why can’t I?
I never want somebody to feel like that. There’s no wrong way to react to
having a shit ton of rape threats come at you from the Internet.?

Watson stressed that her ability to deal with her harassment was so far
outside of what could be considered a typical reaction that she considers
it her “superpower”:

I take a daily Lexapro and I have a Xanax for spikes. It took me a long time to
figure out how to emotionally deal with this. A lot of people never get to the
point where they can deal with it. I lost a lot of Skepchick [Watson’s blog]
contributors. I've known other people who have left the Internet for like a
month, just until things quiet down, and they tell me, “I just can’t deal with
it” I realized eventually, even though I was getting upset occasionally and
sometimes just bursting into tears, that this is like, my superpower. I can deal
with these haters way better than the average person.’

THE INTERNET /S “REAL LIFE”

Another consistent theme that many of the women I interviewed echoed
is to counter the too-frequent suggestion that, in response to their online
harassment, they should simply eschew the Internet and online activities
in favor of “real life.” Nearly every woman I interviewed stressed that the
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Internet s real life. Jill Filipovic, attorney, journalist, and political writer,
explains:

We want to believe that the Internet is different from “real life,” that “vir-
tual reality” is a separate sphere from reality-reality. But increasingly, virtual
space is just as “real” as life off of the computer. We talk to our closest friends
all day long on G-Chat. We engage with political allies and enemies on Twit-
ter and in blog comment sections. We email our moms and our boyfriends.
We like photos of our cousin’s cute baby on Facebook. And if we’re writers,
we research, publish and promote our work online. My office is a corner
of my apartment, and my laptop is my portal into my professional world.
There’s nothing “virtual” about it.*

As many women pointed out, increasingly, many people’s professional
activities are conducted on the Internet, and to ask them to stop writing or
posting online would put them behind their male colleagues who are not
driven off the Internet. Filipovic explains that for many women, being on
the Internet is now their workplace:

Imagine going to work and every few days having people in the hallway walk
up to you and say things like, “Die, you dumb cunt” and “you deserve to be
raped” and, if you're a woman of color, adding in the n-word and other racial
slurs for good measure. Consider how that would impact your performance
and your sense of safety. But you still love your job and your co-workers.
That’s how the Internet feels for many of us.’

Amy Davis Roth, atheist blogger and Skepchick contributor, echoed the
sentiment that the Internet is real life:

There is a false notion that online spaces are not real. That what happens
online does not have an effect on the regular day-to-day life of people. As we
have seen recently with the stolen photos of Jennifer Lawrence, high profile
women are seen as mere objects and targets or play-things meant to be stolen,
acquired and used—that if they can not handle these made up rules—that
they should leave the Internet and all forms of technology behind. . .. The
Internet is real life. It’s time society acknowledges that cyber harassment and
targeting of women is a problem. This isn’t just about “trolls” . . . it’s about
hate crimes and terrorism directed at women using technology and we have
seen one small subset of that.®

An anonymous online poster dubbed “California” details the ways that
online harassment affects her career as an actor and her ability to par-
ticipate professionally online. She explains that when a commercial that
she is featured in is released on YouTube by the advertising agency, the
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comments on the video are “disgusting and appalling.” She recounts that
she and her female colleagues are threatened, their looks are criticized,
and they are told they “deserve to be punched, mutilated, murdered, and
raped.” The harassment limits her participation in online activities that
are integral to her career because she and her colleagues are “subjected to
threats and aggression” by anonymous commenters.”

Given the increasing centrality of the Internet for business, social, and
other aspects of contemporary life, to suggest that women who are ha-
rassed can solve the problem by simply not going online becomes for
many women tantamount to telling them to quit their job if they are being
sexually harassed at their workplace. As the Internet becomes more essen-
tial to many aspects of people’s professional lives, it is an unfair burden to
place on women for them to have to opt out of it in order to avoid abuse.
Danielle Keats Citron, legal scholar and author of Hate Crimes in Cyber-
space, elaborates:

Targeted people who curtail their online activities or go offline incur serious
costs. They lose advertising income generated from blogs and websites. They
miss opportunities to advance their professional reputations through blog-
ging. They cannot network effectively online if they assume pseudonyms
to deflect the abuse. As technology blogger Robert Scoble explains, women
who lack a robust online presence are “never going to be included in the
[technology] industry.”

After Catherine Mayer, European editor for Time magazine, and several
other women received bomb threats on Twitter, Mayer was counseled by
the police to quit using Twitter:

The officers were unanimous in advising me to take a break from Twitter,
assuming, as many people do, that Twitter is at best a time-wasting narcotic,
whose addled users tweet photographs of churches that resemble surprised
chickens or post photographs of their breakfast.

Twitter is, of course, exactly that, but it is also an interactive communica-
tion medium that, for journalists, ranks with the telephone and email as an
essential tool of the trade.’

Mikki Kendall, writer and contributor to XO Jane, Salon, and the Guard-
ian, emphasized that there is no longer a clearly distinguishable boundary
between online and offline activities:

Well, so let’s back this up for a second and talk about the fact that just be-
cause someone says it online, it doesn’t mean they can’t find you offline,
right? Even if I personally don’t use Foursquare or one of the other locator
services, if my friend who’s with me says on Twitter or anywhere else, hey,
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I'm at so and so with @Karnythia, and they talk about the restaurant name,
then obviously you can find me. I write fiction as well.

Sometimes I do conventions. You can find me at a convention. You can
find my name on the websites for those conventions. So I think it’s really
disingenuous to think that just because it’s said online, it can’t be taken to
offline. We are all relatively easy to find if we’re writing in public in the first
place.””

Kate Smurthwaite, a British stand-up comedian and activist, writes of
the effects of gendertrolling attacks against her on her career:

More problematic are the hundreds of messages disparaging my work. Quite
understandably in the 21st century, the first thing a comedy promoter does
when recommended an act is bang their name into Google. There’s no way
of distinguishing between a punter who has seen my show and not enjoyed
it and a troll scrambling for new ways to ruin my afternoon. So my career
is undoubtedly being detrimentally affected. Nasty comments have also ap-
peared under basically every video of me online."

ADVERSE REACTIONS

Regardless of the fact that some women manage to react with relative
equanimity to the onslaught of harassment and attacks leveled at them,
many, and perhaps most, women who have experienced gendertrolling
report significant adverse reactions—emotional, mental, and even physi-
cal. Filipovic describes her reaction when she first discovered she was the
target of an online harassment campaign:

Stuck at home and going swiftly down an online rabbit hole, I spent hours
reading posts that extended beyond commenting on my rape-ability into
users posting dozens of photos of me, commenting on my body, rating my
physical attractiveness and listing my contact information. . . . people [who]
claimed to know me in real life, or said they had at least met me, or seen me,
or maybe talked to an ex boyfriend of mine. They had details about what
I wore to class and what I said. I felt very suddenly like there wasn’t enough
oxygen in the room to fill my lungs.

The only thing I really remember when I returned to school a few days
later is my head feeling detached from my body. I had a bizarre mental image
of myself walking around with my skull in a fishbowl, separated from my
shoulders, like a deranged skeletal astronaut. It was partly the painkillers.
But it was also a mental shortcut—a short-circuit—to protect my own mind
from the trauma that quickly ate away at my confidence, my intelligence and
my basic sense of safety."
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Filipovic adds that, although it has now been many years since her ha-
rassment, it still can pack an emotional punch:

For me, it has been almost eight years to the day since I sat at that old desktop
and read through those AutoAdmit posts. I have since graduated law school.
I worked as a corporate lawyer for almost four years, and now I have the
privilege of writing full time and pursuing a career and a life that I love. . ..
And yet writing about AutoAdmit, Googling the old posts to pull up the
insults and the comments and the threats—essentially re-living that trauma
from years ago—has my stomach in knots."

The intense feelings of anxiety, upset, and even trauma that Filipovic
describes are common to many women who experience gendertrolling.
Caroline Criado-Perez, the British journalist and activist whose story is
recounted in Section 3 of Chapter 2, described her feelings after receiving
up to 50 abusive and threatening messages per hour:

The immediate impact was that I couldn’t eat or sleep. . . . I lost half a stone
[seven pounds] in two days. I was just on an emotional edge all the time.
I cried a lot. I screamed a lot. I don’t know if I had a kind of breakdown.
I was unable to function, unable to have normal interactions."

Catholic blogger Caroline Farrow reports on some of the effects that
gendertrolling had on her and her family:

It is unsettling when someone wishes you serious harm or death, particu-
larly when you feel that you have done nothing worse than to voice a dis-
senting opinion. I find it difficult to let go of the anxiety and tension and
have to make a conscious effort to put it to the back of my mind so that it
doesn’t have an effect on my children. When my daughter cried because she
was upset by mummy’s distress caused by “those nasty people on your blog”,
I realised that I needed to be able to put this in perspective and not let their
twisted objectives succeed."

Many women report feeling especially adversely affected at the time
when they first encountered the extreme and shocking levels of abuse and
harassment aimed at them—and then becoming progressively more in-
ured to the constant onslaught. Rosamund Urwin, journalist and colum-
nist for the London Evening Standard, recounts her experiences:

I had weaned myself off reading [the harassing comments] a few months be-
fore. That’s one of the strange things about these comments though—there
is something initially compulsive about reading them, even though you
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know it is a damaging habit. . . . I wasn’t always so thick-skinned. When
I started writing comment pieces (I was a business reporter first), I naively
had no clue quite how misogynistic the comments would be. The first time
I was attacked, I felt both lonely and exposed. Lonely because I thought
I might be the only woman suffering them . . . and exposed because I knew
everyone else could see them, too.'®

Kathy Sierra, programming instructor, game developer, and author of
the now-shuttered technology blog Creating Passionate Users, described
her initial reactions on receiving the horrific rape and death threats that
were sent to her:

As I type this, ] am supposed to be in San Diego, delivering a workshop at the
ETech conference. But 'm not. 'm at home, with the doors locked, terrified.
For the last four weeks, I've been getting death threat comments on this blog.
But that’s not what pushed me over the edge. What finally did it was some
disturbing threats of violence and sex posted on two other blogs . . . blogs
authored and/or owned by a group that includes prominent bloggers."”

As the gendertrolling campaign against her commenced in 2007, Sierra
was among the earliest victims of gendertrolling campaigns. Although her
blog was very prominent in her field and was once among the top 100
listed by Technorati, she has since discontinued blogging altogether in re-
sponse to the attacks on her.'®

Laurie Penny, an English journalist, author, and contributing editor at
the New Statesman, writes about how the abuse affected her:

I’d like to say that none of this bothered me—to be one of those women
who are strong enough to brush off the abuse, which is always the advice
given by people who don’t believe bullies and bigots can be fought. Some-
times I feel that speaking about the strength it takes just to turn on the
computer, or how I've been afraid to leave my house, is an admission of
weakness. Fear that it’s somehow your fault for not being strong enough is,
of course, what allows abusers to continue to abuse.”

Ashe Dryden, programming consultant, conference organizer, and ad-
vocate for diversity in technology, details some of the profound effects
gendertrolling attacks had on her life:

Dealing with the effects of being a constant target for harassment, threats,
and attacks requires a not insignificant amount of money and time: from
putting protections in place against DDoS§ attacks on all my projects to try-
ing to scrub all of my personal information from the Internet to dealing
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with lawyers and law enforcement to therapy, anti-anxiety and depression
meds, and more. Thanks to recent events I've also been working on pulling
together the money to move.

On top of that are the physical, emotional, and relationship tolls I have to
pay for being a visible marginalized person demanding change. I no longer
follow anyone on twitter thanks to people going after a close relative of mine
who used twitter solely to send me pictures. I've lost friends and others have
just disappeared without my participating on social media like I once felt
able to. My relationship with my partner is strained with both of us stress-
ing over my safety and how best to protect what little privacy I have. Even
on anti-anxiety medication, I have regular anxiety attacks. I worry that my
friends, aside from one woman who has been through similar situations,
think I'm paranoid and over-careful, so I don’t have near as many close
friends as I once did.?

Emily May, the founder of a blog about street harassment, described
how just the fact of receiving so many vicious insults, aside from the rape
and death threats, devastated her:

The death threat was pretty scary. ... And there have been several rape threats.
But it’s mostly “I want to rape you” or “Somebody should rape you.” Most
are not physical threats—they’re more about how ugly I am, how nobody
would bother raping me because I'm so fat and hideous. Once, after reading
all these posts, I just sat in my living room and bawled like a 12-year-old.*

Shanley Kane, founder and CEO of Model View Culture, describes, in an
untrackable post on Pastebin, her reaction to the attacks against her:

Frankly, I am devastated, depressed, vulnerable, non-functional, anxious,
paranoid and isolated. I've visibly lost weight since last Thursday. My heart
hurts and my body aches. I feel humiliated, exploited, and am in physical
pain. I'm frightened for myself, my family, my friends, and people in my
community who have supported me. I am trying to keep working but hon-
estly, it is incredibly difficult.”

Another common experience that gendertrolled women encounter is
being additionally targeted for admitting to having felt bothered, upset, or
frightened by the harassment. Sarah Kendzior, writer, public speaker, and
columnist for Al Jazeera English, recounted,

For the past few weeks, I have been receiving rape threats and constant ha-
rassment from people who describe themselves as leftists or communists,
and apparently want to rape their way to revolution. . . . There are not words
to describe the experience of reading an article, coming to the word “rape
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threats”, and then seeing that the rape threat is about you—intended to de-
base and humiliate you for admitting you have been threatened.”

Some women reacted with self-blame, which is actually not a typical re-
sponse to negative or abusive situations: in a vain attempt to feel they had
some control over what happened to them, abused people often respond
by looking to themselves to find something they had said or done that
could have merited the abuse. A woman identified as “Washington” said
she felt shame and some self-blame, wondering whether “it [was] crass of
me to have commented on a post about hook-ups with my own satirical
hook-up fantasy” and worrying whether others think she is a “whore.” She
says that she imagines that her reaction of self-blame is “not an uncom-
mon reaction among first-time victims of hate-comments—to wonder
what they did to deserve the negative attention.”*

WITHDRAWING FROM OR OPTING OUT OF THE INTERNET

Understandably, many women, when confronted with the pervasive and
enduring onslaught of abuse, insults, rape and death threats, and graphic
images and pornography sent to them, decide to withdraw from public
exposure on the Internet. An anonymous woman wrote about quitting
Twitter after encountering sustained abuse: “After two days I abandoned
my Twitter account. I didn’t delete my profile, so I'm sure there’s more that
I haven’t even seen, but just the thought of going back to my Twitter ac-
count makes me feel sick inside.”*

Another anonymous commenter told how her past experiences of sexu-
alized harassment online have induced her to be extremely cautious and cir-
cumspect about her online activities. She was first harassed when she wrote
a story that she posted online, which prompted what she called a “creep” to
impersonate her on various social media sites. Some time later, she created
a blog where she posted stories about her life as well as commentary about
current news topics. Two of the readers of her blog began posting “nasty
sexual innuendos” about her on their blogs, and they started a campaign to
generate negative rumors about her. She reported that one of them had pre-
viously run at least two other women bloggers off the Internet. As a result,
she gave up on social media and writing online. She keeps her Facebook
friends limited only to family members, and she has asked them never to tag
her in Facebook pictures. She says that if she ever manages to get enough
confidence to write again, she would use a male pseudonym. She laments,
“It’s sad and sometimes I hate myself for not being stronger, but I can’t seem
to get past the abuse and don’t ever want to go through that again.”*
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Another woman, identified as “Massachusetts,” related the story of
being harassed online for over five years:

The police simply shrugged—they don’t understand and don’t seem to have
the bandwidth to deal with this type of jurisdictionally vague, anonymous
harassment (criminal in Massachusetts). For the same reasons, a tort suit is
simply not worth the effort for most lawyers. I've had to deal with it on my
own, which has meant giving up personal writing and never fully participat-
ing on Facebook, Twitter, LinkedIn, etc., for fear that more innocent people
I connect with will be punished simply for associating with me.”

Jennifer McCreight, an atheist activist and blogger, ceased blogging and
stopped speaking in public because, as she said, “I wake up every morning
to abusive comments, tweets, and emails about how I’'m a slut, prude, ugly,
fat, feminazi, retard, bitch, and cunt (just to name a few). ... I just can’t
take it anymore.”?

Feminist blogger Kelly Diels writes about speaker and technology devel-
oper Adria Richards’s withdrawal from her public profile on the Internet

after the harassment campaign that targeted her:

Six months ago, Richards was at the center of a full-spectrum campaign that
started with trolling—rape threats, racial threats, death threats—and culmi-
nated in a Ddos attack that shut down her company’s servers. Her employer,
Send Grid, capitulated to the mob and fired her. Since then, “for safety reasons,”

»29

Richards has “been lying low:

Marcela Kunova, a digital journalist, blogger, and photographer, reports
that journalist Linda Grant, who was a feature writer for the British news-
paper the Guardian, ceased writing for that online publication due to ha-
rassment and intimidation:

The worst thing is that the strategy of harassing and intimidating female
journalists, bloggers and other female public figures, was often sucessful
[sic]. Some journalists, like Linda Grant, admits she stopped writing her
regular column for the Guardian, because of violent threats. Some bloggers
think twice before publishing a post. And even in their offline life, women
are often afraid to speak up for themselves for fear of being insulted, be-
littled and harassed.”

Brianna Wu, video game developer who was targeted in Gamergate,
cites several women she knows who have been driven out of the technol-
ogy industry by gendertrolling:
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We’ve lost too many women to this lunatic mob. Good women the industry
was lucky to have, such as Jenn Frank, Mattie Brice and my friend Samantha
Allen, one of the most insightful critics in games media.’!

Wau thinks that many more women may have dropped out of technol-
ogy by witnessing the targeting of women during Gamergate:

During the reign of terror of Gamergate, I have had hundreds of conversa-
tions with other women. We’re exhausted, we’re terrified we’ll be next, we’re
all thinking of quitting.

I have a folder on my hard drive with letters from dozens and dozens of
women who’ve abandoned their dream of becoming game developers due to
Gamergate, some as young as 12.%

Sierra withdrew from most of her online and technology-related ac-
tivities, ending her blog, cutting out nearly all speaking engagements, and
rarely appearing in technology forums online or events offline. She ex-
plains her reasons:

I do not want to be part of a culture—the Blogosphere—where this is con-
sidered acceptable. Where the price for being a blogger is kevlar-coated skin
and daughters who are tough enough to not have their “widdy biddy sensi-
bilities offended” when they see their own mother Photoshopped into noth-
ing more than an objectified sexual orifice, possibly suffocated as part of
some sexual fetish. (And of course all coming on the heels of more explicit
threats).*

Even seven years after she withdrew from her online activities and
abandoned her very successful technology career, Sierra still asserts that
she was under too much danger to continue: “I had no desire then to
find out what comes after doxxing, especially not with a family, and I had
every reason to believe this would continue to escalate if I didn’t, well,
stop [writing].”**

Anita Sarkeesian, in an interview with Amy Goodman on Democracy
Now, explains that online harassment isn’t relegated only to the gaming
industry:

Online harassment, especially gendered online harassment is an epidemic.
Women are being driven out, they are being driven offline. This isn’t just in
gaming. This is happening across the board online, especially with women
who participate in or work in male-dominated industries. So the harassment
actually has a very real effect on us as a society in terms of making this space
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unwelcoming for women. But it also has a chilling effect, so women who are
watching this happen, who are watching me get terrorized for two years, are
going to question whether they actually want to be involved, whether they
want to speak up, whether they want to participate.”

Liz Ryerson, video game designer and critic, talks about the effects that
seeing other women harassed has on those who are observing it:

a lot of us look to someone like Zoe Quinn or Anita Sarkeesian and the
image of more cultural visibility is not exactly very appealing. living with no
privacy is not appealing. living in fear for your personal safety all the time
for doing what you want to do is not appealing. i have my whole life ahead
of me. i’'m still working through tons of issues with depression and anxiety. i
don’t want that to be ruined by a few people who can’t get a fucking life and
leave me alone.”

Ryerson quotes Lana Polansky, a writer, designer, and critic who focuses
on digital art, who eschews success if the costs are so high: “Lana Polansky
(@LanaTheGun101) on twitter: like why, as a woman, would i even WANT
success in this industry where bitter nerds are constantly trying to tear me
down and ruin my life?”*

Soraya Chemaly, freelance writer, media critic, and activist, points out
the irony of losing so many women’s voices in defense of “free speech,”
which many people so often cite as the reason nothing can be done to cur-
tail the harassment of women on the Internet:

“T've spoken to many women who simply stopped engaging. . . . They don’t
support other people online because they don’t want to be targeted, they’ve
stopped writing about certain topics, they silence themselves—which is of
course the issue. . .. 'm happy to talk about free speech, it’s very dear to me
... but the free speech we have to take care of first is the speech that is already
lost,” because women are being intimidated off the Internet, out of public
life and into silence.’

CURTAILING SPEECH OR SELF-CENSORSHIP

Other women choose to remain online, but, after observing what happens
to the more outspoken women who are targeted, they decide to tone down
their opinions or avoid certain topics. Eleanor O’Hagan, journalist and
columnist for the Guardian, explains her strategy to try to avoid online
abuse:
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On the whole, I've managed to avoid the worst threats and misogyny that
other women writers endure . . . because, very early on, I became conscious
of how my opinions would be received and began watering them down, or
not expressing them at all. I noticed that making feminist arguments led to
more abuse and, as a result, I rarely wrote about feminism at all.”

Another anonymous commenter believes that, because she works in the
competitive, male-dominated field of IT security, she would be attacked
much more heavily than she has been if she blogs the way she would like.
She also believes that she would likely be attacked by people with whom
she works, or possibly, by people from whom she may be seeking jobs
in the future. She is therefore purposely very neutral in commenting on-
line. Although this has kept her safe from harassment, she believes that
“this has cost my work. I have no online presence to prove my chops. But
I will not put myself through that. It infuriates me, but I will not put my
sanity or physical safety at risk.” She adds that part of the reason she
feels she must be especially protective of herself is that she is a survivor of
childhood sexual abuse. Certainly, many, many women have histories of
various kinds of abuse, including childhood sexual abuse, incest, rape, or
domestic violence, and those women, who represent a sizeable proportion
of women, must be especially guarded against anything that could trigger
a trauma reaction.

Another woman, posting anonymously, explained that, although what
she is writing about on her blog has been well received and she has a grow-
ing readership, she is reluctant to do anything to bring more traffic to
her site.

This year I started a blog where I do a feminist analysis of the British sci-fi
show Doctor Who. My audience grew rather quickly, and so far most of the
responses to my work have been positive. Of course, not all of them have
been. So far, the worst harassment I've received is swearing and name call-
ing: “Cunt,” “Fuck you bitch,” and “She’s got daddy issues” (my parents got a
kick out of that one). So as odd as it seems, I count myself as one of the lucky
ones. But 'm constantly worried about what comes next.

I want to expand my audience, but I hesitate to do so because even if
I bring in a few thousand more followers that love my work, I could get the
attention of that one person who can make my life a living hell. I've seen
it happen to other women commenting on pop culture. The harassment
of high-profile women on the Internet has devastating ripple effects, and
I wonder how many other young women are silencing themselves before
they’ve even received any harassment or abuse because they’ve seen what
happens to the women who do speak up on the Internet.*!



112 Gendertrolling

Another woman, identified as “Europe,” explains how fear of being ha-
rassed structures her online activities:

I will not share a story of harassment, but a story of fear: the very fear of
harassment already keeps me from being less active online than I would like
to be. It is a conscious decision not to act on my potential.

Let me add why this fear is so powerful: I have children. And whereas
I can imagine dealing with rape/death threats to myself, I couldn’t bear my
children being targeted by even one single threat.*

IGNORING OR BECOMING INURED

Many other women have responded to gendertrolling campaigns against
them by valiantly attempting to do what is so often recommended by
people who haven’t experienced gendertrolling: try to ignore or slough
off the constant and ongoing threats and abuse directed at them. Dawn
Foster, a writer and editor on the topic of sustainable housing in Eng-
land, found the best way for her to deal with gendertrolling was to
ignore it:

Occasionally, I’'d respond to emails casually, to show the sender hadn’t af-
fected me in any way. Their responses usually disintegrated into unhinged
ranting, away from discussing how much they hated me and into their ha-
tred of women in general. . . In the end, I discovered the best way to combat
the abuse was to ignore it. If someone writes a derailing comment, delete
it. Someone wishes rape upon you on Twitter, block them. Someone emails
you self-righteous bile, don’t reply: forward it on to your friends to amuse
them during their coffee break.*

Indeed, some women have been so successful in inuring themselves
that they report instances of harassment that others find horrifying with
relative sangfroid. Smurthwaite explains, “At first it really upset me, but
much less so now. My friends are always surprised with the casualness with
which I can mention threats of gang rape.”**

Several people pointed out negative aspects of women becoming in-
ured to high levels of threats and harassment. A blogger with the pseud-
onym Dr. Nerdlove, who writes a column about “nerds” and romance,
highlights the problem of such harassment becoming normalized. Re-
ferring to the harassment of Janelle Asselin, an academic researcher on
comics and editor of several DC Comics titles who was targeted for a
harassment campaign after she criticized the cover of a comic book,
Dr. Nerdlove writes:
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... this isn’t about whether or not Asselin is legitimately afraid for her per-
sonal safety—while not ignoring that these are threats from people who
know what she looks like, where she works and where she lives—or if these
threats are at all credible. It’s about the fact that this is so common place,
that women get so many threats that it stops bothering them. . . .1 want to re-
iterate that so that it sinks in: women getting so many anonymous, sexually
violent threats that it just becomes normal to them.*

Filipovic discusses another drawback of becoming accustomed to and
therefore inured to the abuse:

I know how quickly the lines between the “real” and the virtual can blur. Be-
fore I discovered the AutoAdmit threads, I had already been blogging about
feminism for a little while, and rape and murder threats weren’t new. It re-
mains standard for people to leave comments like, “Here, babycakes, let me
give you some roofies and fuck you up the ass, in the ear and up your nose
until you weep and bleed” on my site. For the first year or two they shook
me up. Then I learned how to roll my eyes, copy and paste them into a dedi-
cated folder and hit the delete key. I did what all the male bloggers told me to
do: I ignored the bullies, I grew such thick skin that now I worry about my
lack of a fight-or-flight fear reflex, my ability to eat whatever shit is put in
front of my face, how in real-life arguments with loved ones and moments of
trauma I go stone-cold and it’s almost like my heart shuts off. But I bucked
up. I knew how to be tough on the Internet.*

EFFECTS ON WOMEN’S OFFLINE LIVES

While responses to online abuse and threats vary, from the perhaps less
dramatic reactions such as withdrawal, self-censorship, or attempts to
ignore the attacks, some women’s lives have been more profoundly dis-
rupted by gendertrolling. Some women have become so frightened and
alarmed about the specificity and credibility of the online threats made
against them and their families that they have resorted to making signifi-
cant life changes, or even moving their domicile entirely, to try to ensure
their safety.

Dryden rarely ventures out, and when she does, she does not leave her
own home unaccompanied. She relates the effects of online stalking and
harassment on her life:

4 months ago I filed a police report against a man who had been stalking
me for months and had threatened to rape and murder me. This man lives
in the same small city that I reside in. The stalker erroneously received the
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police report I filed against him and chose to further harm me by posting it
online—in doing so, sharing my home address and phone number. . ..

Because of this man, I've stopped leaving my house alone. I now rarely
leave home at all. 've had to notify friends, family, and neighbors to look
out for suspicious people asking about me. I'm terrified every time I receive
a phone call I don’t recognize.”

Kane describes significant real-life effects since the gendertrolling cam-
paign against her became increasingly menacing. She writes that she no
longer makes public appearances or speaks at public events. She is careful
not to let anyone know where she is or where she lives, and she doesn’t
have friends over, except a few very close ones, in order ensure that her ad-
dress is confidential. She finds that people are reluctant to support her be-
cause they are afraid they will be targeted as well. She adds that she spends
“an enormous amount of money and time securing my safety.”*®

Many women have felt the threats to be sufficiently dire to leave their
homes temporarily or even move to a new residence in order to ensure
their physical safety. The women who were most targeted in the Gamer-
gate campaign, Zoe Quinn, Brianna Wu, and Anita Sarkeesian, fled their
homes for safety after the threats against them became credible. Quinn
began couch surfing among friends in order to elude anyone who might
have been induced to personally target her by the release of her address
online. Wu and her husband left their home after an online harasser said
he was going to rape and kill her.* When a gendertroll posted the location
of Sarkeesian’s apartment and threatened to kill her parents, she fled her
home to stay with friends.”

S. E. Smith, blogger at Tiger Beatdown, is in the process of moving
and feels sufficiently threatened to be taking other significant real-life
precautions:

It took a few years to reach this point, but I finally have, the point where I do
have concerns about my physical safety, and have had to reevaluate certain
aspects of my life and work. I've gotten those emails that send a long chill
down my spine and create a surging feeling of rage, mixed with helplessness.
People have sent me my social security number, information about my fam-
ily members, identifying details that make it very clear they know exactly
how to find me. They have politely provided details of exactly what they’d
like to do to me and my family, they send me creepy things in the mail.

“I'm glad your stupid cat died,” someone wrote me last October. “You're
next, bitch,” and followed up with my street address. . . .

I spent the remaining week almost entirely at the new house [where she
is moving], working on the house during the day and slinking home late at
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night, leaving the lights off to make it look like I wasn’t home, leaving my
distinctive and highly identifiable car parked at a distant location.”

Sierra felt her only safe option was to move after she received credible
rape and death threats in 2007.>* Watson reported that Davis Roth, col-
league and fellow blogger at Skepchick, was induced to move to safeguard
where she lived when her home address was posted on a forum “dedicated
to hating feminist skeptics.”> Mikki Kendall, writer and contributor to
XO Jane, Salon, and the Guardian, likewise felt she had to move after a
photo of her and her children that was taken where they live was posted
online:

I’ve actually gotten rape threats. I've gotten death threats. . . . Someone sent
me a picture of me and my kids walking across the parking lot of the build-
ing we were living in and threatened to come see us. We had to move. I had
to actually move a few years ago. And it was horrible. And I've sort of gotten,
in the wake of that experience—of an actual stalking—I've sort of gotten
this sense of when I have to pay attention to the threats and when the threats
are such that I can make fun of them.*

Reactions and responses to gendertrolling campaigns have varied from
woman to woman. Within one woman’s experience, emotions can run
from shocked and horrified initially, to inured and defiant later on. Many
women report experiencing high levels of anxiety and upset, to the point
of having to take anti-anxiety medication and even incurring symptoms of
PTSD. Gendertrolling harassment campaigns have induced many women
to sharply curtail the topics about which they write, to undertake measures
to avoid increasing the number of readers of their online writing, or to with-
draw from online activity partially or entirely. Other women become inured
to the abuse, although they often still report experiencing significant anxi-
ety. In many cases, women who have received specific and credible threats
have made a variety of not insignificant changes in their lives and some
have even fled their homes or moved to a new home in order to ensure their
physical safety.






Chapter 4

Fighting Back

Although many women’s reactions to the combination of sustained and
prolonged attacks and abuse that typify gendertrolling are understandably
negative and leave the targeted women reeling, others, after initial feelings
of shock and distress, have rallied to take steps to fight back against the
abuse.

APPEAL TO AUTHORITIES FOR HELP

One way women have attempted to fight back is to seek help from the po-
lice or other law enforcement authorities. Women have tended to appeal
to law enforcement when they felt that the rape and death threats crossed
over from being purely virtual into becoming a potential real-life danger
to their health and safety. Notably, this point often represents an extraor-
dinary level of threat since the women have, in most cases, been the recipi-
ents of ongoing and continual threats and harassment for quite some time.

Unfortunately, women who do seek help from law enforcement often
find that the police have not been trained with regard to online harass-
ment and threats, that they don’t understand online social media, and that
they tend not to take even credible and specific rape and death threats
seriously.

An anonymous woman identified as “Canada” explained that when she
attempted to alert the police to the threats made against her online, they
told her to get off the Internet. Because she is a computer programmer,
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getting off the Internet is not a viable option for her. In addition, when
she went to the doctor to get medication to help her deal with the stress of
receiving the threats, the doctor likewise advised her to get off the Inter-
net. When she tried to explain that she has to be on the Internet because
of her profession, she was advised to retrain for another career. She found
the experience of trying to get help from the police particularly frustrating
because when she contacted the police in her jurisdiction, they told her to
contact the police department in the harasser’s jurisdiction; when she con-
tacted them, they referred her back to the police in her own jurisdiction.
She described it as “a very exhausting and stressful situation.”

Another commenter, identified as “New York,” told how her attempts to
seek help from the police were not taken seriously:

As a feminist and abortion rights activist, I've been harassed on Twitter re-
lentlessly, but one troll in particular has started to stalk me and send me
death threats (and now contacts me via email). I wrote about my experi-
ence for The Daily Beast about how neither Twitter nor the New York Police
Department took my reports seriously. This man who stalks me littered my
article with comments and he’s now like a phantom limb. I really can feel
him wherever I go.’

A commenter identified as “Texas” tells of her experiences of the po-
lice dismissing the threats against her. She was targeted by a man who
told her he was going to rape her and continued sending her threats over
a three-month period. In addition, he harassed her family, making fab-
ricated claims that her father had hired him as a male escort and that
her father had physically beaten him. He posted negative reviews of her
employers and called them at home to say she had been rude to him in
their store, despite the fact that her employers offered no public services
and did not have a store. When she tried to file a police report, the police
seemed uninterested, even though she showed them the physical threats
that he had made, explained that his TP address revealed that he was lo-
cated close to her home, and told them that his name from his residential
phone had appeared on her home phone caller ID. She reported, “They
did nothing. They didn’t even file a report. They wouldn’t even give me
the paper trail I would need.”

Journalist Anna Merlan had a similar experience attempting to ob-
tain help from the police. The police officer who responded to her call
explained to her, “I don’t want to take the report and have it get pushed
aside. . . . It’s stalking and aggravated harassment. But with an unknown
perpetrator, we’d have to close it right away.” He also told her, “This is, at
most, harassment. . . . It doesn’t take a genius to figure this out. It’s more
bark than bite. And anyway, these are Canadian phone numbers and we
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can’t trace them.” Merlan says that the numbers he was referring to were
links in a chat, which, according to her, “did sort of look like phone num-
bers, [only] in that they were strings of numbers.”

Amy Davis Roth, atheist/skeptic blogger, recounts her unsuccessful at-
tempts at getting help, first from the police and then from the FBI:

In one case, I went to the authorities too because I was being harassed by a
stalker from another country. He was threatening me so I went to my local
police, who then told me to go to the FBI. But they don’t do anything. ... So
what I was told is that until someone actually comes to my door, or someone
actually comes to my house or confronts me physically, there is no recourse
that I can take. So you have to sort of play this Russian roulette game where
you're just waiting to see which person is actually going to follow through
on a threat. And it’s frightening and it’s sort of like what we’ve seen recently
with the killing spree with [Elliot] Rodger, who decided he hated women
and clearly has left a misogynist trail all over the Internet. So until someone
actually acts on it, they’re not considered a threat. . . . I feel like we’re just
expected to be quiet and behave and just wait until the abusers come get us
before we can actually do anything and often times that is too late.’

Rebecca Watson (whose story is detailed in Section 6 of Chapter 2) tells
about her first attempt at obtaining help from the police when she was sent
what she considered to be a serious and credible threat:

The first [serious threat] came back in 2005 when I lived in Boston and had
just launched Skepchick. . . . I received a brief email from a man calling me
a cunt. [ responded with a chipper “Thanks for taking the time to write!” He
responded with, “If I lived in Boston I'd put a bullet in your brain.”

That escalated quickly.

I checked his IP address and found he was most likely writing from North
Carolina. I called the Boston police and described the exchange. They told
me there wasn’t much they could do because he apparently lived in another
state. They offered to take down a report, but admitted that nothing would
come of it unless someone one day put a bullet in my brain, at which point
they’d have a pretty good lead.®

Several years later, Watson again attempted to report a threat that she
considered, out of the countless ones that she receives, to be especially
credible:

The last one I reported was last year. A Skepchick reader happened across
the website of a man who had written disturbing things about murdering
women in general and me in particular, including photos of me with targets
on them. The reader alerted the other Skepchicks, who compiled as much



120 Gendertrolling

information as they could on the person, including his real name, age, and
location (about a 3-hour drive from me). Let’s call him “Rick.”

Because I knew what town “Rick” lived in, I called his local police de-
partment. They told me there was nothing they could do and that I'd have
to make a report with my local police department. So I called my local
police department and the operator transferred me to a detective, but
I got a busy signal. I called back and the operator sent me to another line,
which rang and rang for ten minutes before I hung up. I called back and
finally got through to someone who told me that there was nothing they
could do but take a report in case one day “Rick” followed through on his
threats, at which point they’d have a pretty good lead.’

After several attempts at obtaining help or protection from the police,
Watson concluded that contacting the police for online threats is fruitless:

At the time, [ assumed my local police department was the exception, but as
the years passed I learned that they’re actually the rule. I've lived in several
different cities since then and received several frightening threats, and never
have I met a single helpful cop who even made an attempt to help me feel
safe.t

Watson then tried contacting the FBI for the latest threat, thinking that
perhaps they might be more responsive. She found them to be initially
more cooperative. An agent agreed that the threat was credible; however,
she did not contact Watson again despite numerous attempts on Watson’s
part to follow up. Finally, Watson informed the agent that she would be
giving a public talk only an hour from where “Rick” lived. The agent told
her, “You take whatever precautions you need to take,” and Watson never
heard from her again.

Watson reports that “Around this time, I started receiving hundreds of
harassing Tweets and Facebook messages from a pseudonym using an IP
address that came from ‘Rick’s’ home town.” She hired a private investiga-
tor when the police and the FBI failed to take seriously the death threats
made against her. Although a prior domestic violence arrest indicated
that the harasser, who was making clear statements online about his in-
tentions to murder Watson, had a history of committing violence against
women, the private investigator advised Watson against a protective order
because it might further anger him and prod him into actually committing
violence."

Davis Roth, echoing the sentiments of many other women, felt that
the police were just not aware of, trained for, or able to understand the
phenomenon of online threats: “It seems to me at this point in time



Fighting Back 121

law enforcement (and I'm not blaming them) . . . just aren’t equipped
to handle what’s happening online or they don’t understand it.”!! Davis
Roth, like several other women, was advised by the police against ob-
taining a restraining order because they believed that they were often
not effective:

Another thing that [the police] tell us is that you can file a restraining order.
So if I wanted to file a restraining order against my harassers, I could do that,
but all that happens is that the police take a restraining order to that person’s
house, and they tell you, “we don’t reccommend that you do this because it’s
probably gonna just piss them off and then they are more likely to be aggres-
sive.” So it’s like victim blaming, it’s put on us, there really no recourse at this
time for us to protect ourselves from these threats until someone actually
does something. So what do you do? The police actually tell us things like
“get a gun.”!?

There have been a few instances where police intervention was effective,
such as in the case of an anonymous woman identified as “Washington,”
who had a job at a small Internet service provider. People created Photo-
shopped images of her head grafted onto pornography; rap lyrics were
written about her that described her as a “breeder” and a “whore.” One
of the customers at the small Internet service provider where she worked
began stalking her and her roommate, posting announcements about her
physical whereabouts such as where she parked at school or that he had
seen her coming out of a particular building. She contacted the sex crimes
unit of the police. Since she had records in her company’s service logs of
his activities, she gave them access to all of the data that showed he was
stalking her. She recounted that the police were very helpful. They con-
tacted the stalker and told him that she had a solid case against him, but
that they would not go forward with prosecuting him if he left her alone.
She reports that, to her surprise, he did cease stalking her after that, but
that she does worry that he may still be stalking others."

Nevertheless, most women report that their attempts at getting law
enforcement to enforce laws against making credible threats of violence
against them are not successful. It appears that much of the problem is
attributable to the fact that the Internet is a relatively new technology,
and therefore, many law enforcement personnel are not familiar with the
potential ramifications of online speech and behavior. In addition, many
people, especially those whose occupations do not involve extensive use
of computers and the Internet, such as the police, still see the Internet as a
purely virtual medium, the effects of which do not cross over into real life.
Because law enforcement tends to envision the Internet as not real, they
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don’t have a sense that online threats are real and are therefore a crime
in the same way that offline threats are. They also tend not to be familiar
with the potential dangers that online threats and doxxing can have, such
as the fact that there are many instances in which gendertrolls have been
emboldened enough to locate and contact targeted women in public ven-
ues as well as at their homes.

Another problem that women encountered when attempting to get
help from law enforcement is lack of training and knowledge about on-
line platforms that gendertrolls use to target women. Catherine Mayer, the
European editor for Time magazine who was among those targeted for
bomb threats in England, explains that when she contacted the police, they
lacked the knowledge and tools to effectively investigate the threats. She
reported that the officers did not use nor seem to understand why anyone
would wish to use Twitter, with one officer mistaking the Twitter handle of
the person making the threat for a sort of code.'

Amanda Hess, Slate contributor and freelance writer, also encountered
officers who didn’t know what Twitter was, which contributed to the po-
lice not taking online threats against her seriously:

Well, threats of physical violence, whether they are carried out in person
or online are already illegal. They—it’s a criminal act, but the problem is
that there is not a lot of movement to even investigate these crimes. So, for
example, when someone this summer threatened to rape and kill me, when
I interfaced with the police about it—first of all, they had no idea what Twit-
ter was, which was the platform where the threats came over."

Kathy Sierra, the technology blogger who was driven off blogging and
sharply curtailed her online presence as a result of being gendertrolled,
sums up the woeful inadequacy of appealing to law enforcement for help
with the threats that accompany gendertrolling campaigns: “You're prob-
ably more likely to win the lottery than to get any law enforcement agency
in the United States to take action when you are harassed online, no mat-
ter how viscously and explicitly. Local agencies lack the resources, federal
agencies won't bother.”

SHOWING DEFIANCE

Although most women’s attempts to fight back against gendertrolling by
obtaining enforcement of the laws against threats of violence were rarely
effective, some women had more success in fighting back through refusing
to be silenced and remaining defiant in the face of gendertrolling cam-
paigns against them. Many women report that, although they initially
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reacted with distress and fear and were reeling from the shocking level of
the attacks against them, they ultimately summoned up their strength and
were able to demonstrate courage and bravado in the face of their attack-
ers. This communicated the powerful message that even shocking levels of
abuse and threats were not able to intimidate them and that they refuse to
be silenced.

Shauna James Ahern, chef and food blogger at Gluten Free Girl, talks
about her devastation when the gendertrolls who targeted her imperson-
ated her infant daughter, but, regardless, she vowed to keep writing and
not let the trolls stop her:

There was also one [message] written in the voice of our daughter. Our
10-month-old daughter. And it was repeatedly making fun of the shape of
her head.

Seriously, who writes a Twitter feed to mock the skull of a 10-month-old?

After we found that one, Danny [Ahern’s husband] and I froze. We didn’t
want our lives public anymore. I thought about taking down this blog.
Finding a new job. I made all the photographs of [her daughter] private.
I wouldn’t write about her at all. For a time, I didn’t want to write about our
lives. I could make gluten-free cookies and not say a thing about us. Put up
bread and everyone would be happy. I tried this for awhile.

And then I felt so stifled and itchy that I knew I couldn’t do this anymore.
We got through [her daughter’s] surgery and realized that I had given in.
I didn’t want to let these people win.

I started writing our stories again. [ haven’t stopped since. . . .

I am tired of not talking about this. 'm tired of keeping this inside, tight-
ening my lips, and deleting. It doesn’t feel honest to not talk about this."”

Lindy West, feminist blogger and activist whose story is detailed in Sec-
tion 2 of Chapter 2, explains that she derives personal empowerment, both
for herself and—she hopes—for others, from standing strong in the face of
the long-standing campaign against her and from refusing to be silenced:

I talk back because the expectation is that when you tell a woman to shut up,
she should shut up. .. .1 talk back because it’s fun, sometimes, to rip an abu-
sive dummy to shreds with my friends. I talk back because my mental health
is my priority—not some troll’s personal satisfaction. I talk back because it
emboldens other women to talk back online and in real life, and I talk back
because women have told me that my responses give them a script for deal-
ing with monsters in their own lives.'

Iram Ramzan, a British Muslim reporter and freelance journalist who
was the victim of extensive online harassment, echoes this sense of em-
powerment through defiance:
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My message to these people, if you are reading this, is that you will never
silence me. I have an opinion, a mind and a voice and I will be damned if
I am going to let cowards hiding behind their computer screens scare and
bully me into silence and submission."

Brianna Wu, a video game developer who was targeted in Gamergate,
embraced her strength and defiance in the face of serious rape and death
threats:

They threatened the wrong woman this time. I am the Godzilla of bitches.
I have a backbone of pure adamantium, and I'm sick of seeing them abuse
my friends.

The misogynists and the bullies and the sadist trolls of patriarchal gam-
ing culture threatened to murder me and rape my corpse, and I did not back
down. They tried to target my company’s financial assets and I did not back
down. They tried to impersonate me on Twitter in an attempt to profession-
ally discredit me and I did not back down.

The BBC called me “Defiant,” in a caption. I plan to frame and put it on
my wall.?

Shanley Kane, cultural critic and founder and CEO of Model View Cul-
ture, after detailing extensive online harassment including doxxing and
targeting of her family members and supporters, remained resolute on
continuing her work even, remarkably, in the immediate aftermath of the
ramping up of attacks on her:

I’'m not stopping, I am not going away, and I will continue, even if it happens
a little slower or a little later than I planned. Changing tech is my life’s work.
I'm only 28, so you’'ll probably have to deal with it for at least the next few
decades. This is a set-back for my health and my ability to work, but 'm here
for the long-term.!

RAISING AWARENESS AND ACTIVIST CAMPAIGNS

Finally, several women have enacted a kind of “turn into the skid” move,
in which, rather than hiding the graphic and horrific insults and threats
they were sent, they display, in lurid detail, exactly what they have been
subjected to, so that other people can be made aware of what women
who are gendertrolled have been facing. This move is especially powerful
because it flies in the face of any sense of shame that gendertrolls may be
trying to elicit in the people they target, especially because so many of
the insults, abuse, and harassment are sexualized in a particularly ugly
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way and are personally insulting of the women they target. Most people
have a hard enough time even reading the kinds of abuse aimed at them,
let alone broadcasting them to the broader public, which is why this tac-
tic is so powerful. This kind of move affirms that the shame properly
belongs to those who generate the abuse and not on the recipients of the
abuse.

An anonymous commenter identified as “California” recounted trying
to turn the negative into something more positive:

Harassment changed the way I wrote and shared on my blog for a little
while—but I also took it as a challenge, to absorb the nasty and transmute it
into something useful. We call this art, no? The silver lining is that this kind
of trolling rallies one’s tribe. I was able to connect with a number of other
feminist bloggers who were also harassed.

Soraya Chemaly, feminist writer, media critic, and activist, points out the
importance of trying to increase awareness of, rather than trying to ignore,
gendertrolling harassment. Chemaly also endorses a Twitter campaign,
#silentnomore, which was started in 2013 by Caroline Criado-Perez, the
British activist who campaigned for a woman’s face on a British banknote.
The campaign encouraged other women to speak out against the online
harassment they have experienced.

While [ understand “don’t feed the trolls” and “don’t read the comments” ad-
vice, I think that it [is] crucially important that women who are experienc-
ing this online harassment make people aware of it. So does Caroline Criado
Perez, who today wrote about a new hashtag, #silentnomore, which she
started to encourage women to speak out about their experiences and con-
front pervasive troll culture. Studies show that confronting sexism works.”

In another Twitter campaign aimed at bringing the abuse and ha-
rassment to light rather than hiding it, Nancy Miller, editor of Fast
Company, urged bloggers to retweet the harassment and threats they
receive—including the harassers’ names and employers—tagged with the
hashtag #ThreatoftheDay.**

Other women have come up with some inventive ways of trying to
counteract the effects of the abuse by highlighting how horrific the con-
tent of the harassment is while at the same time defusing it by using humor
or creativity in their method of presentation. Jill Filipovic, feminist blog-
ger, author, and lawyer, turned the abuse and harassment she and other
women had been receiving into an ongoing contest on the blog Feministe,
which they called “Feministe’s Next Top Troll.” Emulating television com-
petition reality shows, the contest has “seasons,” and people got to vote for
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the harassment incident they believe qualified as the worst incident, which
then “won” the contest.”

Miri Mogilevsky, atheist/skeptic blogger who was harassed in part for
her support of Watson, created an anti-trolling day Facebook event, in
which she encouraged others to bombard people with what they appre-
ciated about them, as a kind of antidote to the persistent abuse and in-
sults that the bloggers were receiving. Mogilevsky reported that the event
was successful, especially because “it was nice to get [the supportive com-
ments] and to make them.”*

Watson created an online “Page o’ Hate,” where she has posted many
of the abusive and insulting things that have been sent to her, noting that
“this is a very small portion of the hate” she has received and doesn’t in-
clude “entire blogs devoted to me, videos people have made about me,
or actual, credible threats that have been reported to authorities.” She ex-
plained that she has also “blocked most of the haters and so these days
I only see a small trickle of what gets thrown at me.””

Anita Sarkeesian, in an attempt to “effectively communicate just how
bad this sustained intimidation campaign really is,” posted on her Tumblr
page just one weeks’ worth of hateful, abusive, and threatening tweets di-
rected at her, which numbered over 150.%

Lindy West, whose story is recounted in Section 2 of Chapter 2, re-
sponded to the gendertrolling campaign against her by creating a video
in which she read out loud, with an extremely flat affect, some of the ha-
rassing comments, insults, and threats she had received. The matter-of-
fact tone with which she read the comments highlighted their cruelty and
senselessness. She recounts the effectiveness of this approach:

I compiled a ton of the comments that I have gotten—and we made a video.
This is probably the thing I am most proud of in my career. It was really ef-
fective. We made a video, it’s just me looking into the camera reading like
5 straight minutes of these horrible comments out loud. And then I posted
it on Jezebel [in a post titled] “If Comedy Has No Lady Problem Why Am
I Getting So Many Rape Threats?” It just dismantled their whole side of
the argument. It was really, really effective and really satisfying because . . .
the way [the harassers] tried to convince me that comedy didn’t have a mi-
sogyny problem was with this avalanche of violent misogyny. I thought of it
like an art piece.”

West subsequently was featured on the popular podcast This American
Life to tell the story of confronting one of the particularly vicious trolls
who created false accounts in the name of her recently deceased father,
from which he harassed her and attempted to make her feel that her father
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was ashamed of her. Her poignant and touching story ended, in what is a
highly unusual outcome, with her communicating openly with the man
who did this and with him sincerely apologizing to her.*

Blogger Chelsea Woolley also created a video, called “That’s Just Mean,”
in which six men between the ages of 18 and 25 read some vulgar and cruel
tweets that were sent to women. The video shows the young men becom-
ing increasingly uncomfortable as they are confronted with the vicious
cruelty of the tweets. One of the tweets reads, “I just found out that a girl
I know gets passed around at parties like a hacky sack #whore.”*! It is espe-
cially gratifying, and even heartening, to see the looks of upset and horror
on the young men’s faces in the video as they begin to realize the kinds of
abuse that women are subjected to online.

Finally, in an especially creative and imaginative response, Davis Roth
used the harassment aimed against her and other women bloggers in her
online community to create an art installation that features an office space,
complete with typical office furnishings, on which are inscribed the words
of online abuse and harassment that women have received. Davis Roth
describes the space she created:

I am building a free standing 8ft by 8ft office space. ... The room is intended
to be an average office that a woman would work in. It is simply a normal
office space, with a door, desk, chair and a computer and other small ob-
jects that one might have in a workspace, but this particular room has been
transformed to clearly show the viewer what it can feel like to be targeted in
your place of work, over multiple years with aggressive online stalking and
harassment.

The room and its objects are blanketed with actual messages sent to, or
publicly posted about the women who have contributed to the exhibit.*

She describes the intent of the installation:

This particular room has been transformed to clearly show the viewer what it
can feel like to be targeted in your place of work, over multiple years with ag-
gressive online stalking and harassment. . .. I have been told by a lot of people
to just “turn off the computer” or to “walk away” when I bring up the topic
of online harassment directed at women. The people who say these things to
me haven’t experienced the misogynistic, targeted attacks that certain women
receive online. I created this installation to educate the public that the harass-
ment and attacks are a serious problem, online life is real, and we as a society
need to address these issues.”

One goal of this art installation of online harassment is to help people
understand how it feels to be bombarded by this kind of harassment and
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abuse in one’s workplace, which is why the installation was created in the
form of an office. Davis Roth explains:

People don’t really understand it unless it’s happened to them. You don’t
know what it’s like to wake up at 7 am, sit down on your computer, and the
first thing you read is that “you’re a horrible cunt that I want to rape with a
beer bottle.” Unless that’s happened to you, you can’t understand how much
... it affects your everyday life.**

All of the messages pasted onto the office furniture and other effects are
actual messages that were sent to or publicly posted about gendertrolled
women. Davis Roth explains that the installation is meant to “put you, the
viewer, in their [the harassed women’s] shoes if only for a moment. See
what it is like to be obsessively judged based on ‘fuck-ability’, ‘rape-ability,
as an object, or alternatively as what seems to be a target in a socially ac-
cepted (or otherwise ignored) game of online stalking, harassment and
silencing techniques.”*

The variety of methods that women have employed to counter their online
harassment highlights their strength, resilience, inventiveness, and creativ-
ity, even in the face of coordinated campaigns of intense, prolonged, and
pervasive online harassment. Some women have attempted to fight back
by reaching out to the police or the FBI to obtain enforcement of existing
laws against threats of violence, with very limited success. Many women
have fought back by resolving to stand strong and resolute in the face of
the attacks on them and by remaining determined not to be silenced re-
gardless of the threats they receive. Other women have even begun raising
public awareness about online harassment against women by showcasing
their abuse through Twitter campaigns, online postings, videos, and even
an art installation.
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Chapter 5

Gendertrolling: It’s Not about the
Internet

Many people lament the notion that there is something inherent in the
Internet as a new technology that has resulted in the kinds of virulent and
sustained attacks on women that are typical of gendertrolling. There are
indeed some aspects of the Internet, such as anonymity and the ability to
reach large numbers of people at little-to-no cost or effort, that uniquely
shape the way gendertrolling attacks are carried out and may even exacer-
bate the virulence of the attacks. As Amanda Marcotte, author and blogger,
explains, gendertrolling has been brilliantly adapted to take advantage of
the new technological features of the Internet:

The Internet doesn’t create the urge to harass women, and it probably doesn’t
even magnify it. What it does is it makes harassment more efficient and per-
sonal, all at the same time. A man who likes to abuse and harass women is
limited by physical proximity, time restraints, and legal considerations in the
real world. . .. Online, however, a man who enjoys harassing women can attack
dozens in a very short period of time. He can recruit his friends to make the at-
tacks more intense and has a lot more avenues for attack, going through email,
Facebook, Twitter, and blog comments. It’s harder for women to just walk
away from your cat-calling online; they have to actively block the harasser.’

However, the systematic and persistent attacks on women that are char-
acteristic of gendertrolling are not a uniquely idiosyncratic behavior pat-
tern that emerged with the advent of the Internet, nor is gendertrolling an
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inevitable result of the particularities of the Internet. To the contrary, there
is a long historical precedence for the quality and tenor of these kinds of
attacks on women, and gendertrolling merely reflects the shift from offline
to online of these long-standing patterns of misogyny. Marcotte sums up
this perspective eloquently:

By focusing the discussion so much on the Internet and the newness of this
kind of harassment, we run the risk of taking an overly reductive view of
the problem. While Internet harassment is, relatively speaking, a novel and
often overwhelming problem, it is hardly a unique problem in the world. It
needs to be seen for what it is, an extension of the constant drumbeat of ha-
rassment and violence that women around the world face—and have always
faced—for no other reason than they are women. Women are abused on the
streets, in our workplaces, and in our homes. That we are also abused online
shouldn’t be surprising at all. The Internet presents new challenges, but the
problem of misogyny is the same as it ever was.’

As Marcotte points out, gendertrolling, rather than being a new
and unprecedented phenomenon, is a reflection and embodiment of
long-standing cultural patterns of misogyny—both beliefs and practices.
Dale Spender, an Australian scholar who has worked on revealing the ways
that women’s voices have been silenced throughout U.S. and European his-
tory, explains that harassment is an age-old method of preventing women
from being full participants in public discourse as well as from fully oc-
cupying public spaces. After an extensive review of European women who
have tried to contribute their ideas to the discourse of their times, Spender
concludes that “[b]y such harassment, women are kept in their place, and
men’s claim to ownership of the realm of ideas and creativity is upheld.”

As an online adaptation of widespread cultural misogyny, gendertrolling
has much in common with other offline misogynistic behaviors, and it can
be squarely situated within the broader pattern of harassment and abuse
of women that has a long historical precedent. The overall commonal-
ity that gendertrolling shares with other kinds of misogynistic behaviors,
both on- and offline, is that they all manifest as a systematic pattern of
harassment that works in an overly coincidentally singular direction to
inhibit and shame women from fully participating in public spaces. The
net effect of this pattern of harassment is to keep women subordinated
economically, socially, and politically.

GATEKEEPING

One way that gendertrolling functions to subordinate women is through
gatekeeping, that is, effectively shutting women out of professional,



Gendertrolling: It’s Not about the Internet 133

social, or political opportunities. Although, the (mostly) men who
wage gendertrolling attacks against (mostly) women do not expressly
articulate that their behavior is motivated out of a desire to gatekeep,
there is a long history of men harassing and denigrating women as a
means of trying to drive them out as potential competitors. Gender-
trolling behaviors fit so seamlessly within that tradition that it seems—at
a minimum—highly probable that the underlying motivation behind
them is similar.

Moreover, gendertrolling has the same effect as other historical patterns
of gatekeeping of women—it drives women out of public spaces, or, at least,
hinders them from receiving recognition and respect in the public sphere.
Its effects culminate in preventing women from being seen as experts, from
being looked to as authorities on traditionally male-dominated topics, and
even from gaining equal access to jobs in male-dominated fields.

A History of Shutting Women Out of Public Discourse

Mary Astell, who wrote during the turn of the 17th century, wrote about
the very hostile reception that women were met with at that time when they
attempted to write. She concluded that men were trying to prevent women
from having access to writing, explaining that it appeared to her that men,
“having possession of the pen, thought they also had the best right to it.”*
Spender concurs with Astell’s assessment and explains that, during the 17th
century—the time Astell was writing—gatekeeping was a motivating force
behind men’s harassment of women’s writing. Spender elaborates:

[Men] were hostile to women’s entry to the literary ranks and consistently
engaged in harassing behavior which was designed to discourage and dis-
parage women, and to force them to retire. For, after all, this was not just a
theoretical debate about whether a woman writer could reach the standards
men had deemed appropriate for themselves, it was on many occasions a
practical matter of livelihood, with women competing for “men’s” jobs.?

The pseudonymous author of a 1739 treatise called Woman Not Inferior
to Man, “Sophia, a Person of Quality,” describes why she thinks men so
adamantly resisted women’s attempts to gain an equal education:

Why are [men] so industrious to debar us that learning we have an equal
right to with themselves? . . . for fear of our sharing with them in those
public offices they fill so miserably. . . . The same sordid selfishness which
urged them to engross all power and dignity to themselves, prompted them
to shut up from us knowledge which would have made us their competitors’.®
[italics added]
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Laurie Penny, British journalist, author, and a contributing editor at the
New Statesman, points out that Mary Wollstonecraft, who wrote in the
late 18th century, was insulted for speaking out publicly as a woman: “The
implication that a woman must be sexually appealing to be taken seriously
as a thinker did not start with the Internet: it’s a charge that has been used
to shame and dismiss women’s ideas since long before Mary Wollstone-
craft was called ‘a hyena in petticoats.””

Spender sums up the findings of her lengthy book, Women of Ideas and
What Men Have Done to Them, which details the history of suppressing

European women’s contributions to public discourse:

We have three hundred years of evidence that men do discredit and bury
women’s work on the basis of their sex, and the question I ask myself repeat-
edly is how much more evidence do we need before we defiantly assert that
men’s treatment of women’s intellectual and creative contributions is con-
sistent and systematic and constitutes sexual harassment, where by women
are treated on the basis of their sex and not their work?®

The underlying motive for past harassment, abuse, and threats against
women for speaking out in public fora can be plainly seen, at least based
on the historical record, to have been gatekeeping. This is the case despite
the fact that such a motive may not have been explicitly stated by (or even
perhaps in the conscious awareness of) many, if not most, of those who
were involved in condemning women for appearing or speaking publicly.

More contemporary behaviors, such as, for example, sexual harassment
in the workplace, can likewise be seen to continue the historical tradition
of discouraging and inhibiting women from competing with men for
employment. Another contemporary patterned behavior, harassment of
women on the street, serves to imbue women with a sense of potential
danger when they venture out of their homes, making them fearful and
thus rendering them less likely to occupy certain public spaces. The advice
by many as to how women can keep safe from being raped is often not to
go out alone or after dark, which is another restriction on women’s ability
to fully participate in public spaces as freely as men. Indeed, many contem-
porary sexist and threatening behaviors that target women function in a
manner that keeps women from full participation in public life.

Gendertrolling as Gatekeeping

The pattern of intimidating and threatening behavior holds for online
harassment of women: regardless of the ultimately unknowable motiva-
tions on the part of perpetrators (even perhaps to themselves), the effect
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of gendertrolling is to inhibit women from pursuing interests, and even
careers, in what have been male-dominated arenas, many of which have
now moved online. Given the history of the multitude of ways women
have been harassed when attempting to freely enter or speak in public ven-
ues and to participate in public discourse in general—and the very similar
pattern that gendertrolling takes—the idea that gendertrolling happens
for any other reason seems highly improbable. Thus, I am arguing that
gendertrolling is a kind of mass cultural response to women asserting
themselves into previously male-dominated areas and that it functions to
impede and penalize women for fully occupying places of authority online
and from publicly promoting equality for women.

Regardless of the stated intentions of the perpetrators, in actual fact, the
extreme levels of online abuse and harassment do dissuade many, many
women from pursuing or continuing careers, or even interests, online, es-
pecially in such male-dominated fields as technology and video gaming.
A woman identified as “Maryland” in an article about online harassment
writes about her experiences being sexually harassed online as a young
girl, which caused her to renounce her early interest in computers and
computer science:

When I was 12, I had just gotten very excited about coding. I coded a Star
Wars fan site on Geocities using HTML from scratch, and I opened an AOL
Instant Messenger account. I learned HTML tags and Javascript. I was en-
thusiastic; it was my new obsession. . . . One day, I got a message from a
user I didn’t know. . .. I asked if I knew the person. He responded by asking
me how old I was. I replied something along the lines of not giving that
information out to strangers. He replied by calling me a whole litany of ob-
scene names, beginning with the c-word and followed by a number of gen-
dered insults that I had never heard before. My heart was racing, my palms
were sweaty, and I blocked him immediately. I was terrified. I wondered if
I should tell my parents. I decided he was one psycho and couldn’t know
anything about my real identity, so I didn’t. I convinced myself not to worry,
but I started to withdraw.

It wasn’t the last time. I would go on to receive these kinds of insults
and threats in most of the places I frequented: Xanga, Reddit, Digg, various
MMORPGs [Massively Multiplayer Online Role-Playing Games]. I knew
I wasn’t welcome. I stopped making websites. I stopped playing games.
I didn’t pursue computer science like I thought I would.’

Indeed, many women who are the victims of extensive gendertrolling
campaigns see their harassment as having a gatekeeping effect. Chris
Kover, a journalist who writes for Vice News, an international news orga-
nization, concludes that gatekeeping is part of the function of the virulent
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online abuse of women: “The other thing is women starting to move into
these areas that these guys have just decided that they want to claim for
men. They don’t want women to come into gaming and tell them not to
call women whores when they are playing Call of Duty.”"°

Brianna Wu, one of those who was forced to flee her home due to the
threats leveled against her as part of Gamergate, also sees that exclusion of
women from the male-dominated arena of video gaming is a key motiva-

tion behind the harassment campaigns:

Gamergate is basically a group of boys that don’t want girls in their vid-
eogame clubhouse. Only, instead of throwing rocks, they threaten to rape
you. And, if that doesn’t work, they’ll secretly record your conversations and
release the lurid details of your sex life in a public circus. From seeing the
#gamergate mobs plan this on 8chan.co, it seems like they’re having a lot of
fun."

Wau told the Washington Post that she and other gamers have heard nu-
merous stories about young girls who have been driven out of gaming and
game developing:

My friend Quinn told me about a folder on her computer called, “The Ones
We’ve Lost” They are the letters she’s gotten from young girls who dream
of being game developers, but are terrified of the environment they see.
I nearly broke into tears as I told her I had a folder filled with the same. The
truth is, even if we stopped Gamergate tomorrow, it will have already come
at too high a cost."

Kathy Sierra, the programming instructor and game developer who was
harassed and threatened to the point that she quit her highly popular blog
on technology and moved for the safety of her family, believes that gen-
dertrolls harass women whom they see as competing with men for jobs:

A particularly robust troll-crafted hot button meme today is that some
women are out to destroy video games. . . . Another is that they are taking
jobs from men. Men who are, I mean obviously, more deserving."

David Futrelle, blogger at We Hunted the Mammoth, a feminist blog that
tracks and exposes men’s rights activists (MRAs), sums up the attitudes
that he sees within the online communities of MRAs, many of whom par-
ticipate in gendertrolling and on whose websites gendertrolls often coor-
dinate their attacks:

They define certain cultural spaces as being properly male only and then go
after women—women in general but often individual women—who they



Gendertrolling: It’s Not about the Internet 137

see as interlopers invading what they feel should be their safe space. You see
this in general discussions about women and tech and women going into
STEM fields. But also in other fields like atheist activism. For whatever rea-
son that seems to draw a lot of very misogynistic guys too."

SILENCING WOMEN

In addition to gatekeeping, gendertrolling silences women from speaking
out or having opinions online about a wide variety of topics, but espe-
cially when advocating for women’s full equality. Speech is a powerful tool
in shaping public discourse and perceptions, and it can lead to shifts in
cultural values and priorities. Those who wish to maintain the status quo
on, for example, male dominance, are fiercely motivated to resort to using
whatever methods they can, no matter how nefarious, to silence speech
that undermines their privileged positions.

A History of Silencing Women

There is a long historical precedent in Western, English-speaking his-
tory of silencing women that undermines the potential for women to
raise awareness about the conditions under which they have lived. Clas-
sicist Mary Beard (who has been the victim of gendertrolling attacks)
reviewed some historical incidents of silencing women, the earliest of
which she found described in the Odyssey, written around the eighth
century BCE. Beard recounts an incident when Penelope comes “down
from her private quarters into the great hall, to find a bard performing
to throngs of her suitors,” she asks him to sing a different song. Telema-
chus, the son of Odysseus and Penelope, replies to her “‘speech will be
the business of men, all men, and of me most of all; for mine is the
power in this household.”!"* Beard also describes an example from the
fourth century BCE: “In the early fourth century BC Aristophanes de-
voted a whole comedy to the ‘hilarious’ fantasy that women might take
over running the state. Part of the joke was that women couldn’t speak
properly in public—or rather, they couldn’t adapt their private speech
(which in this case was largely fixated on sex) to the lofty idiom of male
politics.”'

In another historical example of women being prohibited from speech,
there is a passage in the Bible that admonishes women against speak-
ing in church, a prominent public space in the first century: “Let your
women keep silence in the churches: for it is not permitted unto them
to speak; but they are commanded to be under obedience, as also saith
the law.”"”



138 Gendertrolling

Barbara Miller Solomon, scholar and professor of history, writes about
a later example, regarding Priscilla Mason, salutatorian of the 1793 gradu-
ating class of the Philadelphia Young Ladies Academy, the first all-female
academy in the United States. Solomon quotes from Mason’s salutatorian
speech in which she protests against the prohibition of women’s speech in
public venues: “They have denied women a liberal education and now if
she should prove capable of speaking, where could we speak? The Church,
the Bar, the Senate are closed against us.”'® Solomon explains that at the
time, “While men were expected to declaim as preparation for public life,
religious precepts held that women should remain silent in church and in
mixed company.”"®

In 1840, at the World’s Anti-slavery Convention held in London, women
were seen as unfit to speak in public when the credentials committee de-
cided that women were “constitutionally unfit for public and business
meetings.”*’ Historian Jone Johnson Lewis explains that at the convention,
“The women were relegated to a segregated women’s section which was
separated from the main floor by a curtain; the men were permitted to
speak, the women were not.”*! In yet another example of women being
proscribed from public speaking, Lucy Stone, U.S. abolitionist and suf-
fragist, was asked to write a commencement speech for her 1847 gradua-
tion ceremony while attending Oberlin College. However, when she found
that she was to be barred from reading her own speech and that a man
would have read it in her stead, she “refused to write a commencement
speech or to participate” at the commencement.” Finally, it is documented
that, in the 19th century, U.S. schoolchildren were taught in public schools
to support laws against women speaking in public, voting, owning prop-
erty, and holding political office.’

Spender sums up the historical perspective on how women who at-
tempted to speak publicly or to voice their opinions in writing were
treated: “It becomes immediately obvious that [women throughout the
history of English-speaking countries who adopted a ‘woman’s perspec-
tive’ in their writing] were ridiculed, belittled and abused, in short sexu-
ally harassed—condemned more often as women rather than responded
to as writers or thinkers.”* Spender adds that the ideas and contribu-
tions of women who, in spite of the prohibitions against them, did man-
age to speak publicly or have their writing published were ultimately
dismissed and overlooked in the historical record, so that if their voices
were not silenced at the time in which they lived, they eventually were.
Spender sums up: “My study of Wollstonecraft revealed that long before
her time women had been generating ideas and men had been erasing
them.””
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Gendertrolling is likewise about silencing women from voicing their opin-
ions on the Internet, as many women have come to believe after their
experiences. Cindy Tekobbe, a scholar who studies digital media, explains:

If you look at women online in general, women who speak out on Twitter
about women’s issues, or even if you see articles on newspapers or websites
or possibly even your website, where women’s issues are discussed, you’ll see
trolling—trolling is a word we use to describe negative comments that are ad
hominem attacks on the women in question. . .. It’s particularly vicious right
now in women in video games because these threats are specific. They are
... rape threats and death threats, they give times and places. They engage in
what we call doxxing, which is revealing . . . private information about these
women in a public forum, like their credit card numbers, like their addresses.
The threats are specific and pretty ugly. . . . The trolls will tell you that they
are doing it as free speech, that it’s fun, that it’s amusing to them, but really
these threats tend to drive women out of public spaces and discourage them
from speaking about women’s issues in public.® [italics added]

Shanley Kane, cultural critic and founder of Model View Culture, dis-
misses the wildly free-ranging rationalizations given for the virulent on-
line attacks on her and powerfully articulates her belief that men are trying

to silence her outspoken writings about technology culture instead:

While many are eager to claim that I am actually being abused because I'm
crazy, a liar, a fraud, a troll, a hypocrite, a neo-Nazi, a whore, because I've had
kinky sex, because I dated an abuser, because I'm mean to men on Twitter,
because I swear a lot, because I'm a “blogger” that contributes nothing to
the field: I am being targeted because of my work speaking up against tech
culture. . ..

This work is what people are desperate to stop, by any means includ-
ing trying to get my family killed by SWATing, trying to convince me to
kill myself, terrorizing my supporters, stalking me (I have had multiple men
stalk me for 6-14 months at a time), hacking my computers and accounts,
“exposing” my sex life, cutting off my funding, belittling and erasing my
writing, plagiarizing my content, sending constant rape and death threats,
and ceaselessly holding me up for abuse to hate groups.”

Eleanor O’Hagan, journalist and columnist for the Guardian, concurs:

To me, misogynistic abuse is an attempt to silence women. Traditionally,
men have been the ones who influence the direction of society: I think there
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is still a sense that it’s not women’s place to be involved in politics. That’s
why the abuse women writers experience is really pernicious and needs to
stop. Women will never achieve equality so long as they’re being intimidated
out of the picture.?®

Marcotte also agrees that harassment of women online is done to coerce
women into silence and submission: “It’s all just a new way of expressing
a very old—indeed, an ancient—sentiment, that a woman’s place is to be
silent, submissive, and servile to men and that any women who disagree
are to be put down with violence.””

An anonymous blogger, quoted in a New Statesman article about online
harassment of women, also sees gendertrolling as a way to attempt to in-
timidate or silence feminists or, at a minimum, to induce them to be overly

cautious in their writing:

I would say the misogynistic abuse that a number of women bloggers and
writers have received functions as a form of censorship and warning to the
ones not currently experiencing it to watch what we say.

As feminists, we know that there’s at least something about us or some-
thing we want to say that will incur the wrath of misogynists. We’re con-
stantly ducking and diving, choosing our words carefully and having to walk
the tightrope of being completely true to our beliefs, regardless of whether
they happen to please other feminists or (conversely) the sexist majority, but
also making sure we don’t prompt misogynists to attack us because of an
ill-chosen word or two.

We feel like our arguments have to be tight at all times and that we’d bet-
ter not type out anything less than reasonable (in anger) because the pun-
ishment we receive is likely to be disproportionate to the intellectual crime.*

Freelance journalist and blogger Marcela Kunova also sees the trolling
and threats against women as a way to suppress women from speaking
publicly:

Virtually every woman who publicly contributes to a political debate is
subjected to virulent and largely anonymous online invective, or “trolling.”
But it is far more than simply readers’ feedback. Trolling is intended to
make women shut up—and to remind them their primary purpose is to
be there for male sexual pleasure. Or not to be in public life at all. It now
seems to be an established act: women who speak publicly get threatened
with rape, physical violence, harming their relatives and murder. . . . Many
are stalked and get their home addresses published.””!

Atheist activist Melody Hensley, although she was harassed extensively
by fellow atheists, found that the harassment of women online was not



Gendertrolling: It’s Not about the Internet 141

limited to specific communities as she had originally thought and there-
fore concluded that online harassment was more about silencing women
in general rather than about a particular topic of conversation:

The worst of it came when I realized that it wasn’t just about the atheist
community. It’s about men wanting to silence women. It doesn’t matter if
you're from the atheist or skeptic community. You could be a journalist. You
could be a professional feminist. It doesn’t matter. A woman in a position
of power or a woman with a voice. 've talked to many women in different
professions. These men will try to silence you. They will do that by doing
anything possible to try to get you off the Internet.*

Lindy West, feminist performer, editor, and writer, also believes that ha-
rassing women online is a tactic to try to silence women in order to pre-
serve male-dominated spaces online:

There’s a reason why the most violent, sexually explicit, long-term abuse
is reserved for people who agitate for diversity in traditionally white-male-
dominated spaces: video games, comedy, atheism. Internet trolls (or, more
accurately, the agitators who whip them into a frenzy) want to control who
gets to talk, because their dominance is threatened by what’s being said. We
really have no way to gauge how many voices have already been silenced, and
how many will be too afraid to ever speak up in the first place.”

Finally, Mary Beard comes to a similar conclusion: that the harassment
against her and other women was about silencing women and points out
the irony of advising women to keep silent in the face of abuse as a strategy
for combating their harassment:

A significant subsection [of online abuse and harassment] is directed at
silencing the woman—“Shut up you bitch” is a fairly common refrain.
Or it promises to remove the capacity of the woman to speak. “I'm going
to cut off your head and rape it” was one tweet I got. . . . Ironically the
well-meaning solution often recommended when women are on the re-
ceiving end of this stuff turns out to bring about the very result the abus-
ers want: namely, their silence. “Don’t call the abusers out. Don’t give
them any attention; that’s what they want. Just keep mum,” you're told,
which amounts to leaving the bullies in unchallenged occupation of the
playground.*

Gendertrolling, then, follows in the long historical tradition of attempt-
ing to control women’s access to public and professional spaces, using
abuse, harassment, and threats in an effort to silence women’s speech and
to intimidate women from fully participating in public discourse. Despite
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the plethora of justifications and rationalizations that gendertrolls give for
their reprehensible behavior, the bottom line is that they are targeting and
threatening women in order to try to silence them.

WOMEN ATTACKED NOT FOR THEIR IDEAS, BUT FOR BEING FEMALE

When women are gendertrolled, they are criticized and harassed not
for what they are writing, but because it is women who are doing the
writing. Many women who have been attacked online emphasize that
they are not objecting to criticism about their writing or about their
ideas in general—they maintain that even very negative responses are
not the problem. The problem is that it is not the quality of their ideas
so much as the mere fact that it is women who dare to have them that
inspires the attacks. Summing up the erasure of women in European
history, Spender establishes that this, too, has historical precedent: “[i]t
is this treatment of a women’s contribution where the judgments are
made on the basis of her sex, and not her work, that I am describing as
harassment.”*

Eleanor O’Hagan concurs with the sentiment that it is not even “out-
right nastiness” that she objects to as much as the attacks that attempt to
diminish her for simply being female:

When you start writing, nobody warns you about the abuse you’ll receive.
For me, it began almost instantly: not outright nastiness, though I have had
my fair share of that, too, but attempts to discredit me. The comments came
mainly from men and they were always in line with existing gender stereo-
types. Instead of engaging with my opinions, commenters would make me
out to be a hysteric, a “silly little girl” or a whinger. I remember some com-
menters telling me to stop going on. It was like they saw me as a sort of nag-
ging fishwife, not a political commentator.*®

Dawn Foster, a British writer and editor, described how the topic she
discusses gets sidelined by insults directed at her for being a woman: “Oc-
casionally, I'd respond to emails casually, to show the sender hadn’t af-
fected me in any way. Their responses usually disintegrated into unhinged
ranting, away from discussing how much they hated me and into their
hatred of women in general.””’

When Mary Beard was gendertrolled, she remarked on how little people
cared about what she had to say when she went on a television program
called Meet the Romans and how much they remarked on her appearance,
specifically her age and her gray hair, instead:
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Grey is obviously something most women on TV don’t do. . . . I think most
people tuned into Meet the Romans because they wanted to learn about
the Romans. And what I had to say was important. Grey is my hair colour.
I really can’t see why I should change it. There clearly is a view of female
normative beauty but more women of 58 do look like me than like Victoria
Beckham.*

Natalie Dzerins, author of the feminist blog Forty Shades of Grey, even
expressed dismay at not having what she felt would be a privilege, that of
having her arguments taken on and challenged on the basis of her ideas,
rather than simply being insulted:

And if the best argument someone can come up with against something I've
written is to call me fat, I'll consider that a win. If they could actually prove
what I say to be incorrect, I'm sure they would have. I do sometimes wish
that I were a man though, so that if I were to get abuse, it would be for my
ideas, not for having the gall to have them in the first place.”

The fact that women’s opinions and arguments are not taken on, chal-
lenged, or discussed by others, but rather that women are insulted for their
looks or for simply being women has a greater effect than simply offending
the women involved. Through this practice, women’s ideas are not taken
seriously or are sidelined and ignored, with the result that women’s intel-
lectual contributions to public discourse are disregarded, dismissed, and
erased.

Men Are Treated Differently Online

While all types of harassment certainly happen to a great variety of people
on the Internet, including men of course, it is women who are the primary
targets of gendertrolling campaigns. Many people have commented that
they find men’s harassment to be of a different nature and tenor than the
kind of enduring, pervasive, sexualized, rape-and-death threat campaigns
that happen to women. Dawn Foster reports that “speaking to friends who
also blogged, but were men, I learned this type of abuse wasn’t common,
unless you were a woman.”*” Iram Ramzan, a self-identified progressive
Muslim woman, journalism student, and blogger, highlights that attacks
on women are particularly sexualized: “Of course, men, too, come under
attack. . .. But when you are a woman, it is easier to be attacked. Men are
not labelled as whores who sleep around. That delightful label is reserved

for us females alone.”*!
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Many men report that they write articles or posts online that are similar
to what women are writing, but they observe that women are treated very
differently for similar opinions. Robert Scoble, author of the technology
blog Scobleizer, commented on this phenomenon after Kathy Sierra got
harassed and driven offline in 2007: “It’s this culture of attacking women
that has especially got to stop. . .. Whenever I post a video of a female
technologist there invariably are snide remarks about body parts and other
things that simply wouldn’t happen if the interviewee were a man.”*

Blogger David Allen Green observed that the abuse he received was of
a different magnitude and tenor than what women he knew had received:
“In three years of blogging and tweeting about highly controversial politi-
cal topics, I have never once had any of the gender-based abuse that, say,
Cath Elliot, Penny Red or Ellie Gellard routinely receive.”*

Ben Atherton-Zeman, spokesperson for National Organization for Men
Against Sexism and public speaker on issues of violence prevention, de-
scribes having a very different reception to his writing about feminism
than women get:

When [ write about feminism and men’s violence against women, I often
receive supportive comments. While some of the praise is earned, much of it
gives me a lot of credit for doing very little.

When women write about those same topics, it’s a different story. We men
threaten women bloggers and writers with rape and murder. We call women
“man-haters,” verbally abuse them, hack into their email accounts and stalk
them. We alter photos of women, putting cuts and bruises on their faces.
Then we excuse ourselves, saying we were “just joking—can’t you feminists
take a joke?”**

John Scalzi, a science fiction writer and blogger who receives numerous
comments on his popular blog, was asked by a fellow blogger whether he
gets the same kind of comments she gets and whether he thought the com-
ments she receives were related to gender. He responded,

The short answer: No I don’t get those, and yes, I think it’s substantially
gender-related.

The longer answer: I do of course get hate mail and obnoxious
comments. . ..

What I don’t have, however, is the sort of chronic and habitual stream of
abuse this blogger describes. . .. What I don’t receive, other than exception-
ally rarely, is what I consider to be actual abusive commenting, where the
intent is to hurt me, from people who are genuinely hateful.*

Scalzi elaborates on the differences he observes between the kinds of
comments women and men get on their blogs:



Gendertrolling: It’s Not about the Internet 145

Talking to women bloggers and writers, they are quite likely to get abusive
comments and e-mail, and receive more of it not only than what I get per-
sonally (which isn’t difficult) but more than what men bloggers and writers
typically get. I think bloggers who focus on certain subjects (politics, sexual-
ity, etc) will get more abusive responses than ones who write primarily on
other topics, but even in those fields, women seem more of a target for abu-
sive people than the men are. And even women writing on non-controversial
topics get smacked with this crap. I know knitting bloggers who have some
amazingly hateful comments directed at them. They’re blogging about knit-
ting, for Christ’s sake.*¢

Even though much of the harassment people receive online also relates
to race and racist abuse, some people have observed that men of color
don’t seem to be subjected to the same levels of racist harassment and
threats as women of color. Miri Mogilevsky, atheist blogger, relates the ex-
periences of bloggers at Free Thought Blogs:

Our only prominent blogger of color [at Free Thought Blogs] ... didn’t seem
to get threats, not even about his race. I'm sure he got racist comments from
people, but I don’t think it was from this same kind of group of trolls. . . .
[He] got . . . trolls, but when I saw the stuff they were saying to him, it was
mostly just annoying disagreement, just annoying kinds of stuff. Maybe he
did get threats, but he didn’t talk about it if he did.*’

Feminista Jones, the activist whose story is recounted in Section 1 of
Chapter 2, observed that black men were accorded more respect online
than black women:

A guy would step in and [the harassers] would change their tone, even
if it was a black man. They would change their tone in the way in which
they were talking to them, because there was still this respect, I guess. . . .
It’s just like, “Oh this is a man. I can’t speak to him in the same kind of
way.” 8

Several black women have adopted white male identities online in order
to see if there is a difference in the way they are treated when seen as white
men. Astra Taylor, Canadian-American documentary filmmaker, writer,
activist, and musician, recounts the experiences of Jamie Nesbitt Golden,
podcaster and contributor to the XO Jane blog,

Over the last few months, a number of black women with substantial so-
cial media presences conducted an informal experiment of their own. Fed
up with the fire hose of animosity aimed at them, Jamie Nesbitt Golden
and others adopted masculine Twitter avatars. Golden replaced her photo
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with that of a hip, bearded, young white man, though she kept her bio and
continued to communicate in her own voice. “The number of snarky, con-
descending tweets dropped off considerably, and discussions on race and
gender were less volatile,” Golden wrote, marveling at how simply changing
a photo transformed reactions to her. “Once I went back to Black, it was back
to business as usual.”*

In another case, Sydette Harry, a cultural critic and contributor to Dis-
sent and Salon, said that she sometimes switches her online avatar to a
nonhuman image that doesn’t reveal that she is a woman of color when
she wants to avoid harassment. She did find that when she use an image
of a white man as her avatar, “the harassing and racist tweets virtually
stopped.”® Harry reported that

As a white man, that was the most fun I had online in terms of actually get-
ting to talk to people and not be insulted by them. . .. People thought I was
wrong, people thought I was ridiculous but nobody thought I was stupid.
I received fewer slurs and people were a lot more interested in my thought
process than when I was anything else.!

It is impossible to tease out the relative proportion and kinds of harass-
ment women of color receive by virtue of being women versus being of
color. Indeed, there is much literature on intersectional theory that argues
that these oppressions can never be taken apart and viewed separately, that
they have multiply reinforcing effects on each other that result in an en-
tirely unique amalgam. However, in these experiments, it is clear that there
is a dramatic difference between having an online presence as a woman of
color compared with that of a white man.

Finally, Jane Fae, a transgender woman who blogs on information tech-
nology issues, wrote of her experiences as having blogged first as a man,
and subsequently, as a woman:

So I am in the fairly unique position of having written under both
genders—and having sight of my email postbag as male and female. There
is a marked difference. In fact, when I first started to notice the difference,
I was quite shocked.

First off, even the nice comments seem, at some level, to be more per-
sonal. I won’t say I never got strongly dissenting views before I transitioned:
but there was usually, mostly, some appeal to the rational argument underly-
ing. Not so much any more, as many of those critical of what I have to say
seem far readier to reach for the personal attack: the implication that I only
say what I say because I am a woman. Or, as one politely put it, “an ugly

woman”>?
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Men Can Be Gendertrolled for Defending Women

The instances in which men are most likely to be targeted by the virulent and
sustained attacks that qualify as gendertrolling, including menacing threats
and doxxing, most often occur when they have publicly supported women
who are being gendertrolled. For example, Phil Fish, an independent video
game designer who showed support for Zoe Quinn during the Gamergate
attacks, was doxxed and forced to leave Twitter. His website was hacked, and
personal details and documents relating to his company, Polytron, were
exposed in a hack, which led to him selling the business and leaving the
gaming industry.” In another case, Tim Schafer, a computer game designer,
posted a link to Anita Sarkeesian’s video about the way women are portrayed
in videogames. Shortly thereafter, his video game production company,
Double Fine Productions, was put on a list by Gamergaters to boycott.™

Atherton-Zeman concurs that men are attacked more harshly online
when they publicly support women’s issues and gave the example of Jamie
Kilstein, a comedian who was especially targeted for speaking out against
rape culture:

When men are harassed online, it’s often because they are speaking out
against rape culture. Comedian Jamie Kilstein reports receiving a few
combative emails after questioning God’s existence or challenging Glenn
Beck—but he received “thousands” after challenging rape culture.”

GENDERTROLLING HAPPENS TO WOMEN BECAUSE THEY ARE WOMEN

Although cyberharassment and generic trolling happen to a wide variety
and number of people on the Internet, gendertrolling happens to women
because they are women. Brianna Wu, one of the women who was targeted
in Gamergate, believes that the entirety of Gamergate would not have
started had the precipitating incident not been about a woman, in other
words, had it involved a woman blogging about how her male partner had
cheated on her instead of the other way around:

[Gamergate] started two months ago, when my friend Zoe Quinn dated
Eron Gjoni. Their relationship ended, as relationships sometimes do. Only,
rather than get drunk and play Madden, Eron decided to secretly record
everything Zoe said, and released it on a blog he titled “The Zoe Report,” in
an attempt to destroy her professionally.

If Zoe had been a man, the blog would have been laughed off as the work
of a jilted lover.*®
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Alot of reasons are given for gendertrolling attacks, other than that women
are targeted for simply being women: if the woman would have not talked
about whatever topic she talked about or if she been more attractive, less
attractive, not fat, not old, or somehow different in some other respect, she
would not have been harassed. Or, harassed women deserve virulent at-
tacks because what they wrote is particularly poorly thought out, written,
or articulated. Or women are harassed and threatened because of some
particular content they have posted or due to their having a specific opin-
ion (in spite of the fact that, as we have seen, women who post online on
a wide variety of topics, as well as women whose opinions run a very wide
gamut, have been gendertrolled). Or, if all else fails, the harassed women
are said to be too sensitive, or they are told it’s not that bad, that men get
harassed just as badly, or that women don’t know how to take a joke.

Ultimately, gendertrolling, whether it occurs for the purposes of
gatekeeping or silencing women—or for some other unfathomable
reason—Ilimits women’s equality and opportunities online. Amanda Hess,
freelance writer and contributor to Slate, writes about the intimidating
effects that the chronic rape and death threats that are characteristic of
gendertrolling have on women’s equality, regardless of whether they are
actually carried out:

I think whether or not a threat escalates into an actual physical confronta-
tion, the sheer volume and accumulation of these threats has the effect of
intimidating women from using the Internet. And I think, you know, it’s
a really sad state where some people are saying, well, if youre not literally
raped then everything is fine. I think we as a society should have a bit of a
higher bar than that for, you know, taking action to make sure that women
have equal opportunities in our society.”

At stake, then, is women’s equality and participation in the increasingly
significant public sphere that is the Internet, and gendertrolling attacks
are, to a large extent, preventing women from full and unencumbered par-
ticipation online.



Chapter 6

The Power of Naming

As we have seen, gendertrolling follows in a long-standing historical tradi-
tion of misogyny, in which women’s voices and opinions have been barred
from full participation in cultural, social, and political discourse, while
women have simultaneously been shut out of professional opportunities.
Gendertrolling is not only embedded in a historical tradition of misog-
yny; it is a new face to widespread misogynistic cultural patterns, values,
and behaviors that underlie other more contemporary kinds of attacks on
women.

WIDESPREAD, BUT UNSEEN

As we examine the phenomenon of gendertrolling more carefully in the
context of other patterns of harassment, attacks, and abuses of women,
we can see commonalities among them. These patterned misogynistic
behaviors—domestic violence, rape, date rape, stalking, street harassment,
sexual harassment in the workplace, and now, gendertrolling—are pri-
marily aimed at and harm women, are pervasive rather than idiosyncratic
or rare, and have a major impact and effect on women’s lives. Neverthe-
less, before feminists campaigned to raise awareness about each of these
types of patterned behaviors, they have been—at the same time they are
ubiquitous—not widely recognized or acknowledged. As we examine each
one of these behaviors, we can see that they, like gendertrolling, occurred
on a fairly widespread basis even before they were widely recognized for
the social harm they cause.
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Domestic Violence

Domestic violence, which was brought to wider social consciousness after
feminist activist campaigns in the 1970s and 1980s, has been a fairly com-
mon occurrence in women’s lives over a long time period. Nevertheless, it
took sustained and extensive activism to bring it into cultural awareness
as something that is not just an aberration, but, in fact, a pattern. As Dani-
elle Keats Citron reports in her book Hate Crimes in Cyberspace, before
feminists campaigned around the issue of domestic violence, it was often
viewed as a “lovers’ quarrel.” Citron explains that, in the 1960s and 1970s,
when confronted with domestic violence, “The police officer’s role was
to ‘soothe feelings’ and ‘pacify parties’ involved in ‘family matters.”' Be-
cause domestic violence was not acknowledged, it was not seen as violence
against women, but more as a problem of “fighting” between spouses. Al-
though domestic violence affected large numbers of women even before it
was so named, until feminist activism took place to raise awareness about
it, it was rarely acknowledged or talked about.

Rape

Rape is another form of widespread assault on women that, while
common—one out of six women in the United States experiences an at-
tempted or completed rape during her lifetime’—is still seen as an excep-
tional or even rare experience for women. Even now, despite the known
frequency of rape, when women report that they have been raped, there is
a cloud of suspicion, and even sometimes accusations, of false rape claims
that does not accompany the reporting of other crimes such as burglary
or mugging. Ironically, although the rate of rape for women is consider-
ably higher than the rate of rape for men in prison,’ there is a high level of
cultural awareness about the possibility of men getting raped in prison, as
evinced by the widespread commentary and humor (e.g., “don’t drop the
soap”) about men who go to prison. However, there is little, if any, public
discourse about false rape allegations made by men in prison, although
they surely must occur on occasion. So despite the pervasiveness of rape
for women, it is much less recognized as a common occurrence than its
prevalence would merit.

Date Rape

Although date rape or acquaintance rape has also been a common occur-
rence in women’s lives for a long time, it was not named as such until the
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mid-1970s to 1980s. The term “date rape” first occurred in print in Susan
Brownmiller’s Against Our Will: Men, Women, and Rape, which was pub-
lished in 1975, but it wasn’t until a large-scale study on the topic in 1987
that the term began to be used more widely. Before the 1970s, women were
undoubtedly raped by acquaintances or on dates, but they had no words
or concepts to clearly understand what happened to them, so they tended
to be silent about their experiences, often not even telling those closest to
them. As one of the women who says Bill Cosby raped her explains, date
rape “didn’t exist” in 1969, when she says her rape occurred: “It never oc-
curred to me to go to the police. It was a different time and ‘date rape’ was a
concept that didn’t exist. I just kept asking myself over and over in disbelief
why this had happened to me. Other than my roommate, I did not discuss
that night with anyone for 36 years.™

Stalking

Stalking is also an experience that took feminist activism to bring to
awareness. Prior to 1990, stalking was not even illegal in the United States.
A 2002 study found that 72 percent of female college students did not
know that stalking was a crime, while 33 percent felt that police would
not take it seriously, which resulted in 83 percent of stalking incidents not
being reported to the police or campus law enforcement.> Although stalk-
ing was a phenomenon that occurred in women’s (as well as many men’s)
experience, until it was given a name and a definition, it was not taken
seriously.

Street Harassment

Harassment of women on public streets, while widespread throughout
most parts of the world, is just starting to become recognized as a deter-
rent to women feeling comfortable walking in public. Although women
have felt upset, disturbed, and even angered by the continual harassment
and comments on their appearance as they pass through public venues, it is
only recently that the concept of street harassment has begun to be named
and acknowledged to as a harmful pattern of behavior that targets women.
The harmful effects of street harassment are exacerbated by the awareness
most women have of the possibility of being raped. College student Allie
Myren, in a letter to the editor of the University of Wisconsin, Madison,
school newspaper, explains that street harassment reminds women of the
threat of rape and that it “creates vulnerability . . . by reminding me that
I am not in control of my body. . .. [It] reminds me that I am safe and in
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possession of bodily autonomy only insofar as men decide not to violate
it.”¢ Street harassment is a form of misogynistic behavior that, although
very widespread, is still in the process of being named and culturally rec-
ognized as destructive to women.

Sexual Harassment in the Workplace

There was little social consciousness about sexual harassment in the work-
place in the minds of most people until feminists campaigned to call atten-
tion to it during the 1980s. This was the case even while sexual harassment
was a not uncommon occurrence for working women, and it became in-
creasingly more so as they began to enter into what had been previously
all-male work arenas in the 1970s and 1980s. As Catharine MacKinnon,
the legal theorist who did much to bring sexual harassment into social
consciousness, phrases it, sexual harassment did not “socially exist,” even
while it existed in fact:

The facts amounting to the harm did not socially “exist,” had no shape, no
cognitive coherence; far less did they state a legal claim. It just happened to
you. To the women to whom it happened, it wasn’t part of anything, much
less something big or shared like gender. It fit no known pattern.’

Citron explains how sexual harassment in the workplace was viewed
prior to activism to raise awareness about it: “Sexual harassment was a
‘game played by male superiors’ who ‘won some’ and ‘lost some.””® Sexual
harassment in the workplace is another form of misogyny that was wide-
spread yet simultaneously unacknowledged.

Gendertrolling

Gendertrolling follows this pattern of being increasingly widespread
among women online and yet at the same time unacknowledged and in-
visible to most people. Feminist writer, media critic, and activist Soraya
Chemaly highlights that hatred of women as a class, along with the atten-
dant rampant online harassment and abuse against women, is so pervasive
that it is ironically rendered invisible:

The issue is there is no organization tracking [online harassment of women].
Women as a class is too big for anybody to think about. You might have the
anti-defamation league looking at anti-Semitism or the NAACP looking at
black hate. ... The hatred that is focused on women as a class . .. falls through
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many cracks. When I talked to SPLC [Southern Poverty Law Center] about
whether [online harassment of women] is on their radar, it really just isn’t.
I keep talking to various organizations. I hesitate to say it’s an intersectional
issue. Because it makes it almost sound like it’s a variant of something and it
really isn’t a variant of something.’

Chemaly makes an important point—that hate crimes against women,
along with gendertrolling, are not tracked. Generally, hate crime laws
cover the categories of race, religion, national origin, ethnicity, disability,
and sexual orientation—but not gender."” In fact, only 19 of 41 federal
and state hate crimes statutes include gender as a category of hate crime."
Among the reasons given for not including gender as a category under hate
crimes legislation is that “crimes against women are so prevalent that it
would distort statistics for all other bases to cover them.”'? In other words,
due to the sheer magnitude and frequency of the attacks, to count and
record hate crimes against women would overwhelm the system. In fact,
the FBI, which collects statistics on hate crimes pursuant to the 1990 Hate
Crimes Statistics Act, does not include gender as one of the categories for
hate crimes it documents.

Itis a curiosity that these forms of harassment and abuse against women
could be so prevalent, and yet, at the same time, be socially discounted and
ignored to such an extent that they are effectively rendered unseen and
unacknowledged by most people.

MATTER OF PRIVATE SHAME

Before domestic violence, date rape, street harassment, stalking, or sexual
harassment in the workplace were named and therefore clearly defined
and recognized, they tended to be matters of intense, private shame to
those who were targeted, harassed, or attacked, or they were seen as idio-
syncratic, individual, and rare occurrences.

For example, before feminist activists campaigned to make domestic
violence a crime, battered women were shamed and stigmatized when
they had been beaten or abused, as if they had done something to provoke
the abuse. Without the knowledge that battering was something that hap-
pened to lots and lots of other women (in fact, one out of four women
experiences violence in the context of an intimate relationship at some
time during her life"’), domestic violence victims tended to see their abuse
as arising from some quality or deficiency in themselves.

Rape victims, in addition to the blame that the rest of society heaped
on them, have tended to scrutinize their behavior, decisions, or way of
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dressing that they worry may have provoked their rape. Likewise, women
who were date or acquaintance raped, especially before there was a name
for it, tended to take the full shame of the attack on themselves. A woman
might have blamed herself for, perhaps, not having suspected her date or
friend would rape her, for having been in a place where the rapist could
attack her, for having been flirtatious during the earlier part of the date,
or for having dressed in an attractive or even sexy manner. Finally, women
who were sexually harassed at work or on the street have likewise looked
to themselves to find what they had done or worn that could have pre-
cipitated their harassment. The sense of self-blame and shame that women
have felt after being harassed, attacked, or abused has isolated victims and
contributed to their being silent about the abuse they were experiencing,
which, in turn, further served to contribute to the sense that the problem
was a purely individual one.

Although many women targeted by these kinds of abuse or harassment
still tend to blame themselves, efforts to raise awareness work to counter
this notion. The self-blaming tendencies are amplified to the extent that
each woman believes herself to be individually targeted rather than seeing
herself as part of a larger group that is being targeted as a class. Without a
social reality to validate and make sense of these experiences as part of a
pattern of harassment and abuse toward women, it has been difficult to see
them other than as private, idiosyncratic, and relatively rare problems for
which the targeted women were somehow individually culpable.

Conversely, seeing harassment and abuse as occurring due to being part
of a targeted group can help overcome the sense that one is individually re-
sponsible for being attacked or abused. Through naming and recognizing
harassing, abusive, and threatening behaviors as part of a larger pattern
of misogynistic attacks, women can become empowered not only to quit
blaming themselves but also to organize together to find ways to counter
the assaults.

THE POWER OF NAMING

To name and create, as MacKinnon calls it, a “social existence” for a wide-
spread activity is a vitally important step in challenging it, both culturally
and legally. MacKinnon writes of the importance, for example, for sexu-
ally harassed women to “have been given a name for their suffering and
an analysis that connects it with gender,”"* rather than experiencing their
abuse in shame and secrecy. She describes the effects of experiencing sex-
ual abuse without social and, especially, legal recognition: “Sexual abuse
mutes victims socially through the violation itself. . . . When the state also
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forecloses a validated space for denouncing and rectifying the victimiza-
tion, it seals this secrecy and reinforces this silence.”'* Law professor Anita
Hill concurs, explaining that at the time of the 1991 Senate hearings in
which she testified about her sexual harassment by then-Supreme Court
Justice nominee Clarence Thomas, “in a sense, we really hadn’t developed
the social consciousness of the problem, and we hadn’t developed a vo-
cabulary to tell people about why it was important for them to understand
the issue of harassment in this setting.”*¢

MacKinnon stresses the critical importance of creating social recogni-
tion of abuse, explaining that “if there is no right place to go to say, this
hurt me, then a woman is simply the one who can be treated this way, and
no harm, as they say, is done.”"” Even though MacKinnon would certainly
agree that actual harm is in fact done to the woman, she is pointing out
that there is no way to acknowledge that harm socially or legally, which
adds considerably to the social isolation and stigma of women who are so
harmed.

The effect of not acknowledging or recognizing widespread, common,
and patterned abusive and harassing behaviors that women experience is
that those behaviors are rendered effectively invisible, so their harm is not
recognized, and the behaviors are therefore tolerated, albeit not explicitly,
but rather by overlooking, ignoring, or dismissing their existence. Harass-
ing and abusive behaviors that are ill-defined and nebulous are therefore
cast under a cloud of confusion and ambiguity, which renders them nearly
impossible to mobilize to fight against, either through collective action or
through enacting laws that address the harms they cause.

Accurately describing and naming abuse, therefore, is an essential step
in attempting to counter it. The power of naming lies in the recognition
of a systematic pattern of abuse, maltreatment, or harassment, which,
rather than seeing those acts as individual, idiosyncratic occurrences, en-
ables people to see the behaviors as systemic, widespread, and embedded
in cultural customs and values. Naming pervasive behaviors that target
particular social groups, in this case, women, thus creates the possibility
for people to mobilize collectively to advocate for changes in values, poli-
cies, and the law to recognize and address those harms.

ADVOCACY AFTER NAMING

Before feminist activists campaigned to raise awareness about these forms
of harassment and abuse, they were unnamed, unacknowledged, and un-
recognized. After feminists described, clearly named, and brought these
widespread and systematic harmful practices into general social awareness,
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activists were better able to mobilize to create social, cultural, and legal
changes to counter the harms. Citron observes that after “social move-
ments successfully condemn and delegitimize a social practice, judges and
politicians often jump on the bandwagon.” She gives the example of how
“the women’s movement got the attention of lawmakers, courts, and law
enforcement by discrediting the reasons behind society’s protections of
domestic violence and sexual harassment.”'®

Various abusive behaviors that now have widespread recognition for
being harmful were not recognized as such until activists mounted exten-
sive campaigns to raise awareness about them. For example, domestic vio-
lence was so named in order to draw attention to the fact that it was a social
problem rather than a private family matter."” After domestic violence was
named and described, feminist activists and lawyers were able to organize
to create domestic violence shelters and to initiate legal reforms, including
class-action lawsuits that claimed that it was a violation of equal protection
when police failed to arrest batterers. Activists also campaigned to insti-
tute mandatory arrest policies, requirements to prosecute even if a battered
woman decided to drop the charges, and tougher sentencing for batterers.”
Likewise, after activists campaigned to make rape seen as an issue that hap-
pens to a significant number of women, they were then able to mobilize to
create rape crisis shelters and to raise awareness that it is not women’s fault
when they are raped and that strategies to lessen rape should not only be
ones that advise women how to change their behavior in order to avoid it.

Similarly, policies and laws against sexual harassment were enacted not
long after it was described and named. Activists successfully lobbied for
laws to be passed that made unemployment compensation cover cases
where women left their jobs due to sexual harassment.” They also worked
to get judges to see sexual harassment as interfering with equal opportu-
nity to work.” Anita Hill reports that, although “in 1991, we had for so
many women a disappointing outcome,” subsequently, women “went for-
ward in record numbers with their own complaints of sexual harassment
and assault, and started filing complaints in record numbers. Just the idea
that they knew now that the level of consciousness had been raised to that
point allowed them to overcome their fears of bad treatment, and they
decided that they must come forward.”? Contributor to Think Progress
Tara Culp-Ressler reports that after Hill’s testimony, “other women finally
had a name for what was happening to them in the workplace. The Equal
Employment Opportunity Commission saw a sharp spike in the number
of sexual harassment charges the following year.”**

Stalking was also made illegal only after feminists described and named
it: California was the first state to make it illegal, in 1990, with the rest of
the states following suit within four years.”



The Power of Naming 157

In an interview, Citron describes, for the case of domestic violence, the
tremendous power for social change that naming unleashed:

And the women’s movement in the 1960s and *70s said, look, [domestic vio-
lence] is not something women can prevent and cure, they can’t walk away
from it, they can’t be blamed for it. This is something that’s a public harm
that we must take seriously. They named domestic violence for what it is,
and explained its harms. Then [they] said, look, there are laws on the books
we just enforce. They exist. Assault and battery. We, as a society, changed our
mind and we changed . . . the norm.*

Before these phenomena were named and brought into social con-
sciousness, there were also few if any laws on the books that could redress
the real and significant harms that they caused.

GENDERTROLLING: THE POWER OF A NAME

At this time, most people are not aware of the confluence of extreme, per-
vasive, prolonged, detailed, and graphic rape and death threats that con-
stitute gendertrolling, and, indeed, they express surprise at the level of
venom, threats, and attacks that are being unleashed on women online.
This is partly because gendertrolling is a new phenomenon, but it is also
because there has not heretofore been a word for the constellation of char-
acteristics that comprise gendertrolling. This lack of awareness needs to
change before the problem can be addressed—and an indispensable first
step is accurately describing the phenomenon and giving it a name.

As it stands now, these online attacks on women tend to get lumped to-
gether with generic trolling, which covers up the unique characteristics of
gendertrolling and obfuscates the fact that this is a pattern that happens to
women. Chemaly points out the confusion that arises when the activities
that characterize gendertrolling do not have a name and instead are classed
with generic online harassment:

When one hears “online harassment,” he may, reasonably, think a woman’s
fear is exaggerated [because] “harassment” connotes name-calling or embar-
rassment. These epistemological differences have undoubtedly influenced
the way that online systems are built and how companies assess user safety.”’

Without a name for it, the cluster of characteristics that [ am defining
as gendertrolling is described clumsily, as people attempt to enumerate or
list what is happening. Indeed, Arthur Chu, notable Jeopardy! champion
and culture blogger, struggles to explain that there is a dramatic difference
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in the ways that men are harassed online compared to the harassment
women receive, but without a word that accurately and clearly describes
the phenomenon, he can only list generally a few of the distinctive aspects
that happen to women.

Guys claim to be harassed more often online than women do, but when
guys are “harassed” it means being exposed to a generalized atmosphere of
nasty comments and rude behavior. By contrast, women are the ones who
get singled out, stalked, who become unwilling celebrities with a horde of
people dedicated to “taking her down.”*

Defining and naming a widespread harmful patterned behavior is es-
sential before efforts toward raising awareness can take place and social,
cultural, and legal remedies can be enacted. Yet, in describing and naming
gendertrolling as a pattern that has distinct characteristics and unique fea-
tures due to the particularities of the Internet, it must also be seen in the
context of other more recognized patterned behaviors of misogyny: do-
mestic violence, rape and date rape, stalking, street harassment, and sexual
harassment in the workplace. Likewise, as detailed in the previous chapter,
gendertrolling as a pattern is squarely situated within the broader, histori-
cal pattern of harassment and abuse of women for speaking publicly.



Chapter 7

Cultural Defense Mechanisms as
Backlash

As discussed in Chapters 5 and 6, gendertrolling has much in common
with other forms of harassment, abuse, and violence against women. They
are all varied expressions of misogyny that have adapted to the culture
and technological advances of the times. As feminists have mobilized
to bring attention to misogynistic harassment, abuse, and attacks on
women—domestic violence, rape, stalking, street harassment, and sexual
harassment in the workplace—there has also been a substantial pushback
against that mobilization, in what can be seen characterized as a massive
cultural defense mechanism. This pushback helps ensure that even when
women begin to develop a social awareness, a naming, of a patterned be-
havior that is targeting them, they face significant counterattacks. The
cumulative effect of these defense mechanisms is to create a kind of smoke-
screen that obscures recognizing what is in fact a widespread pattern. The
power of naming is in this manner subverted, and the phenomenon re-
mains only quasi-visible, even to the people to whom it happens. These
cultural defense mechanisms take characteristic forms that have much in
common with each other.

Below, I lay out tactics that are typically deployed as cultural defense
mechanisms. “Shooting the messenger” occurs when accusations are
made against the integrity or trustworthiness of the people describing
what happened to them, or, particularly in the case of women, they are
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shamed sexually as a way of creating a barrier to speaking out. A second
tactic is denial that the patterned behaviors exist, which takes the form
of discounting the seriousness of the phenomenon, accusing women of
exaggerating or lying, or claiming oversensitivity on the part of the tar-
gets. A third tactic is to blur or even reverse the culpability of those doing
abusive or harassing behavior. This can be done by claiming the attacks
are the fault of the victim, asserting that the behavior of both parties
is at fault, switching the focus to the perpetrator’s intentions, or even
reversing the culpability so that the perpetrator is seen as the victim.
Finally (perhaps when all else fails), the offending or abusive behaviors,
although they are perhaps acknowledged as unfortunate, are made out
to be natural and therefore inevitable, implying that they are impossible
to change.

SHOOTING THE MESSENGER

One way that systematic disadvantaging of women is maintained is
through a pattern of attacking and vilifying women who speak out about
their experiences. Shooting-the-messenger-type attacks effectively silence
the victim by discrediting her from being seen as a reliable or trustworthy
witness or by attacking the victim with such a level of animosity and
threats that it makes the price of speaking out seem not worth it. When
the cost of speaking out about abuse or harassment is made excessively
high, it also induces others who observe the attacks to remain silent lest
they experience the same ramped-up intensity of attacks.

“Shooting the messenger” happens when the reputation and character
of women who accuse men of domestic violence, sexual harassment, rape,
date rape, or street harassment are maligned. Domestic violence victims
have had their reputations tarnished when their abuse comes to light. For
example, Janay Palmer, whose then-boyfriend and prominent football
player Ray Rice was shown in a video beating her in an elevator, was sub-
sequently portrayed as a person of low character for being willing to put
up with abuse in order to have access to her husband’s money.'

It is also common for sexual harassment victims to have aspersions
cast on their characters when they come forward. During the 1991 Sen-
ate hearings to appoint Clarence Thomas to the Supreme Court, Anita
Hill accused Thomas of sexual harassment. As a result, she was cast as
a “self-aggrandizing fame and fortune seeker, with a vindictive thirst for
revenge”;* as “a bitter old maid, a manhater, even perhaps, a lesbian, an
erotomaniac (a category unknown to psychology), . . . and a cold, self-
ish, arrogant, ambitious person—an unwomanly woman”;* and as having
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intentionally lied in her testimony before the Senate hearings on the
matter.*

Rape victims who don’t stay silent about their assault are also disparaged.
In the 2012 Steubenville High School rape incident, where a high school
girl who was barely—and sometimes not—conscious was videotaped being
sexually assaulted, the Steubenville football coach initially dismissed the
rape charges against the school’s star football players by accusing the girl
of using rape as an excuse for having been out partying.” Women who were
date raped have been maligned as jilted lovers or as having morning-after re-
grets. “Shooting-the-messenger” behavior has even occurred when women
seek to highlight their experiences of street harassment: Shoshana Roberts,
a woman who was portrayed in a video demonstrating street harassment in
New York City, received death threats after the video went viral.® The cost of
attempting to raise awareness about street harassment was made very high
for Roberts due to the fear and insecurity caused by the threats, which was a
way of attacking the messenger in an attempt to silence her and others who
might contemplate speaking on similar issues.

Sexual Shaming

One of the ways that women are particularly targeted is by maligning,
insulting, and shaming them sexually. This intense sexual shaming often
serves as a warning to others not to incur a similar risk by protesting their
experiences of abuse or harassment. Dale Spender, feminist scholar and
literary theorist, observes that sexual shaming has been used in the past as
well: “From Aphra Behn through Mary Wollstonecraft to Germaine Greer
we witness the technique of bringing a woman’s character into disrepute
by means of her sexuality, so that her ideas need not be addressed at all.”
Spender goes on to assert that women’s sexuality has been invoked as a
means to refute their contributions to public discourse: “In the records
which discuss women’s contribution [to ideas]. . . we are also likely to en-
counter suggestions that the woman concerned was unbalanced in some
way, abnormal, unrepresentative, and not to be trusted. So Harriet Martin-
eau is portrayed as a crank, Christabel Pankhurst as a prude, Aphra Behn
as a whore, Mary Wollstonecraft as promiscuous.”®

Women who have brought charges of rape to law enforcement have
been accused of being “sluts” or have had their sexual history brought up
at trial, as a way of insinuating that their having been sexual in the past
discredits their claim of having been raped. In another instance of sexual
shaming, women who have been raped are sometimes pilloried for osten-
sibly bearing the sexual shame and stigma of being attacked. For example,
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Rehtaeh Parsons, a 17-year-old girl who was gang raped at a party, killed
herself after a photo of her rape was posted online, and she could not es-
cape relentless online bullying that included shaming her for being a “slut,”
among other sexualized insults.’

Anita Hill testified during the Senate hearings on Thomas’s nomination
to the Supreme Court that Thomas harassed her with odd sexual com-
ments (“Who has put pubic hair on my Coke?”"?), as well as references to
his penis size, to pornographic films he had seen, to an actor in one of the
films, “Long Dong Silver,” and to his interest in oral sex.!' Because the com-
ments were so graphic, Hill reported that she was embarrassed to recount
them during the hearings. And because she was not believed, many of the
senators as well as people attending or watching the hearings assigned the
stigma and shame of having to repeat such graphic comments to Hill.

DENIAL

In addition to shooting the messenger, another way of countering claims
when a targeted group calls attention to having been harassed, threatened,
or assaulted is to use various forms of denial. Abuse and harassment are
denied by downplaying it or not taking the problem seriously; by accus-
ing women who talk about it of exaggerating or even lying; or by claiming
women are just being overly sensitive.

Not Taking the Problem Seriously

Police and judges have a long history of not taking seriously such things
as domestic violence, rape, stalking, voyeurs, and street harassment. Dani-
elle Keats Citron, in discussing the “long history of dismissing gendered
harms,” explains that domestic violence was thought of

as a man’s right to discipline his wife. It wasn’t a public problem, it was a
matter of family government. [Police told] women to put their makeup on,
and make their men dinner, and so they wouldn’t be hit as much. The court
called domestic violence a “trifle.” And that view persisted until the 1970s
when the women’s movement, or battered women’s movement, said enough
is enough."

Women have been denied restraining orders by judges who either
thought the violence they reported was not significant enough to war-
rant protection or did not believe the woman’s account of the violence
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perpetrated against her. Sadly, many women who sought, but were denied,
restraining orders were subsequently killed by their abusers."?

Women who have expressed fear of rape or who have been raped have
not had their concerns taken seriously: they have been advised that “if it’s
inevitable, just relax and enjoy it”;"* that “the female body has ways to shut
that whole thing [pregnancy from rape] down”;" that “if someone doesn’t
want to have intercourse, the body shuts down. . .[and] will not permit
that to happen unless a lot of damage is inflicted”;'® and that “rape victims
should make the best of a bad situation.”"” Maine’s State Representative
Lawrence Lockman exemplifies a stance of not taking rape seriously: “If
a woman has [the right to an abortion], why shouldn’t a man be free to
use his superior strength to force himself on a woman? At least the rap-
ist’s pursuit of sexual freedom doesn’t [in most cases] result in anyone’s
death”*®

Stalking victims are also similarly discounted by law enforcement, with
police telling victims to ignore their stalkers or that nothing can be done
until the perpetrator actually harms them. Too often, women who are
stalked have ultimately been attacked or even killed by their stalkers."” In-
deed, stalking laws have only been enacted in the United States since the
1990s. Before that “stalking was treated as a ‘summary harassment offense,
which is the legal equivalent of a traffic ticket,” according to Christopher
Mallios, an attorney with AEquitas, an organization focused on improv-
ing legal outcomes in cases of domestic and sexual violence and stalking.?

Voyeurism is another case of a crime that is perpetrated almost exclu-
sively against women that is not taken seriously. “Peeping toms,” or voy-
eurs, have been too-frequently viewed by police as harmless, and the police
have often, therefore, advised women to ignore them and to simply close
their curtains or blinds in response. However, studies have shown that a
significant percentage of men who participate in voyeurism have admit-
ted to having had sexual contact with a pre-pubescent child (52 percent)
and to having raped an adult woman (37 percent).?' It turns out that, al-
though police tend to not take voyeurs seriously (and they have been the
light-hearted subject of many cartoons and commentary), much of the
time these men are engaging in “rape testing,” that is, assessing the likeli-
hood that they could get away with raping the woman they are observing.
Certainly, many men who rape participated in voyeurism prior to raping.*

Street harassment is another pattern of misogynistic behavior that is
not taken seriously in that women are often advised to ignore it or even
to see it as a compliment. Recently, however, there have been many in-
stances of street harassment culminating in violence: a 14-year-old girl in
Florida who was walking along a road was accosted, choked till she lost
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consciousness, and run over several times by a man in an SUV after refus-
ing his offer to have sex for money; a California woman who refused a
ride from a man in a car was run over twice resulting in her being dragged
behind the car; a Georgia woman was raped after she was accosted by three
men who approached her on the street;*® and a Detroit woman was killed
after she rebuffed a man on the street who asked for her phone number.?*
In addition, a man who tried to defend several women from being harassed
on the street was knocked unconscious by the harassers,” a woman’s boy-
friend was stabbed nine times—near fatally—by a man who catcalled the
woman on the street as they were walking home,* and another man who
tried to defend a woman from being harassed was beaten so badly by the
harassers that he was hospitalized with a broken nose, a black eye, and a
serious perforation in his intestine.” Indeed, a recent study found that
41 percent of women reported being the recipient of physically aggressive
street harassment.”®

Sexual harassment in the workplace has likewise been minimized and
not taken seriously. Some men have tried to dismiss sexual harassment
as merely letting a woman know that she is attractive, which they believe
shouldn’t constitute a hostile work environment. Women’s experiences of
sexual harassment in the workplace have been trivialized, especially so at
the time feminists were first trying to raise awareness of it as a problem.
Citron reports that “in a case involving a male supervisor who repeatedly
tried to molest two female employees, the judge ruled that federal law
could not interfere ‘every time any employee made amorous or sexually
oriented advances toward one another’”” Women were also frequently
advised that if they wanted to keep their jobs, then they had no standing
to complain about sexual harassment, or they were told that, if a woman
remained at a job where she was being sexually harassed, it indicated that
she enjoyed the sexual harassment.*

Accusations of Exaggerating or Lying

Women who try to hold their attackers accountable are often accused of
either exaggerating or lying outright as a way of denying the assault. Date
rape victims have been accused of being a “girl who changed her mind
afterwards,” or having morning-after regrets after a “date gone wrong.”*!
In a glaring example, Ken Buck, the district attorney for Weld County,
Colorado, explained to a rape victim why he wouldn’t prosecute her rape
case saying, “A jury could very well conclude that this is a case of buyer’s
remorse. ... [t appears to me . . . that you invited him over to have sex with
him.”** Remarkably, this was a case in which the rapist had confessed to the
police as well as to the victim in a recorded phone call. In another example
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of accusing women of lying or exaggerating claims of being raped, Lincoln
University president Robert Jennings voiced his suspicions about women
who reported that they had been raped on campus:

We had on this campus last semester, three cases of young women, who after
having done whatever they did with the young men, and then it didn’t turn
out the way they wanted it to turn out, guess what they did? They then went
to Public Safety and said, “He raped me.” ... Why am I saying all this, ladies?
I'm saying this because, first and foremost, don’t put yourself in a situation
that would cause you to be trying to explain something that really needs no
explanation had you not put yourself in that situation.”*

Women are also accused of lying by making false rape accusations.
However, it is estimated that less than 6 percent of rape accusations are
false,” and false reports of rape are not any more common than false re-
ports of other kinds of crimes including burglary, robbery, and mugging.
In spite of the fact that there are similar rates of false reports of all kinds
of crimes, when, for example, a robbery is reported, the suspicion of a
false report is not commonly raised as a possibility unless specific circum-
stances warrant it.

In another illustration where women are seen to be exaggerating about
violence perpetrated against them, Australian criminology scholar Adrian
Howe points out that the actions of male perpetrators are diminished in
criminology texts as well as in general discussions of violent acts through
the “labeling of feminist speech about men’s violence as ‘extreme’ or dis-
missing as hysteria women’s allegations about violent men.”*

The Trope of Being “Too Sensitive”

Another common accusation when women try to bring attention to be-
haviors they experience is being told they are overreacting or are too sensi-
tive. Women who have brought domestic violence cases to court have been
told by presiding judges that they should “kiss and make up and get out
of my court,” and that unless they sustained “permanent injury,” abused
women should work things out with their husbands.*

Women who respond to street harassers have been told by harassers, and
by others, that they are overreacting, that the men are really paying them
compliments, and that they should be flattered instead of upset. Regarding
sexual harassment in the workplace, legal scholar Catharine MacKinnon
points out that there was a frequent “charge [that] women who resented
sexual harassment were oversensitive. Not that the acts did not occur, but
rather that it was unreasonable to experience them as harmful.”*” Citron
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references a sexual harassment case in which a state unemployment board
ruled against a woman who quit her job because her boss demanded that
she sleep with him, saying “Today’s modern world requires that females in
business and industry have a little tougher attitude toward life in general.”*®

SHIFTING CULPABILITY

Another tactic that is employed to defuse and derail women’s attempts
to clearly name and define abusive and harassing behaviors is to shift the
culpability for the behaviors in various ways. This blame-shifting takes
various forms: the victim can be blamed for the abusive behavior, or, alter-
natively, both parties are seen as sharing in the blame. Or, without address-
ing who caused the abuse or harassment, the sympathy for the person who
is wronged shifts from the person who was victimized to the perpetrator.
Finally, in a clever and insidious move, cause and effect are reversed so
that the targeted person is cast as the person who was really attacking the
perpetrator.

Blaming the Victim

Rather than assigning full culpability for abusive and harassing behaviors
to the perpetrators, a shift of focus occurs when targeted women are seen
as bearing the responsibility for their harassment or abuse. Prior to femi-
nist activism around domestic violence (and, unfortunately, even since)
much of the attention on domestic violence was focused on the ways a
battered woman was seen as provoking the attacks on her by not comply-
ing with the man’s wants or by doing things that might upset him. An-
other common way of blaming domestic violence victims is to see women
who defend themselves, even verbally, as having brought the violence on
themselves; or the violence is seen as an understandable or even warranted
response to “nagging” or “talking back.” Paradoxically, women have also
been blamed for allowing domestic violence by not leaving their abusers
soon enough, despite the fact that there is a dramatically increased risk of
victims being killed after they have left their abusers.” Partially as a result
of widespread victim-blaming for domestic violence, many women inter-
nalize these messages and come to blame themselves for their own abuse.
Citron summarizes victim-blaming attitudes toward women victims of
domestic violence:

Twentieth-century judges and caseworkers similarly treated battered women
as the responsible parties rather than their abusers. If only they had cleaned
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their homes and had dinner ready for their husbands, they would not have
been beaten. Battered wives were advised to improve their appearance to
prevent their husbands from beating them. Police training guides instructed
officers that it would be unreasonable to remove abusive husbands from the
nagging.”*’ [cita-

>«

home because they were simply responding to their wives
tions omitted]

Victim-blaming is rampant among rape victims as well. One of the
all-too-common things that women who have been raped often wonder
is whether they had done something—been in the wrong place or with
the wrong people, or worn something too provocative or revealing—that
made them somehow culpable for their own rape. Date rape victims are
also made to believe they must have done something to have led the rapist
on. Women who were date raped have been accused of “wanting it” simply
because they may have invited their date into their home, or gone with
their date to his place. Paul Elam, founder of the popular men’s rights ac-
tivist’s (MRA) site A Voice for Men, posted an inflammatory article online
in which he asserted that women are to blame for being raped (although
he has since taken the article down):

And all the outraged PC demands to get huffy and point out how nothing
justifies or excuses rape won’t change the fact that there are a lot of women
who get pummeled and pumped because they are stupid (and often arro-
gant) enough to walk th{r]ough life with the equivalent of a 'M A STUPID,
CONNIVING BITCH—PLEASE RAPE ME neon sign glowing above their
empty little narcissistic heads.”

Women who are harassed on the street or at their workplace have been
admonished to dress or comport themselves differently, as if their dress or
behavior had precipitated the harassment. Citron notes that before sexual
harassment in the workplace was more widely accepted as the responsibil-
ity of the harasser, women were blamed for their own sexual harassment:

Female employees were told that they “asked” supervisors to proposition
them by dressing provocatively. . . . Courts legitimated this view by permit-
ting employers to defeat sexual harassment claims with proof that female
employees invited employers’ sexual advances. . . . Society minimized the
culpability of sexually harassing employers and maximized the responsibil-
ity of sexually harassed employees.*?

In an extreme case that summarily debunks the idea that dressing pro-
vocatively is what causes women to be harassed, in Saudi Arabia, where
women who venture out in public must cover themselves completely (using
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a nigab, which fully covers the body, the head, and the face and has only a
narrow slit for the eyes), women are harassed on the street. Indeed, a study
conducted by a Saudi researcher found that 78 percent of women respon-
dents in Saudi Arabia said they had experienced sexual harassment, 15 per-
cent were physically touched by the harasser,* and Saudi Arabia was ranked
third in the rate of sexual harassment in a study of 24 mostly Western coun-
tries.** So even with the extremes of covering that women must comply
with in Saudi Arabia, they are still sexually harassed while out in public.
That this is so certainly belies the notion that sexual harassment is provoked
by women wearing revealing clothing. Remarkably, one prominent Saudi
cleric, Sheikh Muhammad al Habadan, proposed that street harassment of
women in Saudi Arabia could be diminished if they were compelled to wear
aniqab that allows only one eye—rather than both eyes—to be visible. This
absurdity represents the lengths to which status quo defenders will go to
hold women’s actions to blame for the behavior of perpetrators.*

No-Fault Perpetration

Another way of shifting culpability is to claim that both people involved
in an act of abuse or harassment were at fault. In this manner, events are
blurred into a version where both parties participated and are therefore
culpable, which belies the agency and intent of the perpetrator and renders
the harm inflicted on the victim less visible. This is not to say that there are
not many situations where both participants do share in the responsibility
for a negative outcome; however, the trope of “it takes two to tango” is one
that is conveniently used to deny and obscure the dynamics of situations
where there is in fact a perpetrator and a target or victim, who, in fact, did
nothing to cause or aggravate the harassment or assault.

An example of this is when police arrest both people during domestic
violence assaults, based on the view that, since the battered woman may
have defended herself against the abuse, she was equally to blame. The
phenomenon of “mutual arrest” has been increasingly common as bat-
terers have become aware of the mandatory arrest policies for domestic
violence victims and therefore take advantage of the policy to accuse their
victims of mutual assault when the police are called. Additionally, most
states now have laws that require police to make an arrest for domestic vio-
lence calls, as a way of countering the previous police response where they
would see a beaten woman but not arrest the batterer, perhaps out of mis-
placed sympathy. Unfortunately, this policy has often had the unintended
consequence of both parties being arrested, out of a false equivalence that
women who defend themselves from the abuse are equally culpable.
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In an impassioned critique of the idea that “it takes two to tango,” Pat-
rick Stewart, the English film, television, and stage actor who most fa-
mously played Captain Jean-Luc Picard in the television series Star Trek,
recounts what happened when his father beat his mother: “I heard police
or ambulancemen, standing in our house, say, ‘She must have provoked
him, or ‘Mrs Stewart, it takes two to make a fight.” In response, Stewart
forcefully and unequivocally declares: “They had no idea. The truth is my
mother did nothing to deserve the violence she endured.”

Shared culpability is also implied when, during a trial for the crime of
rape, a victim’s past sexual behavior is brought up, as if to suggest that a
woman was partially to blame for her own rape simply because she may
have had sex in the past.

In an example of attempting to make Anita Hill seem culpable for
her own sexual harassment, David Brock, author of the book The Real
Anita Hill, has admitted that he unethically endeavored to portray Hill
as having a “perverse desire for male attention,” a “‘love-hate’ complex
with Thomas,” and as being “a little bit nutty and a little bit slutty.”*
Brock, who has since expressed regret for his part in undermining
Hill’s credibility, was attempting to make her appear to be complicit
in Thomas’s alleged sexual harassment against her and even, perhaps,
“asking for it.”

Switch of Sympathies

Another effective tactic that contributes to obfuscating what women ex-
perience is to switch the focus from what actually happened to the tar-
geted woman to the point of view of the person or people who caused
the harm. When women have been raped, the focus has sometimes been
switched to how the lives of the rapists will be ruined by the woman
going forward with prosecution for the rape. Public sympathy often then
switches from the woman who was raped to the rapist(s) because of the
ways a rape conviction will affect his or their lives. For example, wide-
spread sympathy was shown to British soccer player Ched Evans, who was
convicted of rape in 2012, for being no longer able to play soccer due to
his rape conviction. His defense counsel lamented, “Until now, [Evans]
had a promising career to which he has devoted his whole life since his
teens. ... That career has now been lost.”*® (This is in stark contrast to the
woman he was convicted of raping: she has had to live in hiding, moving
five times in three years “after being hunted down by vile Internet trolls”
who keep trying to locate her and then publicize her whereabouts.*)
After the announcement of the guilty verdict in the Steubenville rape
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trial, CNN anchor Poppy Harlowe commiserated with the men who were
found guilty of rape, commenting that they “had such promising futures,
[were] star football players, very good students” and that they were “lit-
erally watch[ing] as they believed their life fell apart.” She empathized
with them, saying that she found it “incredibly difficult” to witness how
upset they were at the guilty verdict.” Jennings, the college president who
accused women of lying or exaggerating their rape claims, also showed
concern for those who were accused of being rapists possibly facing jail
time: “When you allege that somebody did something of that nature to
you, you go to jail. I don’t care how close they are to finishing the degree,
their whole life changes overnight.”!

When domestic violence victims testify in court against their abusers,
the focus often becomes on whether the seemingly nice man who is ap-
pearing in front of the judge is capable of being physically abusive. Even
in cases where a woman has been murdered by her partner, the public’s
sympathy can still be directed his way, to the point of overshadowing
compassion for the victim. When Oscar Pistorius, the sprint runner whose
legs were amputated below the knee at a young age, was convicted and
sentenced for murdering his girlfriend Reeva Steenkamp, his psychologist
lamented the conviction: “We are left with a broken man. . . [one] who
has lost everything.”** Less than one day after Pistorius was found guilty,
sympathetic public sentiment for the Pistorius spurred Craig Spence, the
International Paralympic Committee director of media and communica-
tions, to tell BBC Radio 5 Live, “Oscar’s done a great deal for the Paralym-
pic movement. He’s been an inspiration to millions. . . . If he wishes to
resume his athletics career then we wouldn’t step in his way—we would
allow him to compete again in the future.”>

In these cases, the subjectivity of the woman who was abused, raped,
or killed is subsumed by an outpouring of sympathy and concern toward
the male perpetrators and how their promising lives were ruined by being
convicted of the crimes they in fact committed. A consequence of the
focus on the perpetrator is that it renders less visible the pain and harm
experienced by the victims.

Another way to shift the subject is to focus on the motivations or inten-
tions of the perpetrators rather than on the effects of the act on their target.
So, for example, men who expose themselves in public to women are often
seen as not having particularly malicious intentions and are sometimes
even seen as humorously innocuous; however, for women who live in a
world where one out of six women are raped, the effect of seeing a flasher
is very likely to make them feel unsafe. In a similar way, street harassers
are often seen—and see themselves—as not hurting the women they ha-
rass. In contrast, University of Wisconsin student Allie Myren eloquently
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describes the effects of street harassment on women who live in a context
of the threat of being raped:

It takes the next hour, day or week following the harassment to battle the
self-consciousness reintroduced by my harassers, to fight the anger pro-
voked by their belittling selfishness and to reconstruct the foundation of
strong, independent, autonomous woman that makes me who I am. The
vulnerability in being female that colors harassment lies in the fact that one
unsolicited comment from a man is all it takes to remind me that he could
own my body if he so chose.™

When Elliot Rodger shot and killed numerous people out of frustration
that women would not go out with him, and women tweeted their outrage
and frustration, the hashtag response was #NotAllMen, as if, since not all
men act in the ways that women were complaining about, it diminished
the experiences that women had. That “not all men” act in abusive or vio-
lent ways was in fact a non sequitur response to women speaking out about
their experiences of some men becoming vengeful when rejected: it was a
change of subject from women’s experiences of abuse and harassment to
the hurt feelings of those men who felt wrongfully implicated by women’s
comments. Ultimately, however, #NotAllMen was countered with the re-
sponse #YesAllWomen, which proved to be prolifically popular on Twitter.
Moreover, it was an effective switch-back to the point of view of women
who are targeted by male violence. It took the discussion back from the
digression of focusing on men and their feelings about women saying they
are afraid of male violence and placed it squarely back on women’s fears
and experiences of male violence in their daily lives.

Switching the focus from the victims to the perpetrators is significant
because whose reactions and perceptions are seen as relevant, accurate,
and sympathetic influences whose reactions are privileged in public dis-
course. Public sentiment can indeed be swayed by sympathetic portrayals
of perpetrators, which can then affect what social and legal consequences
for abusive or harassing behavior are considered appropriate.

Perpetrators Feign Victimhood

In an especially brazen shift of culpability, perpetrators of abuse, harass-
ment, and even violence to the point of murder can come to see themselves
as victims. O.]. Simpson, who many people believe killed his former wife
Nicole Brown Simpson in 1994, although he was not convicted of the crime,
famously announced about his relationship with his wife, “I'm the real
victim here—I was an abused husband.”* Clarence Thomas, commenting
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about the Senate hearings in which testimony was heard from Anita Hill
and others regarding his alleged sexual harassment of Hill, called the pro-
ceedings that considered Hill’s testimony a “high-tech lynching.”*

Men’s rights activists focus on how men are innocent victims of domes-
tic violence and rape accusations. In 2006, Darren Mack, a men’s rights ac-
tivist, admitted to killing his wife by stabbing her to death. He subsequently
drove to a parking garage and shot the judge presiding over their divorce
case through a courthouse window.”” Although his wife had warned a
friend that “he’s out to get me and someday he will probably kill me,”*®
he was unrepentant at the trial and instead viewed himself as the “victim.”
His deceased wife’s mother called him a “sociopath,” whom she said “hyp-
notized himself into believing he’s justified and he’s the victim.”>® Men’s
rights groups were called on by others to distance themselves from defend-
ing Mack as an aggrieved victim. However, the few men’s rights groups
who were publicly critical of Mack’s actions seemed to do so reluctantly.

MRAs also focus on the few wrongful convictions of men for rape and
extrapolate from them that men are generally the victim when they are
accused of rape. Elam, a prominent MRA, in an article explaining his view
that most rape allegations by women against men are false, went so far
as to announce “Should I be called to sit on a jury for a rape trial, I vow
publicly to vote not guilty, even in the face of overwhelming evidence that
the charges are true.”®

Tamara N. Holder, a Chicago criminal defense attorney, explains how
some abusive men have learned to game the system so that it looks like
they are the victims:

Unfortunately, many abusive men have learned to reshape domestic vio-
lence laws into another weapon of abuse. They are turning police and court
protections upside down: The abusers themselves call 9—1-1; they have the
women arrested for domestic violence; and then they do everything they
can to try to have the women prosecuted and sentenced. In this way, the true
victim is painted as the abuser.®!

Indeed, turning the tables and feigning victimhood is one of the hall-
mark ploys of people who act abusively, so it is not surprising that this
is a tactic that is commonly employed to distract from attempts to bring
harassing, abusive, or threatening behavior to light.

CLAIMS OF INEVITABILITY

A fourth way that cultural defense mechanisms manifest is by making it
seem that the abusive or harassing behaviors that women are critiquing
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are natural and, therefore, inevitable and immutable. The idea conveyed
is that, because these kinds of harassing and abusive behaviors by men are
part of men’s “nature,” they cannot be changed, and so to protest against
them is akin to protesting against something as unavoidable and natural as,
say, the rain. Women who would continue to complain or protest against
something that is embedded in men’s nature are seen as whiners who need
to grow up and accept “reality.” An additional implication of portraying
these behaviors as natural is that it would be cruel and “emasculating” to
ask the perpetrators to change since it is contrary to their nature and thus
impossible. The conclusion to be drawn is that, just as “boys will be boys,”
so men will be men, and therefore, the only reasonable thing for women
to do is to throw up their collective hands, perhaps give a resigned (and
hopefully affectionately bemused) sigh, and accept that men cannot help
behaving badly.

There are others, however, including many men, who do not buy this
line of reasoning and instead see it as one that results in a society-wide
tolerance of bad or abusive behavior. As Australian army chief Lt. Gen.
David Morrison observed, in order to diminish sexual abuse in the mili-
tary, certain behaviors must not be seen as normal. Morrison explained
that “the standard you walk past is the standard you accept,”®* urging
people not to accept as normal things that are in fact unacceptable. Those
who espouse the view that harassment and abuse of women is inevitable
contribute to a climate where the behaviors are seen as, at a minimum,
not unacceptable, and, worse, as something women should just put up
with and accept.

A similar view is taken by some evolutionary psychologists and sociobi-
ologists who view rape as an effective reproductive strategy that “may have
increased the number of women with whom ancestral men copulated and,
therefore, the reproductive success of rapist males.”®® These kinds of beliefs
contribute to the notion that rape is a “natural” behavior for men, which
reduces the sense of culpability for those who commit rape. In an elegant
refutation of the supposed biological imperative for rape, Michael Kim-
mel, scholar and author on men and masculinity, explains,

Evolutionary psychology cannot explain why most men do not rape. Rape
rates also vary historically and cross-culturally, a fact that evolutionary psy-
chology cannot explain. It also does not explain the variety of reasons why
rape occurs or its relation to power and domination, such as rape used as a
tool of warfare or gang rape. It ignores that rape is not always about sex and
more often than not, not about reproduction as well.®*

Sexual harassment has also been defended as behavior that men can’t
help due to their “natural urges.” Citron explains, “Until the late 1970s,
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employers and judges defended male supervisors’ ‘amorous’ activity as
a normal and healthy development.”® In 1975, the judge in a sexual ha-
rassment case in which a male supervisor harassed two female employees
stated, “The only sure way an employer could avoid such charges would be
to have employees who were asexual,”® with the implication that sexual
harassment was simply the inevitable expression of human sexuality.

It is salient to note that claims of “natural” or supposedly biologically
determined behaviors tend to be invoked in order to justify the inevitabil-
ity of gender (as well as racial and other) hierarchies. Significantly, claims
that certain behaviors are natural are rarely used to justify more egalitarian
natural practices such as giving new mothers adequate time off from work
to bond with their infants; or granting paid sick leave to all employees
(as being sick is surely a natural condition); or even, perhaps, mandatory
afternoon rest times at all jobs, since many people’s bodies have a “natu-
ral” need for rest in the afternoon. Rather, claims that some behaviors are
natural, and therefore immutable, are nearly always invoked to shore up
existing hierarchies.

All of these cultural defense mechanisms—shooting the messenger, denial,
shifting culpability, and claims of inevitability—have been employed to
divert, confuse, deny, and distract from women speaking out about and
clearly identifying harassment and attacks against them. In the next chap-
ter, I will discuss how these cultural defense mechanisms have come into
play as reactions against women trying to bring public attention to the
harassment, threats, and abuse that are characteristic of gendertrolling.



Chapter 8

Gendertrolling: Cultural Defense
Mechanisms at Work

As we saw in the last chapter, as women have fought to name and bring
awareness to harassment and abuse, a pattern of cultural defense mecha-
nisms emerges in response that impedes mobilizing to recognize the prob-
lem and to implement appropriate cultural and legal changes. Similarly, as
the phenomenon of gendertrolling starts to reach the public’s conscious-
ness, even to a limited extent, the cultural defense mechanisms that have
been employed to derail the public recognition of myriad other forms of
harassment and abuse against women have come into play in full force.
The pushback effect of these cultural defense mechanisms thwarts naming
and defining gendertrolling as well as coming up with solutions that might
address or ameliorate it.

SHOOTING THE MESSENGER

When women write about or otherwise expose the online abuse and threats
they are subjected to, gendertrolls attempt to “shoot the messenger” by
attacking or vilifying the women or otherwise maligning their character.
When women speak or write about the attacks against them, gendertrolls
often ramp up and greatly intensify their attacks on the women, as if in
retribution for having spoken up or objected to the abuse. Not only are
women attacked in coordinated campaigns, but those who speak up or
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call attention to the problem are doubly attacked for having spoken up.
Melody Hensley, one of the atheist activists who has been gendertrolled,
reported that after she posted online that she had PTSD from her online
harassment, her harassment dramatically increased.'

I had PTSD, and I decided that I was going to come out with that. I knew that
I was going to get harassed by the usual suspects. What I didn’t realize was
that I was going to get harassed by veterans, that I was going to get harassed
by the general public, that I was going to have tens of thousands of people
start harassing me, all the time. . . . I came out with my PTSD, and people
said that it was an insult to war veterans, that I was the worst human being
in the world, that I should die.’

In a clear “shoot-the-messenger” ploy, her attempt to articulate the ef-
fects that online abuse had on her appeared to induce online harassers to
redouble their efforts to attack her, thereby attempting to make the costs
of having spoken up seem not worth it.

Sexual Shaming

As noted in Section 2 of Chapter 2, women who are gendertrolled are sent
graphic and violent pornographic images with their faces superimposed
on them, they are sent sexualized insults about their genitalia, and they
are frequently called “whores,” “sluts,” “cunts,” as well as other sexualized
insults. Kathy Sierra, the technology guru who was driven offline in 2007,
explains that gendertrolls attack women’s sexuality, implying, among
other sexualized insults, that they used sex to gain prominence in their

profession:

There is only one reliably useful weapon for the trolls to stop the danger you
pose and/or to get max lulz: discredit you. The disinformation follows a pat-
tern so predictable today it’s almost dull: first, you obviously “fucked” your
way into whatever role enabled your undeserved visibility. I mean . . . duh.
A woman. In tech. . ..

You are, they claim, CLEARLY “a whore”?

Sierra was told “Better watch your back on the streets whore. . . . Be
a pity if you turned up in the gutter where you belong, with a machete
shoved in that self-righteous little cunt of yours,” and “The only thing
Sierra is good for is her neck size,” with a picture of a noose beside her
head. In spite of the brutal nature of these messages and threats directed
against her, she was “dismissed as a ‘hysterical drama queen’ who needed
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to ‘toughen up.”* Graphic and hypersexualized insults are another way
of attempting to raise the costs of speaking out by shaming women
sexually.

DENIAL
Not Taking the Problem Seriously

One way that the graphic, intensive, pervasive, and sustained threats and
attacks on women that are characteristic of gendertrolling are not taken
seriously is when people assume that they are similar to generic trolling
and therefore do not acknowledge or recognize the drastically different
character of the attacks and the levels of threat involved.

Online content providers such as Facebook have a track record of not
taking such online abuse against women seriously. An Icelandic woman,
Thorlaug Agustsdottir, found a Facebook group called “Men are bet-
ter than women,” with images such as “a young woman naked chained
to pipes or an oven in what looked like a concrete basement, all bruised
and bloody. She looked with a horrible broken look at whoever was taking
the pic of her curled up naked.” After Agustsdottir complained about the
group on her own Facebook page, someone on the group posted an image
of Agustsdottir’s face, Photoshopped to be bloodied and bruised, with
the caption “Women are like grass, they need to be beaten/cut regularly.”
Someone else in the group commented on the image, “You just need to
be raped.” Agustsdottir reported the page to Facebook, who determined
that it did “not violate Facebook’s Community Standards on hate speech,
which includes posts or photos that attack a person based on their race,
ethnicity, national origin, religion, sex, gender, sexual orientation, dis-
ability, or medical condition,” and determined that the page qualified as
“Controversial Humor.”” In another instance of Facebook not taking abuse
and threats against women seriously, feminist activist, author, and blogger
Trista Hendren explained that Facebook did not consider threats that were
posted to her and her family as credible or legitimate enough to remove,
even though the FBI, whom Hendren had contacted regarding the threats,
considered them credible enough to start an investigation.®

Independent video game developer and Gamergate target Zoe Quinn
recounts her experiences of having the extensive and widely publicized
harassment campaign against her not taken seriously in court:

But then there’s court, if you're lucky enough to get taken seriously. . .. Then
there’s the likelihood that you’ll find yourself having to explain the Internet
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to a judge who may or may not even want to know. Sometimes they under-
stand, sometimes they tell you the Internet is not a big deal and maybe if you
don’t want to get harassed you shouldn’t be online. Sometimes, when they
tell you that, you tell them that your entire career is online and you'd have
to give it up to effectively do that, and they tell you you're a smart young kid
and should maybe just consider a new career.’

Accusations of Exaggerating or Lying

Women who are gendertrolled are also accused of exaggerating or making
up the abuse and harassment or even of having been the perpetrator of
their own abuse as a ploy to garner supporters or sympathy. A member
of the 4chan online community, commenting about Quinn’s harassment
during the Gamergate episode, wrote “I don’t doubt that people have given
[Quinn] shit, but it’s being played up to the nth degree to bring in sympa-
thizers, and most of this ‘abuse’ actually takes the form of all the informa-
tion we’re making public on her. . . . She’s at best hamming it up and at
worst a liar.”!°

Incredibly, the women who were most targeted by threats in Gamergate,
so much so that they felt they were in danger and needed to leave their homes
for safety, were accused of participating in a “false flag” maneuver, that is,
having been the ones who sent themselves the threats. False flag is a term
derived from military use that describes creating actions that are perceived
by others as if they were created by an opposing side. In this case, Gamer-
gaters were accusing Quinn, Brianna Wu, and Anita Sarkeesian of having
been the ones who propagated the threats made against them and having
doxxed themselves under pseudonymous accounts that they themselves cre-
ated." Wu adamantly refuted the false flag allegations: “T'd like to think I'm
a respected developer in this field. . . . At this point the FBI is involved. My
local police department is involved, the Massachusetts cybercrime division
is involved. If I made this up, I'll be going to jail. I can think of no quicker
way to destroy my career than doing something stupid like that.”*?

After Sarkeesian appeared on the Colbert Report, an anonymous com-
menter who called himself “the Leader of Gamergate” concluded that, be-
cause she was willing to appear on a national television show, she must
have been lying about the death threats she received: “I just realized, why
would [Sarkeesian] go on national television in a studio with a well known
location if she was in fear of her life. This is SOOOO GOOD FOR US.”**
Rather than taking Sarkeesian’s appearance on the show (as well as her
delivering three public speeches for which she had also received death
threats) as a sign of her courage in the face of the threats made against
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her, this gendertroll concluded that she must be lying. Sarkeesian’s show
of bravery in the face of the ongoing and pervasive campaign against her,
rather than being seen as evidence of her courage, was taken to mean that
she must have been lying about receiving rape and death threats.

Sierra was also accused of lying about the extensive threats and ha-
rassment she experienced: as she explained, she was accused of being “a
‘proven liar’. Or, as [ was referred to yet again just yesterday by my favorite
troll/hater/harasser: ‘a charlatan.”"*

The Trope of Being “Too Sensitive”

In a similar vein, an all-too-common suggestion to women who bring their
experiences of gendertrolling to light is that women are being oversensi-
tive and need to grow a tougher skin. Women have been told that if they
can’t handle the insults, harassment, and rape and death threats they re-
ceive on the Internet, they should just log off. Astra Taylor, filmmaker and
author of The People’s Platform: Taking Back Power and Culture in the Digi-
tal Age, relates that women who are harassed online are frequently “told to
‘lighten up’ and that the harassment, however stressful and upsetting, isn’t
real because it’s only happening online, that it’s just ‘harmless locker-room
talk.”"® Amy Davis Roth, blogger at Free Thought Blogs, talks about the
inadequacy of such advice:

People say to “ignore it” or “grow a thicker skin” or to “just walk away” when
online harassment is brought up. But that advice ignores the fact that women
have every right to earn a living and to peacefully exist online without being
threatened. This is not about mere critique as the harassers like to frame it,
this is about bullying, intimidation and the stripping away of privacy. It is
also about silencing and the idea that women are not allowed to have their
own space, their own opinions or even the right to their own body particu-
larly when online.'

Women have been accused of whining about similar kinds of abuse that
men put up with without complaint. Mark Moulitsas, founder of the pop-
ular political blog the Daily Kos, commented about the harassment and
threats Sierra received in 2007, implying that she needed to toughen up if
she wanted to continue blogging,

Look, if you blog, and blog about controversial shit, you’ll get idiotic emails.
Most of the time, said “death threats” don’t even exist—evidenced by the fact
that the crying bloggers and journalists always fail to produce said “death
threats”. . . . Email makes it easy for stupid people to send stupid emails to
public figures. If they can’t handle a little heat in their email inbox, then
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really, they should try another line of work. Because no “blogger code of
conduct” will scare away psycho losers with access to email."”

Brendan O’Neill, columnist and editor of the online magazine Spiked,
wrote an opinion piece in the Telegraph making light of women complain-
ing about online harassment and abuse, calling them the “21st-century
equivalent of Victorian chaperones, determined to shield women’s eyes
and cover their ears lest they see or hear something upsetting.” He con-
cludes, “I would rather surf a web that caters for all, from the clever to
the cranky, rather than put up with an Internet designed according to the
needs of a tiny number of peculiarly sensitive female bloggers.”*®

Freelance writer and blogger Cath Elliot counters the idea of women
being oversensitive:

If I'd been trying to keep a tally I would have lost count by now of the num-
ber of abusive comments I've received since I first started writing online
back in 2007. And by abusive I don’t mean comments that disagree with
whatever I've written—I came up through the trade union movement don’t
forget, and I've worked in a men’s prison, so 'm not some delicate flower
who can’t handle a bit of banter or heated debate—no, I'm talking about
personal, usually sexualised abuse, the sort that on more than one occasion
now has made me stop and wonder if what 'm doing is actually worth it."”

The pervasiveness of the denial being used to negate women’s experi-
ences of gendertrolling online led Sarkeesian to declare, “One of the most
radical things you can do is to actually believe women when they talk
about their experiences.”

SHIFTING CULPABILITY

When women write or speak about online abuse, harassment, and threats,
the facts and sometimes sequence of events are often twisted around by
others in order to make it seem as though the woman was complicit or
blameworthy in the acts committed against her. In another defense against
clearly naming harassment and abuse, sympathy is sometimes extended
for harassers, or harassers claim that they are the true victims.

Blaming the Victim

Women who have been harassed and threatened online are accused of
being at fault for their own harassment. Women are told they would not
have been targeted for the harassment campaigns against them if, for
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example, they hadn’t spoken up about misogyny in videogames or cam-
paigned for a women’s face on a British banknote. An actor who works in
television and commercials who was harassed with graphic and sexualized
insults and threats explains that “I'm easily blamed for my choice of being
on camera or told that it’s my fault because I put myself out there in this
fashion, but I refuse to accept that.”*!

Liz Ryerson, game critic and designer, postulated that Quinn was tar-
geted because her Depression Quest video game was popular or because
she herself was beginning to gain notoriety, which induced Gamergaters
to somehow feel that she therefore deserved the abuse they heaped on her.
Gamergaters then unleashed their “internalized misogyny and misdirected
rage” at Quinn, accusing her of being “everything that is viewed as wrong
with women—manipulativeness, sluttiness, being an ‘attention-whore.”*

On occasion, harassers have even created false online identities that
accuse the woman of having made statements that would lead others to
believe she deserves more harassment. Brianna Wu tweeted a link to a
site that she found on which gendertrolls were engaged in a project they
called “Operation Falseflag II,” where they were planning on posing as
feminists in fake Twitter accounts and then attacking Wu for objectifying
women.”

No-Fault Perpetration

Some people have tried to split the difference of blame in online attacks,
seeing both sides as having culpability. Kyle Wagner, staff writer at Dead-
spin and editor at Gawker Media, commented on a tendency in the media
to attempt to see “both sides” of the Gamergate controversy, in spite of the
fact that one “side” was issuing a torrent of rape and death threats, which
caused many of the “other side” to flee their homes for safety:

What’s made [Gamergate] effective, though, is that it’s exploited the same
basic loophole in the system that generations of social reactionaries have: the
press’s genuine and deep-seated belief that you gotta hear both sides. Even
when not presupposing that all truth lies at a fixed point exactly equidistant
between two competing positions, the American press works under the as-
sumption that anyone more respectable than, say, an avowed neo-Nazi is
operating in something like good faith.*

Switch of Sympathies

The defensive tactic in which sympathies are shifted from the women being
attacked to the attackers also occurs when women are gendertrolled. Sierra
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describes what she called one of the worst days of her life, when she real-
ized that one of the people who was a prominent participant in the hor-
rific gendertrolling campaign against her, Andrew “weev” Aurenheimer,
dubbed the “web’s most notorious troll,”> had managed to become a hero
among technology professionals. Subsequent to his participation in the
attacks on Sierra, Aurenheimer was prosecuted by the government for un-
covering and exposing a flaw in the AT&T security system that allowed
the email addresses of iPad users to be revealed. Because his prosecution
was viewed as heavy handed on the part of the government, he was turned
into a “hacktivist hero” online, which gained him newfound sympathy
and support among people in the technology industry. Despite the fact
that the gendertrolling attacks against Sierra, in which Aurenheimer was
a key player, resulted in her abandoning her highly popular technology
blog, dropping out of the technology field altogether and ending her ca-
reer, and even moving to ensure the safety of her family, she describes how
she, along with many others in the technology field, “had even begun to
feel sorry for him.” Commenting on how easy it was for her to switch the
focus of her sympathy, even away from herself and onto her attacker, Si-
erra wrote, “Even I mistook the sociopath for a misunderstood outcast.”*

Perpetrators Feign Victimhood

The defensive tactic of perpetrators being viewed by others as victims, or
even the perpetrators coming to view themselves as victims, also occurs
with gendertrolling, even in cases where gendertrolls have perpetrated
graphic and vicious rape and death threats. In a stunning reversal of cul-
pability, right-wing blogger Milo Yiannopoulos defended Gamergaters by
arguing that they are the ones who are the real victims who are being at-
tacked and terrorized. In Yiannopoulos’s view, women are the ones wreak-
ing terror online: “An army of sociopathic feminist programmers and
campaigners, abetted by achingly politically correct American tech blog-
gers, are terrorising the entire community—lying, bullying and manipu-
lating their way around the Internet for profit and attention.””

Arthur Chu, culture blogger and notable winner of game show Jeop-
ardy!, sees the gendertrolling attacks of Gamergate as emanating from an
“aggrieved underdog stance”? that derives from a “toxic swell of nerd en-
titlement.”® Chu explains that “one of the most obnoxious but persistent
beliefs that drives reactionary movements like Gamergate is the idea that
the people screaming about having a ‘feminist agenda’ pushed on them are
the true underdogs.”

T. C. Sottek, news editor at the Verge, also sees Gamergaters as being con-
vinced that they are the ones who are experiencing some imagined harm:
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What gives Gamergate power and momentum 1is its extremist conserva-
tive obstinacy; it is a reactionary movement against progressive voices that
hoodwinks typically apolitical game players by convincing them of some
harm that doesn’t actually exist, like they are losing their right to free speech,
or their hobby is being killed by an anti-gamer conspiracy.’!

John Herrman, technology editor at BuzzFeed and editor at the Awl, ex-
plains that, in a strange twist, some men feel victimized and attacked by
the fact that women feel threatened by them: “A great number of men,
online and off, understand feminism as aggression—they feel as though
the perception of their actions as threats is itself a threat.”>

Kyle Wagner describes the “self-pity, self-martyrdom, an overwhelm-
ing sense of [their] own blamelessness”* that he sees part of Gamergaters’
thinking, where they convince themselves that they are the aggrieved party,
even while they are in positions of privilege:

Co-opting the language and posture of grievance is how members of a
privileged class express their belief that the way they live shouldn’t have to
change, that their opponents are hypocrites and perhaps even the real op-
pressors. This is . .. how you end up with an organized group of precisely the
same video game enthusiasts to whom an entire industry is catering hon-
estly believing that they’re an oppressed minority.*

Sarkeesian concurs, saying that “the perpetrators do not see themselves
as perpetrators at all.”*® Wu confirms this sense of the perpetrators feel-
ing aggrieved, writing that “the people [sending threats and harassment]
see themselves as noble warriors, not criminals.”*® Chu explains that these
imagined victims see the women who are asking not to be sent horrific
rape and death threats as “a powerful ‘corrupt’ force taking away the free-
dom of the vast mob of angry young male gamers and the billion-dollar
industry that endlessly caters to them,” so that, to them, bullying, harass-
ing, and threatening the women in order “to shut them up and drive them
out somehow constitutes justice.””’

CLAIMS OF INEVITABILITY

The abusive online behavior of gendertrolls is taken as inevitable when, for
example, people declare that online harassment and abuse are an unavoid-
able feature of the Internet. This sentiment is typically expressed with an air
of futility, as if to say that the Internet will be the Internet, in much the same
way that “boys will be boys” is used to rationalize other kinds of abusive
behaviors. Tech guru and author Chris Locke concurs with the sentiment
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that online harassment, abuse, and threats are an inherent feature of the
Internet. About the gendertrolling campaign that drove Sierra out of her
career and off the Internet, he writes, “Evidently, there are some people who
don’t much like [Sierra]. ... The same could be said of myself or indeed of
anyone who blogs much. It comes with the territory” [italics added].*
Brendan O’Neill agrees with Locke’s assessment that online harassment
is integral to the Internet: “If I had a penny for every time I was crudely in-
sulted on the Internet, labelled a prick, a toad, a shit, a moron, a wide-eyed
member of a crazy communist cult, I’d be relatively well-off. For better or
worse, crudeness is part of the Internet experience. . .” [italics added].”® The
message that is conveyed by statements such as these is that online abuse is
inevitable and that therefore nothing can be done about it.
The claims that online abuse is an inherent and immutable feature of the
Internet are also made by a segment of people, perhaps overrepresented
on the Internet, who subscribe to a unique combination of ideas. These
ideas include a belief that the Internet represents an imagined state of nat-
ural communications patterns that, if not tampered with, will reveal true
human nature, so that absolute free speech with no restrictions must be
preserved in order to maintain this envisioned techno-libertarian experi-
ment. Another prevalent idea is that the Internet is separate and distinct
from the rest of people’s lives and that anonymity represents a chance to
forgo the accountability of rules, laws, and civilities applied to other arenas
of human expression. Finally, due to the iterative nature of the Internet,
there is a common belief that it is a unique place for testing the market-
place of ideas, so that the ideas and memes that are most repeated are
imbued with an inherent value, regardless of how abusive or threatening.
Below, I lay out some of the ideas that comprise this ideology, which leads
large numbers of people to conclude that the online harassment, abuse,
and threats against women should not be regulated, or even discouraged,
as doing so would do harm to what they conceive of as the inherent nature
of the Internet.

The Internet as Natural

There is a particular and sizeable contingent of online denizens who sub-
scribe to the idea that the Internet embodies a kind of state of nature or a
free or natural expression of humanity, which they believe must be pro-
tected at all costs through wholly unencumbered Internet activities. They
conceive of the Internet as having intrinsic qualities that arise organically
out of some unspecified feature either of technology or of human nature.
In viewing the Internet this way, they render the interactions that take
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place online as “natural,” without a recognition that those interactions are,
at least, to some—and probably to a great—extent, manifestations of the
culture and values of the people who participate in those interactions. This
“natural state” of the Internet is highly lauded and even revered among
proponents of these beliefs—regardless of whether communication on the
Internet is indeed evidence of a natural state and, even if so, whether such
a “natural state” is worthwhile of preserving simply by virtue of its being
natural.

The belief that the way people behave online is an inherent feature of
the Internet and that it is therefore futile to attempt to change or curb on-
line misogyny contributes to immunizing the perpetrators of threats and
abuse from demands to change their behavior and makes it incumbent on
women either to have to adapt to intolerable abuse or leave the Internet.

In this context, gendertrolling is defended as inevitable in that it is seen
an unavoidable side effect of true free speech on the Internet. In this view,
to create policies, laws, or even social norms to counter gendertrolling
would necessarily destroy free speech. This stance is particularly ironic,
given that gendertrolling has both the intent and the overwhelming effect
of silencing women’s speech on the Internet.

The Internet Should Be “Free”

Although the specific beliefs of those who subscribe to these ideas vary in
some respects, their proponents can loosely be described as techno-liber-
tarians. Deeply embedded in their view of the Internet is the idea that the
Internet must remain totally “free,” that is, free from any restrictions on
speech whatsoever, regardless of how abusive and even threatening that
speech may be. Many MRAs and Gamergaters, in particular those who fre-
quent such sites as 4chan, 8chan, and Reddit, hold these beliefs. These sites
tend to be havens where absolutist views on free speech reign and where
even violent pornography or extreme threats of violence are acceptable,
and even celebrated, as evidence of true freedom of speech.

The Internet Is a Separate World

Some of the people who subscribe to this ethos are very tech savvy and
perhaps less skilled at interacting with people offline. Arthur Chu explains,
based on his own past of having been extremely shy and “nerdy,” the think-
ing of many people, frequently men, who see the Internet as imbued with
special qualities that depart dramatically from offline life:
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Being a nerd meant being good with computers, book knowledge, and data,
and being bad with people. So the idea was that if you got really good at
working with things and manipulating objects, you'd reach a point in life
where you wouldn’t need people to like you. You'd win purely by merit.
There’s nowhere on Earth where this is actually true, but there’s people who
believe that.

That’s why so much of nerd culture involves these power fantasies full
of magic. . .. It’s also why a lot of the people in geeky subcultures gravitate
towards libertarianism.*

There is a strong sense among many that the Internet is a world apart,
a place where people can enter an alternate reality where the rules and
limitations of offline life should not apply. As Jay Allen, contributor to
the technology blog Boing Boing, describes it, anonymous imageboards
such as 4chan “have their own idiosyncratic culture,” where people who
frequent these sites often feel are the “only place people can truly be them-
selves, without being burdened by their identity or consequences.”*' Astra
Taylor observes that the Internet developed without regulation and with-
out public input and was instead infused with a childishly idealistic sense
of “how it was going to make everyone powerful and how everything

would be free.”*?

The Value of Anonymity

Techno-libertarians also tend to be staunch supporters of anonymity,
which adds to the mystique that the Internet is a special place distinct
from offline life. Chu explains the significance of anonymity to those on
4chan:

Look at 4chan culture, which is the ultimate version of shedding your IRL
identity—you don’t even keep a consistent screen name from thread to
thread. That’s very important to them, this belief in the possibility, that what
I do online is completely separate from who I really am.*

Because forums such as Reddit, 4chan, and 8chan depend heavily on
anonymity as a way of fostering freedom of expression without any con-
sequences, doxxing, that is, to publicly reveal the identity of an anony-
mous poster on the boards, is the one unpardonable sin. Ironically, the
proscription against doxxing is not applied to outsiders, especially women,
with whom these techno-libertarians vehemently disagree on such topics
as whether rape and death threats are acceptable, with the result that those
outsiders are frequently doxxed.*
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A Unique Marketplace of Ideas

Another tenet of techno-libertarian ethos is the belief that the Internet is
the ultimate experiment in the “marketplace of ideas.” Clyde Wayne Crews,
who writes about technology, the Internet, and libertarianism, sees the
Internet in that manner, saying that he “felt [the Internet] represented a
demonstration project for spontaneous order, a chance to show that mini-
mal regulation does work.”*

Adherents to this ideology believe in a kind of evolutionary theory
of ideas, where the best ideas, thoughts, images, or beliefs, referred to as
“memes,” are the ones that will be repeated and reposted most often and,
in an analogy to evolution, they prove themselves to be more “fit” and
therefore they “survive.” Ideas that are not popular, on the other hand,
will (naturally) fade away. In this view, any idea or meme that is popular,
therefore, regardless of how offensive, cruel, or threatening, is seen as sac-
rosanct. In the minds of those who adhere to these ideas, the very fact that
harassment, abuse, and threats are prevalent online indicates that they are
inherently good and therefore should be defended.

Free-Speech Absolutism

These beliefs lead techno-libertarians to be Internet free-speech absolut-
ists who take particular offense at anyone who would like to implement
controls on Internet speech, even speech that goes so far as to constitute
credible threats. Taylor confirms that “women who are increasingly speak-
ing out against harassers are frequently accused of wanting to stifle free
speech.”*

Chris Kover, a writer for Vice, explains the nearly incomprehensible
logic that emerges from this perspective: “What gets them really angry is
when a feminist closes the comments on their YouTube videos or on their
website. To them, that is an assault on free speech. So they harass her be-
cause she won’t let them harass her on YouTube, basically.”*” Kathy Sierra
believes she was targeted for gendertrolling for even suggesting comment
moderation could be a solution to online abuse: “For the record, [as] far as
most people have been able to determine, most of what happened to me
long ago was triggered by a blog comment I made that said T'm not mod-
erating my blog comments, but I support those who do and here’s why.”*

Legal scholar Danielle Keats Citron likewise lays out the reasoning of
those who experience outrage when women try to protect themselves from
online threats and harassment: “If victims seek legal help, they are accused
of endangering the Internet as a forum of public discourse. The Internet
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is a free speech zone, a virtual Wild West, that cannot and should not bear
the weight of regulation.”® This convoluted logic holds that a woman who
objects to harassment, no matter how dire, is violating the nearly sacred
value of the completely unfettered free speech of those who are harassing
her. In this manner, those who are being harassed are seen as attacking the
harassers’ free speech, and the harassed are therefore transformed, in that
worldview, into being the attackers.

Ironically, when those who are among the strongest proponents of ab-
solute Internet freedom have the tables turned on them, they sometimes
realize how it feels to be on the receiving end of the kinds of harassment
that they had been defending as essential to preserving the Internet. For
example, the Federal Trade Commission recently issued an order that
banned revenge porn site operator Craig Brittain from posting nude im-
ages of people without their consent and forced him to delete all such
images and accompanying identity information that he had previously
posted on his revenge porn site Is Anybody Down.* The terms of the order
last for 20 years. But, in supreme irony, Brittain, who apparently objects
to his online reputation being permanently besmirched by information
about his nefarious online activities, has issued a takedown notice under
the Digital Millennium Copyright Act. He is requesting that Google be
made to erase unauthorized photos of him as well as articles about him
on Gawker, Huffington Post, Reddit, Forbes, Salon, and Vice that discuss
his history on the Internet. This is high irony from a person who made
his living out of posting images of nude women without their consent, in
which they were identified by name, that tarnished their reputations and
limited their job prospects, and then charged them steep prices to remove
their images through another site he allegedly ran. In a stunning display of
hypocrisy, Brittain remains a techno-libertarian, saying that he still doesn’t
believe there should be any legal limitations on revenge porn,” although,
apparently, he is willing to employ legal remedies when it comes to remov-
ing online information about himself.

In another instance of someone who didn’t “get” what online harassment
was about until he was attacked, Jan Rankowski, known as Jace Connors
online, tried to make fun of Gamergaters by posing as an “over-the-top,
super-hyper-macho armed” Gamergater.> He went so far as to post that he
was targeting Brianna Wu and that he was, in fact, on his way to her house
when his car crashed. Wu got wind of this and was understandably fright-
ened, especially in view of the substantial number of rape and death threats
she has received and her sense that Gamergaters are egging each other on in
various online forums to attack her. When it came to light that Rankowski
was actually trolling Gamergaters, they turned their attack apparatus on
him. He told BuzzFeed, “People have been calling my old high school [and]
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calling my work and saying these nasty things about me. I was made to sign
a contract at my job saying I wouldn’t make any of these videos again.”*
He added that now that Gamergaters have targeted him so viciously, he has
a better sense of what it has been like for women who have been targeted
by Gamergate, explaining that previously he “didn’t take this situation seri-
ously, but I see what it means now to be in the other person’s shoes. What
her life must feel like. I have this newfound respect for the people who are
having to deal with GamerGate, Brianna Wu and Anita [Sarkeesian].”**
Techno-libertarians want to maintain the Internet as a space that is
exempt from the rules, laws, and civilities that apply to offline life. Fears
abound that trying to limit or impose restrictions on threats, abuse, and
harassment against women online would “break the Internet,” that is, cre-
ate a climate online where free speech is chilled, as if abuse, stalking, and
rape and death threats are an indispensable component of free speech.

CRITICISMS OF ONLINE FREE SPEECH LIBERTARIANISM

Above, I have laid out some of the ideas that form the foundation of an
online culture out of which rampant abuse has arisen. In the view of the
proponents of these ideas, anything that arises out of this experiment is
inherently worthwhile and evidence of true human nature. In this man-
ner, whatever happens on the Internet is viewed as natural and inevitable.
The conclusion drawn, therefore, is that online abuse and threats are in-
evitable and that no efforts should be made to create policies or enforce
laws against them. There are, however, several important criticisms of the
ideas that comprise techno-libertarian philosophies, which I detail below.

The Internet Is Not Natural

There is nothing natural or inevitable about the practices, discourse, and
behaviors that have emerged on the Internet. To the contrary, the Internet
is quintessentially unnatural; that is, it has certainly not arisen organically
out of a state of nature. Astra Taylor highlights the irony of claiming a state
of nature on the Internet:

That’s what the techno-optimists would have us believe, dismissing poten-
tial solutions as threats to Internet freedom and as forceful interference in a
“natural” distribution pattern. The word “natural” is, of course, a mystifica-
tion, given that technological and social systems are not found growing in a
field, nurtured by dirt and sun. They are made by human beings and so can
always be changed and improved.™
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Neither are the interactions that take place online evidence of some
imagined natural state of humanity. Rather, they are reflections of the so-
cial and cultural values of the people who participate in online conversa-
tions and activities. Similarly, the popularity or survival value of a meme
is not useful as a singular measure of its value. (To wit, fast food is highly
popular, but that fact alone is not a good indicator of its merits as natu-
ral or as food.) To see online interactions as evincing or uncovering true
human nature ignores that they are merely expressions of the thoughts,
priorities, and values of the people who are creating and shaping the inter-
actions. The end result is a kind of tautological confirmation bias, where
people who see the world a certain way go online and, because they cluster
in havens where there are many others who see the world similarly, they
are convinced that this is evidence that this is true human nature, emerg-
ing in its raw and unfettered form.

The Internet Is Real Life

A second criticism of techno-libertarians’ slavish devotion to absolute free
speech is that the Internet cannot be sharply divided in any real sense from
offline life, as so many gendertrolled women have emphasized. The In-
ternet is comprised of actual people who are communicating online; it is
not some separate, magical, fantasy world where no harm can be done to
living, breathing, flesh-and-blood people. Therefore, the Internet should
not be exempt from laws, regulations, and policies that govern offline life.
Although some of the most harassing and abusive online speech might
well be popular due to its sensationalistic aspects and therefore is a “win-
ning” meme, such speech nonetheless causes harm to those to whom it is
directed. And threats, whether they are made off- or online, have real ef-
fects, in real life, to actual people.

Feminist writer, media critic, and activist Soraya Chemaly speaks of the
impossibility of a sharply defined boundary between online and offline life:

The culture at large creates a distinction, which is completely artificial and
detrimental, between online and offline life. In fact, we live our lives seamlessly
on both. We cannot work without the Internet. We connect with our families
and friends on the Internet. We keep in touch with our children and parents
online. That is just a completely false premise that somehow there is this ab-
stracted virtual world that does not have consequence and meaning offline.*

Taylor echoes similar sentiments and focuses on the ways that offline
marginalization is reinscribed online, in part due to the denial that online
life is a reflection of real-world social problems:
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The digital is not some realm distinct from “real” life, which means that the
marginalization of women and minorities online cannot be separated from
the obstacles they confront offline. Comparatively low rates of digital par-
ticipation and the discrimination faced by women and minorities within the
tech industry matter—and not just because they give the lie to the egalitar-
ian claims of techno-utopians.”

Free Speech Rights Are Not Absolute

Freedom of speech is guaranteed by the First Amendment of the U.S. Con-
stitution only insofar as the government cannot pass a law to abridge free
speech; the doctrine of free speech does not mean that private companies,
such as those who provide social media and other Internet platforms, have
to tolerate or allow all kinds of speech. The guarantee of freedom of speech
is a right that cannot be violated by the government and is applied only
to attempts by the government to restrict speech. Private actors, such as
online content providers or social media platforms, can regulate speech as
much as they like without infringing on the First Amendment.

It is also important to bear in mind that in offline life, free speech is
not absolute: for example, libelous or defamatory speech is not protected.
Likewise, speech that constitutes copyright infringement, incites violence,
or is an integral part of committing crimes, such as extortion or solicita-
tion, is also not protected under the First Amendment. In addition, brib-
ery, plagiarism, “fighting words,” and speech that constitutes fraud are
not protected.”® Significantly, speech that constitutes a true threat, that is,
“speech intended to convey a serious intent to hurt another person or that
a reasonable person would interpret as expressing a serious intent to cause
bodily harm,” is also not protected speech.” Certainly, many of the posts or
comments by gendertrolls can reasonably be considered to be true threats.

Free Speech Is Not the Most Important of All Values

Another criticism of techno-libertarians is that holding freedom of speech
as a value above all others is simplistic and reductive. Arthur Chu speaks
to this:

Ive already seen what happens when you get a culture that, rather than
asking to what end we defend free speech, valorizes free speech for its own
sake and thus perversely values speech more the more pointlessly offensive
it is—because only then can you prove how devoted you are to freedom by
defending it.*
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Tim O’Reilly, founder of a company that publishes books on technol-
ogy and computers, reiterates that “there’s a strong undercurrent on the
Internet that says that anything goes, and any restriction on speech is un-
acceptable.” However, he believes that it is “ridiculous to accept on a blog
or in a forum speech that would be seen as hooliganism or delinquency
if practiced in a public space.”® These commentators acknowledge that
free speech is valued excessively on the Internet and believe that the value
of free speech, while clearly important, should not trump all other values
or considerations, such as, for example, the values of equality, justice, and
equal opportunity to participate in public discourse, as well as the merits
of engaging in discussions that are characterized by civility and logic in
which ideas rather than insults and threats are exchanged.

Absolute Free Speech Tends toward Inequality

Finally, completely unrestricted free speech tends to augment inequality;
in short, it enables bullying. Without any restraints on speech whatsoever,
particularly those prohibiting true or credible threats, full rein is given to
those who are willing to threaten and coerce others in order to intimidate
them into withdrawing from full participation online. Astra Taylor cau-
tions against “the tendency of open systems to amplify inequality—and
new media thinkers’ glib disregard for this fundamental characteristic.”®
Accordingly, a commitment to absolute and unrestricted free speech on
the Internet has the ironic effect of stifling and silencing the speech of
those who are bullied and harassed into silence or who withdraw entirely
from Internet conversations due to harassment, abuse, and threats. Tay-
lor explains that this “peculiar brand of libertarianism in vogue within
technology circles means a minority of members—a couple of outspoken
misogynists, for example—can disproportionately affect the behavior and
mood of the group under the cover of free speech.® Ally Fogg, a British
writer and journalist and columnist at the Guardian, eloquently sums up
this idea, “the use of hate speech, threats and bullying to terrify and intimi-
date people into silence or away from certain topics is a far bigger threat to
free speech than any legal sanction.”** Chemaly summarizes how the value
of unrestrained free speech privileges abusive dynamics:

When we say to women, why don’t you fight back, or just let it roll off your
back, or it’s not serious, we amplify that distinction because we’re asking
women to overcome decades of socialization in which their speech is sup-
posed to be more quiet, less aggressive, more genteel, more polite, they’re not
supposed to interrupt, not supposed to disrupt. That’s the dominant speech
being expressed by harassers and abusers, and American interpretations of
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freedom of speech and freedom of expression reward that abusive dominant
male dynamic.®

Citron adds an important point about speech on the Internet: “Because
the Internet serves as people’s workspaces, professional networks, résumés,
social clubs, and zones of public conversation, it deserves the same protec-
tion as offline speech. No more, no less.”® Citron elaborates on how not
having any restraints on destructive speech hampers the speech of those
who are being attacked:

Restraining a mob’s most destructive assaults is essential to defending the
expressive autonomy of its victims. Preventing mobs from driving vulner-
able people offline would advance the reasons why we protect free speech in
the first place, even though it would inevitably chill some speech of online
mobs.

Laurie Penny, British journalist and a contributing editor at the New
Statesman, sums up,

I believe the time for silence is over. If we want to build a truly fair and vi-
brant community of political debate and social exchange, online and offline,
it’s not enough to ignore harassment of women, LGBT people or people of
colour who dare to have opinions. Free speech means being free to use tech-
nology and participate in public life without fear of abuse—and if the only
people who can do so are white, straight men, the Internet is not as free as
we’d like to believe.®

This is not to argue that there should be proscriptions against unpopu-
lar ideas, or even “hate speech,” which is currently protected speech under
the First Amendment. But laws that apply to speech that serves the sole
purpose of threatening and frightening others through possible bodily
harm—in other words, true threats—should be enforced online as well
as offline.

The cultural defense mechanisms—shooting the messenger, denial,
shifting culpability, and claims of inevitability—that have been employed
in the past to stave off full recognition of myriad abuses against women
have also been used to stymie women’s attempts to name, define, and ex-
plore remedies for their unique experiences of harassment, abuse, and
threats online. To the extent that these defense mechanisms are effective in
creating confusion and doubt, patterned behaviors such as gendertrolling
cannot be recognized, clearly defined, and accurately named. The lack of
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a clearly identifiable pattern in turn thwarts efforts to work toward en-
forcing existing laws, implementing new policies and laws, and raising
awareness for cultural change. In order to have an effect on diminishing
gendertrolling attacks on women, activists must therefore do the double
work of clearly describing and naming the rampant harassment and abuse
of women online, while also effectively countering the array of defenses
brought to bear against their efforts.



Chapter 9

Recommendations for Change

In this chapter, I summarize some of the recommendations that a variety
of people have made as to what changes might be useful to address the
problem of gendertrolling. It is unclear which suggestions would be most
effective, but I include a great many so that wiser minds than mine can sort
through them and determine which have the most hopes of being success-
ful. In the area of the law, legal scholars advocate increasing the enforce-
ment of existing laws, especially laws against true threats, and training law
enforcement to become more familiar with patterns of stalking and threats
that take place online. Many also recommend amending or implementing
new laws that specifically address the unique kinds of abuse and harass-
ment that occur online.

Other advocates have recommended making changes to Internet policies
and protocols, for example, eliminating or discouraging anonymity online
or increasing comment moderation. Most of those who are attempting to
bring attention to this topic recommend implementing technological fixes
or policy changes for online content providers, especially social media.
Many people have offered suggestions on how to ameliorate the damaging
effects when women become victims of a gendertrolling campaign. Finally,
because online life is a reflection of offline life, a preponderance of activ-
ists have come to the conclusion that widespread cultural change regarding
attitudes toward women must take place before gendertrolling attacks will
diminish.
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INCREASE ENFORCEMENT OF EXISTING LAWS

Because gendertrolling campaigns induce terror and a fear of bodily harm
in the targeted women to such an extent that they often alter their real-life
routines, withdraw from the Internet, or even move in order to keep safe,
a potentially powerful strategy to remedy this would be to extend enforce-
ment of existing laws against offline threats to the credible threats that are
made online. The Interstate Communications Act (18 U.S.C. § 875), which
states “Whoever transmits in interstate or foreign commerce any commu-
nication containing . .. any threat to injure the person of another, shall be
fined under this title or imprisoned not more than five years, or both,”" is
widely interpreted to prohibit threatening people over the Internet. Dani-
elle Keats Citron, a legal scholar whose work focuses on cyber law, affirms
that “the First Amendment does not protect ‘true threats’ that communi-
cate a serious intention to commit violence against particular individuals,”
and she argues that “threats of violence made via new technologies are not
immunized from penalty on free speech grounds.™

Nevertheless, as it stands now, law enforcement by and large does not
treat online threats with the same seriousness as offline threats. Video
game developer Brianna Wu issued a statement calling on law enforce-
ment generally, and the FBI specifically, to “to step it up. This will not
stop until you show the public that there are consequences to these il-
legal acts.” British Member of Parliament Stella Creasy agrees, arguing
that, legally, “there should be ‘no distinction’ between online and offline
abuse.” Creasy compared the treatment of offline versus online threats: “If
I received a bomb threat through the post, there is a protocol for dealing
with that, but if I receive it online there is nothing in place. . . . We have
to challenge this attitude that women just have to learn how to deal with
these online threats, that they should be ignored.”

Increased enforcement of these laws would go a long way to rendering
online activities safer for women, so that even if women still received hor-
rific and graphic insults, they would have safeguards against the harass-
ment escalating into potential physical harm. Enforcing the laws would
also create a considerable chilling effect on those sending threats, once
they observe that online threats are being taken seriously and that perpe-
trators fined or jailed, or both. In response to the online harassment of her
constituent Brianna Wu, Congressperson Katherine Clark recently issued
a public statement calling on the Department of Justice to enforce existing
federal laws, such as the Interstate Communications Act, which makes it
a crime to “to transmit threats of bodily injury in interstate commerce,”
or the Federal Cyberstalking Statute, which criminalizes using “electronic
communication to place a person in reasonable fear of death or serious
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bodily injury.”® Clark also sent a letter to other members of Congress as
well as to the House Subcommittee on Commerce, Justice, Science, and
Related Agencies asking them to specifically address online threats in the
2016 appropriations act.’”

The recommendation to enforce laws against making true threats is
separate from the issue as to whether hate speech laws should be adopted
in the United States. Unlike hate speech, hate crimes, which are crimes
whose motivation is interpreted as having arisen out of animus toward a
particular group, are illegal. Although hate speech can help determine the
presence of such animus, the hate speech itself is not the crime. Unlike
many other countries around the world, the United States does not have
laws against hate speech other than the legal prohibition against “fighting
words.”®

Citron describes what she sees as a fundamental difference between hate
speech, which is “fully protected speech,” and the kind of online harassment
against women that is “targeted attacks on individuals,” which “might con-
stitute true threats or constitute intentional infliction of emotional harm
or violate people’s rights to privacy, sexual invasions of privacy, defama-
tion.”” Although some people do advocate implementing hate speech laws
in the United States, actually enforcing laws against credible threats would
go a long way toward addressing gendertrolling without having to create
additional restrictions on speech.

The Supreme Court recently ruled on a case, Elonis v. United States,
involving credible threats made on Facebook. Anthony Elonis posted on
his Facebook page threats to kill his ex-wife, her father, coworkers, an FBI
agent who was investigating his case, and some school children. He even
referenced the Sandy Hook Elementary School shooting in one threat he
posted, which he claimed were “song lyrics”:

Enough elementary schools in a ten mile radius to initiate the most heinous
school shooting ever imagined And hell hath no fury like a crazy man in a
kindergarten class."

Elonis maintains that he did not intend his statements to be threatening
and points to disclaimers he posted on his Facebook page saying that he
was exercising his First Amendment rights to free speech. He also said that
the statements he posted were rap lyrics and as such were artistic expres-
sion and therefore protected speech. He was convicted of making credible
threats by a lower court and was sentenced to 44 months in prison, which
he served."

Garrett Epps, contributing editor to the Atlantic, argues that despite
Elonis’s assertion that he was just expressing himself by posting rap lyrics



198 Gendertrolling

and that he didn’t have the intention to threaten anyone, Elonis “knew he
was terrifying his wife—a court had told him so and ordered him to stop.
He posted that he intended to carry out ‘the most heinous school shoot-
ing ever imagined’; when two federal agents visited him after the school
threat, Tone Dougie [Elonis’s assumed “rap name”] warned them that if
they came again he would blow them up with a suicide vest.”'? After Elo-
nis’s ex-wife took out a restraining order against him, he posted “Fold up
your [restraining order] and put it in your pocket / Is it thick enough to
stop a bullet?”*?

The case turned on whether a conviction for making credible threats
“requires proof of the defendant’s subjective intent to threaten . . . or
whether it is enough to show that a ‘reasonable person’ would regard the
statement as threatening.”'* The Supreme Court’s decision avoided the
First Amendment issues regarding protected speech and true threats, and
ruled that criminal prosecutions, such as Elonis’s, must take into account
the intent of the perpetrator. The Court said that the prosecutors in Elo-
nis’s case had to establish that it was his purposeful intent to make threats
in order to convict him of criminal behavior.

Justice Samuel Alito, who concurred in part and dissented in part with
the decision, did grant that “whether or not the person making a threat
intends to cause harm, the damage is the same.”"” Alito added that “state-
ments on social media that are pointedly directed at their victims. . . are
much more likely to be taken seriously [than actual song lyrics]. To hold
otherwise would grant a license to anyone who is clever enough to dress
up a real threat in the guise of rap lyrics, a parody, or something similar.”*¢
The Court’s ruling does not mean that Elonis is not guilty of making cred-
ible threats; it is possible that his case will be retried with this higher stan-
dard for conviction in mind and that he could be found to have had the
intent to threaten, in which case his previous conviction will stand.

A potential negative outcome of the Court’s decision is that it establishes
a more permissive environment with regard to those making online threats
at a time when the opposite tack is needed. Rather than using a reasonable
person standard in order to make a determination of credible threats, the
Court held to the standard of a subjective intent to threaten, which raises
an additional hurdle for women who are threatened online to get justice.
This is an especially difficult hurdle because establishing intent can be more
complicated and tricky than making an assessment as to how statements
appear to a reasonable person. In addition, the person making the threats
can simply make the claim that he did not intend his statements as threats.
Criminal defendants can and do lie about their intentions. Feminist author
and blogger Amanda Marcotte explains that “gaslighting is now being used
as a legal tactic. . . . Gaslighting is why we can’t locate the definition of a
threat inside the brain of the person issuing it. Most abusers are fairly good
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about lying when called out and the odds that many will admit they are
trying to scare and control people with threats are pretty damn low in most
cases.”'” The standard of intent applied to the determination of credible
threats adds a layer of difficulty at a time when it needs to be easier rather
than harder to enforce the law against credible threats. Finally, the focus on
the intentions of the perpetrators diverts attention from the social reality
of those who are being victimized. Sandra J. Badin, coauthor of an amicus
brief to the Elonis case by the National Network to End Domestic Violence,
emphasizes that “the harms caused by threats of violence don’t depend on
the speaker’s private intentions for communicating his threatening state-
ments.”'® In an ironic note that lends credence to the assessment by Elonis’s
ex-wife for his propensity for violence, he was recently charged (after serv-
ing his prison sentence for threatening his ex-wife) with domestic-violence-
related simple assault and harassment after hitting his girlfriend’s mother in
the head when she attempted to get him to leave her home."

Although the ruling in this case was perhaps a step backward, neverthe-
less, implementing changes in laws and jurisprudence that would facilitate
better and more streamlined enforcement of laws against credible threats
would be a significant step toward undermining the climate of fear and un-
certainty about personal safety that gives hate speech its additional power.

Increase Training for Law Enforcement

Increasing enforcement of the law against true threats will require spe-
cial training of law enforcement, including the police and the FBI. As it
stands now, law enforcement has been, for the most part, unresponsive
and ill-equipped to respond adequately to gendertrolling attacks against
women. Creasy emphasized the need for law enforcement to take online
threats more seriously:

Of course it’s distressing to receive these threats. I was told my attacker would
fuck my dead corpse—it’s grim. . . . I want the police and other services to
be able to understand the impact of these messages. I don’t want them to tell
me how to learn to cope—I want to hear they are doing something about it.?’

Wu concurs and adds that law enforcement should be provided the
tools it needs to enforce laws against online threats:

[Wu’s harasser is] still tweeting threats at me, and by doing nothing—law
enforcement [is] enabling it. The long term solution is to make sure law
enforcement has the tools it needs to prosecute online harassment. . . . This
is going to require funding, it’s going to require laws be [passed] that clearly
outline whose responsibility it is to respond to these threats.!
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Wu went on to detail that, despite the fact that the threats against her
were detailed and credible, the police were mostly unresponsive:

[The people who are threatening Wu online are] saying who, what, where,
why, when. . . . They said I was going to be on the front page of your site
when they murdered me.

I had someone last week [who] made a video talking about how they’re
going to murder me. . .. This is not just, “I'm going to kill Brianna,” this is
like a multi-minute rant about why they want to murder me, how. Their
face is visible in the video. I have their name and testimony from the people
who know them and how unbalanced they are. This person lives 15 minutes
from my house.

This is what I want to emphasize for you—as much as you can have
something going for you with death threats, I do. .. I have a very high profile
case. There’s so much media attention. I have the ear of the police. They have
every reason to want to solve this crime, but at the same time nothing has
happened, even giving them as much as information as I have.”

Journalist Anna Merlan, who also attempted to contact the police re-
garding her own online harassment, explained that “there are pretty good
harassment and stalking laws on the books in most states that could be
used to prosecute people who make clear threats online. But something
about the online environment makes police lose interest.”* She adds that
“in practice, it’s been hard for cops and courts to separate what constitutes
a true threat online from what’s protected as free speech.”** Merlan also
expresses frustration with the fact that many law enforcement personnel
are not familiar enough with online environments in order to understand
how online harassment and threats function: “We’ve heard from many
women that local police are often well-intentioned and wanted to be help-
ful, but [they] may not even know what Twitter . . . is never mind the
power it can have and the real effects it can have on someone’s life and
feelings of safety and ability make money.”” According to Merlan, “Not a
single violent threat made against Wu, Anita Sarkeesian or Zoe Quinn has
result[ed] in an actual, prosecuted criminal case.”?

Katherine Clark agrees that it is very difficult to get law enforcement to
take online threats seriously and adds that the situation reminds her, as a
former prosecutor, of “what we would see 20 years ago around domestic
violence.”*

Independent video game developer Zoe Quinn weighs in the frustra-
tions of trying to get law enforcement to take online threats seriously:

Think [Gamergate] is hard to explain to a friend? Try a legal system that
doesn’t really understand what the Internet is yet—it’s like trying to push
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cooked pasta through the eye of a needle. Try explaining shit like 4chan to
an officer who types with henpeck hands and getting handed a police report
that makes you feel like praying the abuse away may be more effective. Law
enforcement is prepared for familiar things like “here is a death threat, here is
someone violating a restraining order, here’s where they openly discuss want-
ing to rape me”, but trying to convey how things work online is frustrating.?®

Merlan notes, however, that there have been several instances of law
enforcement taking online threats very seriously—when the threats were
aimed at the police. She notes that the FBI arrested Jeremiah Perez for a
YouTube comment he posted that said, “WE VETERANS WILL KILL RE-
TIRED HELPLESS COPS.” Merlan reports that, within days of Perez mak-
ing the threat, “the FBI contacted Perez’s Internet service provider, started
physically surveilling his house, ran his license plates, pulled his military
records, executed a search warrant, and arrested him.”? She also recounts
a case of local police reacting quickly when they became aware of online
threats against them. When Brooklyn resident Jose Maldonado posted
“Might just go out and kill two cops myselfl!!” on his Facebook page, he
was tracked down and arrested by the New York police the same day.*

Increasing enforcement of the laws against credible online threats will
require special training of law enforcement, including the police and the
FBI as well as judges. It is important to educate law enforcement that ad-
vising women to leave the Internet is not useful, especially because of the
Internet’s centrality in performing many jobs and because social media is
not only for “fun,” but is also often used in professional activities. Train-
ing should also include information as to how social media sites work and
the hazards incurred by doxxing and other “real-life” incursions of online
activities, as well as how to track anonymous harassers by obtaining their
IP addresses. Comprehensive training on these and other topics related to
enforcing the law against true threats online will be essential if women are
to be able to avail themselves of the full protection of current laws.

PROPOSED LEGAL REMEDIES

In addition to enforcing already-existing laws, scholars have recommended
implementing various legal remedies to attempt to address gendertrolling
and other abusive and harassing speech on the Internet. Existing state and
federal laws have not fully kept up with changing technologies. For exam-
ple, some harassment laws require that threats must be made directly from
the harasser to the targeted person, as in an email; there is no provision in
most laws for threats that are posted to third-party websites such as 4chan
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or 8chan. In addition, stalking laws are often outmoded in that they do not
account for the ways that Internet harassment allows for wide dissemina-
tion of content, that harassers can be physically far removed from their tar-
gets and can remain anonymous, that harassers can impersonate a victim
in order to create additional harm, and that harassers are often successful
in egging others on to contribute substantially to harassment campaigns.*!

What follow are some of the suggestions that legal scholars have made
to amend the law in order to deal more effectively with online harassment,
abuse, and threats.

Make Cyberharassment a Federal Crime

Telecommunications attorney Sarah Jameson argues that the federal gov-
ernment should and can legally recognize and define cyberharassment
and that to do so would not violate privacy or free speech laws. She ad-
vocates defining cyberharassment as using “a computer network form of
electronic communication to target a specific person for no defined pur-
pose, and through the use of words or language, aim to harass, annoy,
embarrass, abuse, threaten, induce fear of bodily harm, or a combination
thereof, in a victim.”** She advocates criminalizing cyberharassment, mak-
ing it legal to trace IP addresses of anonymous parties who use the Internet
to cyberharass, and making it a federal crime when a person goads another
person to commit suicide as a direct result of cyberharassment.*

Amend the Communications Decency Act

An important law governing the Internet is the Communications Decency
Act (CDA), which was passed in 1996. A key provision of this law, Sec-
tion 230, states that “no providers or users of an interactive computer
service shall be treated as the publisher or speaker of any information pro-
vided by another information content provider.”** This section establishes
that online content providers or those who operate websites or blogs can-
not be held liable for user-generated content, such as comments or videos
that are posted on the websites or blogs. Courts have ruled that this immu-
nity holds for cases where an online content provider fails to remove con-
tent, even if the provider knows that the content is defamatory or invades
the privacy of others.

Daniel J. Solove, a legal scholar on communication privacy law, sug-
gests that, rather than providing for complete immunity for online content
providers, Section 230 of the CDA should be modified in order to provide
notice-and-takedown remedies, so that content that violates the law, such as
content that is defamatory or invades privacy, must be taken down within
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a reasonable time period after notification to the online content provider.”
In order to inhibit people from making false notice-and-takedown claims to
extort money or otherwise harass people, Solove also recommends that pen-
alties be imposed for those who abuse the notice-and-takedown provisions.
He also advises that the damages awarded for defamation and invasion of
privacy should be limited so as not to encourage abuse of this remedy.

Saul Levmore, a legal scholar who writes on Internet anonymity, how-
ever, does not see a notice-and-takedown policy as a good remedy because
he says it is prohibitively expensive and does not help those who are not
immediately aware that defamatory content about them has been posted.*

Amend the Federal Cyberstalking Statute

The Federal Cyberstalking Statute (18 U.S.C. § 2261A) makes it a felony to
“use any ‘interactive computer service or electronic communication ser-
vice or electronic communication system’ to engage in a ‘course of con-
duct’ with intent to harass or intimidate another person.””” This statute
includes penalties for placing “the other person in reasonable fear of seri-
ous bodily injury or death” or for causing “a reasonable person to ‘suffer
substantial emotional distress.”* Citron points out that this statute is not
useful for attacks that have the characteristics of gendertrolling because
it does not take into account the cumulative actions of a cybermob on a
targeted woman and is instead written with the acts of individual stalk-
ers in mind.”” Law professor Naomi Harlin Goodno also notes that this
“statute does not squarely deal with situations where the cyberstalker pre-
tends to be a victim and encourages third parties to innocently harass the
victim.”*® Citron advocates that one way to strengthen this statute would
be to include a takedown remedy so that if a court determines that con-
tent is constitutionally unprotected speech, such as a true threat, the court
could order that the online content provider must remove the content.*
Goodno recommends that existing doctrines, such as this statute, should
be applied “liberally.” She also advocates “recognizing new applications of
firmly rooted doctrines” due to the unique characteristics of the Internet
such as the permanence of online speech and its ability to reach an ex-
tremely wide audiences.*

Expand the Appropriation Tort

Solove also advocates expanding one of U.S. privacy torts, the appropria-
tion tort, which already prohibits the use of someone else’s name or like-
ness for financial gain.” The appropriation tort currently does not apply
when a person’s images appear on social networking sites, which means it
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cannot be used on issues related to the Internet. Solove concludes that the
appropriation tort should be expanded to cover the Internet, but to apply
only when a person’s images or personal information are used in matters
that are not of public concern.*

Use Civil Rights Law

Several commentators recommend adapting or expanding already-
existing civil rights laws to provide legal protections against the new kinds
of harassment and threats that are happening online. Citron sees the cur-
rent state of online harassment and abuse as civil rights violations against
women because “[s]o much of online harassment of women, without ques-
tion, is because they are women”™ and because such abuse and harass-
ment “discourages [women] from writing and earning a living online. It
interferes with their professional lives. It raises their vulnerability to offline
sexual violence. It brands them as incompetent workers and inferior sexual
objects. The harassment causes considerable emotional distress.”*® She rec-
ommends using a comprehensive legal approach that includes “traditional
criminal prosecution, tort remedies, and civil rights actions,” as well as spe-
cific remedies derived from civil rights law to address the problem.*

Citron suggests using the Civil Rights Act of 1968 (18 U.S.C. § 245),
which states that “whoever. . . by force or threat of force willfully injures,
intimidates or interferes with, or attempts to injure, intimidate or interfere
with any person . . . in order to intimidate such person ... from ... ap-
plying for or enjoying employment” shall be subject to a fine and impris-
onment.” Citron also recommends using the Violence Against Women
Act (VAWA), suggesting that “Congress could amend VAWA pursuant
to its power to regulate an instrumentality of interstate commerce—the
Internet—to punish anonymous cyber mobs that threaten individuals be-
cause of their gender or sexual orientation.”* Other civil rights laws that
Citron suggests could be useful in addressing the harms of online harass-
ment and abuse of women or other targeted groups include Title VII of the
Civil Rights Act of 1964 and the Ku Klux Klan Act of 1871.%°

PROPOSED CHANGES TO ONLINE POLICIES
Anonymity

The Supreme Court has ruled that the First Amendment protects the right
to speak anonymously, ruling that “anonymity is a shield from the tyranny
of the majority.”>' However, some commentators are calling for restricting
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or eliminating entirely anonymity on the Internet. One legal scholar, Mar-
tha Nussbaum, sees anonymity as an inducement to online harassment:

The anonymity of the AutoAdmit writers is a major source of their freedom
to create for themselves a shame-free zone in which they can inflict shame
on others: so my analysis suggests the importance of requiring identification
as a condition of posting.™

It may well be the case that people are more willing to say or do socially
unacceptable things if they have the cover of anonymity and are therefore
less likely to be held to account for their actions. A recent study found that
44 percent of nonanonymous commenters versus only 15 percent of anon-
ymous commenters posted civil comments on online news articles. The
study reported that, of the 137 largest U.S. newspapers surveyed, nearly
half no longer allow anonymous comments online.”® The study’s author
concluded, “In short, when anonymity was removed, civility prevailed.”*
Levmore also notes that offline, hard-copy newspapers, except in special
cases, do not publish articles or letters by anonymous authors.”

However, feminist writer, media critic, and activist Soraya Chemaly says
she does not see anonymity as a primary contributor to online abuse and
harassment:

Anonymity is not the major driver of online harassment. The worst threats
I’ve gotten have not been from anonymous people. They’ve been from peo-
ple perfectly comfortable using their faces and names. Anonymity definitely
frees some people to speak abusively. It’s not really the cause of the abuse.
I would argue that it is more the symptom of an overall abusive culture. An-
onymity is vitally important for so many people who cannot speak freely.

Most people agree that there are benefits to online anonymity that
outweigh the costs of disallowing it. For example, domestic violence and
sexual assault survivors may need anonymity in order to be able to freely
participate in online life or to seek support. LGBT teenagers who are not
able to be “out” to their parents or peers may need to be able to post anon-
ymously in online support groups in order to participate. The same is true
for people with medical conditions who may want to seek support from
online forums without their colleagues or other people in their social or
family circles being privy to their medical information or symptoms. Fi-
nally, political dissidents, especially those who live in countries where free-
dom of speech is sharply curtailed, need the cover of anonymity in order
to express their political views online. Even Facebook, which has had a
real-name policy in the past, is relenting on the policy, allowing users to
have anonymous profiles on some new applications it is developing.”
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Levmore sums up the benefit of anonymous communications: “The
great promise of anonymity is that important information or viewpoints
might be chilled if authors know they will be identified.”*® In addition,
Levmore believes that not allowing anonymity is an unrealistic option for
the Internet, if for no other reason than because it would be prohibitive in
terms of the costs required to enforce such a policy.” He suggests instead
that there may be an intermediate accommodation between prohibiting
anonymity entirely and allowing complete anonymity, for example, re-
quiring that the IP addresses of people who are accused of committing
online harassment be made available to complainants in a legal action.
Others have suggested that law enforcement should be empowered to
have legal authority to access the IP addresses and identifying information
of people against whom a claim of online harassment or abuse has been
made. These measures are referred to as “traceable anonymity.”

Levmore also recommends that, in order to discourage frivolous or ha-
rassing legal actions or actions filed merely to discover the identity of an
anonymous poster, complainants be required to “overcome some mod-
est hurdle”® Citron agrees that requirements for using real names is “too
costly to self-expression,”®! but also advocates that anonymity should be
lifted for “speech that amounts to true threats, defamation, speech integral
to criminal conduct, nonconsensual disclosure of sexually explicit images,
and cruelty amounting to intentional inflection of emotional distress on

purely private matters.”*

Comment Moderation

Comment moderation is another contentious topic with regard to online
forums. Many women who have been the targets of gendertrolling cam-
paigns advocate moderating comments to online articles and posts. Che-
maly says that she believes that online comments should be considered
part of the content of a site.” Blogger Miri Mogilevsky advocates moderat-
ing comments and cites the example of the website of the magazine Popu-
lar Science, where comments were disabled on nearly all their articles.*
The magazine found that there was bitter contention and trolling to such
a degree that they felt it was detrimental to their readers’ comprehension
of the material they were posting. Their argument for shutting down com-
ments was that “even a fractious minority wields enough power to skew a
reader’s perception of a story.”®

Performer, editor, and contributor to Jezebel Lindy West (whose story
is recounted in Chapter 2, Section 2) argues that moderating comments
creates an elevated atmosphere of discussion and debate. She cites as an
example a website she frequents that has moderated comments, saying
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“reading that website feels like a breath of fresh air because the comments
are full of smart, happy, interesting people saying valuable things instead
of garbage.”*® She explains, however, that when she suggests moderating
the comments at other websites for which she writes, she is frequently told
something to the effect of “you can’t just start banning commenters be-
cause then no one will come to the website, and the website will die and
you'll be fired.”®”

One drawback of comment moderation is the monetary cost to online
content providers. As it stands now, online content hosts such as Tumblr,
Facebook, Google, and Twitter already employ large numbers of people,
most of whom are located overseas in countries where labor costs are low,
to scrub their sites of offensive and illegal images.*

ONLINE CONTENT PROVIDERS

Among many people who are grappling with the problem of online abuse,
the consensus seems to be that online content providers, especially social
media platforms such as Twitter and Facebook, can do a lot to improve the
policies that inform their platforms. Lindy West describes her frustration
with social media providers: “It sucks to have to monitor my comments
myself. It would be nice to have some institutional support. . .. There’s no
way that it’s impossible for Facebook or Twitter to just have rules. I don’t
understand why that’s so dangerous. I am not saying it would be easy to
implement and figure out, but I don’t think it’s impossible.”® Writer and
contributor to the Daily Beast Samantha Allen also expresses a sense that
online content providers need to make changes:

If it seems like all we can do is hack at the branches of this problem rather
than its roots, maybe it’s because we’re too focused on the people who use
technologies rather than the technologies themselves. In other words, if we
accept sexism as the more or less inevitable feature of our social world that it
seems to be, efforts to combat Internet harassment would more properly be
aimed at publishing platforms and social media services themselves rather
than their users.”

Twitter

Twitter, for example, has been slow to make attempts to adapt to the abuse
and harassment that takes place on its platform. Twitter has in the past
defended its format as one that honors its strong commitment to free
speech, and it cites the examples of the Arab Spring and the mass protests
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in Turkey in 2013, which were able to take advantage of Twitter’s unique
environment to advance political change in places where it might other-
wise not have been possible.”’ However, culture blogger and notable Jeop-
ardy! champion Arthur Chu points out that Twitter also has features that
make it a unique haven for harassers, in particular Gamergaters:

It’s telling that [Gamergaters] were chased out of Reddit, chased out of
4chan, chased out of comments sections and forums—but they seized on
Twitter as the perfect tool for getting out their message, because blasting
Twitter with noise is very easy. Twitter is almost designed to facilitate large
mobs of anonymous people harassing high-profile targets—the ability for
you to talk smack directly to a celebrity you don’t like is a huge part of Twit-
ter’s appeal that Twitter won’t admit to.”

Many people have also complained of the lengthy process for register-
ing a complaint of abuse or harassment. Caitlin Moran explained that
it was unwieldy and cumbersome to use Twitter’s multi-question forms
when “on a big troll day, it can be 50 violent/rape messages an hour.””* An-
other common criticism is that Twitter has not implemented restrictions
on users who create multiple accounts. Those who use the social media
platform for the sole purpose of harassing others often create multiple
accounts as a way of continuing to harass a person who has blocked them
on one account; it is much like a “never-ending game of whack-a-mole””
as the harasser keeps resurfacing in new Twitter accounts. Finally, Twitter
had a long-standing policy of barring anyone who is not the actual target
of abusive or harassing tweets, that is, users who only witness abuse and
harassment, from reporting the tweets.

Twitter’s advice to those who were dealing with harassing tweets has
been either not to respond in the hopes that the harasser would lose inter-
est, to unfollow or block the harassing person’s account, and, if the abuse
was extreme, to call the police. Twitter was only willing to ban offending
users if they issued “direct, specific threats of violence against others.””

However, after Caroline Criado-Perez, along with many other women,
were sent abusive tweets and bomb threats via Twitter in April 2013, an
online petition was created to ask Twitter to create tools to deal with abu-
sive tweets more efficiently.”® In the fall of 2013, in response to the pub-
lic outcry, Twitter responded by creating a “report abuse” button, which
makes reporting abusive tweets more automatic.

Two incidents appear to have spurred Twitter to make additional
changes to its platform. The first incident occurred when Zelda Williams,
daughter of actor Robin Williams, who took his own life in August 2014,
received such virulent and horrific harassment via Twitter shortly after
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her father’s death that she abandoned the social media platform. There-
after, Twitter partnered with Women, Action, and the Media, a nonprofit
organization dedicated to gender justice in media, to investigate abuse and
harassment of women on its platform. As a result, in early December 2014,
Twitter improved its tools for reporting abuse, including adding the ability
to report abusive and harassing tweets on behalf of others.”

The second incident occurred in late January 2015, when Lindy West
relayed her story of being harassed online in a compelling episode of the
popular podcast This American Life, which brought more mainstream at-
tention to the topic of women being harassed online. On February 2, 2015,
Twitter CEO Dick Costolo issued a statement saying he took “full respon-
sibility for not being more aggressive” regarding harassment and abuse
on Twitter and announced that Twitter would do more to improve how
it deals with those who use the platform for the sole purpose of harassing
others. Costolo announced, “We’re going to start kicking these people off
right and left and making sure that when they issue their ridiculous at-
tacks, nobody hears them.””® Shortly thereafter, Twitter also announced its
decision to hire more staff for its moderation team.”

Despite its recent changes, many people feel that Twitter could still
improve its platform. Some common recommendations from those who
have been attacked on Twitter include placing restrictions on the cre-
ation of multiple accounts within a certain time frame and adding the
ability to report multiple people at once, since harassers often mob a
target so that reporting each one individually is time-consuming. Slate
contributor and freelance writer Amanda Hess advocates prioritizing re-
ports of threats over reports of spam and then following up with users
about the outcome of their reports.** Developer and designer Danilo
Campos recommends creating options that allow for blocking all users
whose accounts are less than 30 days old, blocking new users whose “@”
replies contain words specified by the blocker, and blocking anyone who
has been blocked by more than a specified number of people whom the
user is following.®!

There is some danger of that these safeguards could be used against
those who are being harassed. Certainly harassers can just as easily falsely
report or flag Twitter accounts as abusive as an additional way to harass the
account owner. In fact, Lindy West reports that gendertrolls have turned
the system against her:

Even if we did get better systems in place for Facebook, Twitter, and Youtube
for reporting abuse, those systems could just as easily be used against people
who are being victimized on those systems. When that rape joke thing was
going on, trolls made a fake Facebook profile for me, and then my genuine
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account ended up getting shut down because all of the trolls reported my
genuine account as fake. It’s unbelievably frustrating.®?

This kind of thing may, however, be an inevitable side effect of provid-
ing remedies to people who are victimized, in the same way that domestic
violence laws have been used by shrewd abusers who, claiming they are
the victims, request protective orders against the people they are abus-
ing. Most women who have been gendertrolled agree that better systems
should be implemented even at the risk that they will, on occasion, be used
against them.

Some people have been devising their own ways to deal with harass-
ment on Twitter by creating applications that block groups of people who
have been determined to send harassing or abusive tweets. Some of these
blocking applications include BlockTogether, which hides messages from
new or sparsely followed accounts; BlockBot, a three-tiered list of Twitter
users that other Twitter users can choose to block; and Flaminga, which
allows Twitter users to create secret lists that mute abusive and harassing
users as well as to create filters that mute a specific user and all of their fol-
lowers, which is especially useful in pile-on attacks.

One drawback with these blocking applications is that, on occasion, be-
cause abusiveness and harassment may be in the eye of the beholder, they
have been used to block people who hold differing political opinions rather
than for being abusive or harassing. For example, Caroline Criado-Perez,
whose story of horrific gendertrolling is recounted in Section 3 of Chap-
ter 2, and British journalist and deputy editor of the New Statesman Helen
Lewis are now on one of BlockBot’s proscribed lists.*’ It is ironic indeed
that these two are now on Blockbot’s list, as it was the publicity surround-
ing Criado-Perez’s gendertrolling campaign that led to Twitter adopting
its “report abuse” button, and Lewis is the author of the so-called Lewis’s
law, which originated in a tweet she sent that said, “The comments on any
article about feminism justify feminism.”

Facebook

Facebook is another social media platform that has had to grapple with
online abuse and harassment. Although its terms of service have been
lauded as exemplary because they include language about not allow-
ing bullying, harassment, or hate speech, Chemaly says that the prob-
lem is with its enforcement decisions, describing the “applications of
their terms of service [as] normatively male biased.”® Chemaly de-
scribes Facebook as having had “implicit biases” in the way it has treated
gender-based crimes such as rape, domestic violence, and stalking. As
a result, according to Chemaly, Facebook pages that depicted, glorified,
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and promoted rape and domestic violence were frequently determined
by Facebook moderators to be “controversial humor” and were therefore
left up, although they were repeatedly reported as violating Facebook’s
terms of service. On the other hand, images of women breastfeeding or
women who were engaged in public protests that used nudity as a tactic,
for example, the Russian feminist group Femen, were often taken down
by Facebook.®

In response to these problems, a Facebook Rape Campaign, #FBRape,
was launched by Chemaly, Jaclyn Friedman, executive director of Women,
Action, and the Media, and Laura Bates, founder of the Everyday Sexism
Project, in early May 2013. The campaign, which generated more than
50,000 tweets, more than 4,500 emails, and a Change.org petition with over
222,000 signatures, urged Facebook to change many of its policies with
regard to which content it deemed worthy of taking down and which con-
tent it decided was in accordance with its terms of service.* In May 2013,
the campaign published an open letter to Facebook, signed by more than
50 organizations, demanding that it take action on “pages and images that
explicitly condone or encourage rape or domestic violence or suggest that
they are something to laugh or boast about.”® The letter called on Face-
book to recognize content that trivializes or glorifies violence against girls
and women as falling into their category of prohibited hate speech; to train
moderators to understand, especially given the context of offline violence
against women, how online harassment affects women and men differ-
ently; and to recognize and remove such content.

The campaign also targeted companies that advertise with Facebook by
showing them screenshots of their ads appearing on pages with highly of-
fensive and abusive content. Nissan soon pulled its advertising from Face-
book, and many other companies followed suit.* As a result, 15 advertisers
pulled out of Facebook. On May 28, 2013, Facebook issued a public state-
ment saying “it has become clear that our systems to identify and remove
hate speech have failed to work as effectively as we would like. . .. We need
to do better—and we will.”® In the end, Chemaly reported that Facebook
responded to their demands and implemented them, adding that “Face-
book has done that very well.”*

Although Facebook has shown dedication to making important changes,
activists report that its performance could still be improved by notifying
users regarding the outcome of their complaints and ensuring that reports
of abuse such as harassment, nude images, and bullying are prioritized
over reports of spam.”’ Citron also advocates that Facebook should make
policy changes, including notifying and explaining to complainants the
basis of their decisions and allowing an appeal process® and hiring more
employees to deal with complaints, since its 1.3 billion users necessitate a
sizeable number of staff to deal with these issues.
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Diversify the Workforce at Internet/Technology Companies

A final recommendation for change is that online content providers would
be more responsive to the diversity of people who frequent the sites by
ensuring that their workforce is more representative of the larger popula-
tion, especially in terms of race and gender diversity. Twitter’s workforce is
70 percent male, its technology employees are 90 percent male,” and only
3 percent of Twitter’s U.S. employees are Hispanic or Latino and 2 per-
cent are black.” Facebook employees consist of about 31 percent women,”
while only 15 percent of their technology employees are women and 1 per-
cent are black.”® Google’s workforce is 30 percent women,”” with women
representing 17 percent and black people only 1 percent of its technology
employees.” Only 6 percent of the chief executives of the top 100 technol-
ogy companies are women,” and fewer than 1 percent of the founders of
Silicon Valley companies are black.'"” Filmmaker and author Astra Taylor
reports that Instagram didn’t hire its first female engineer until 2013, al-
though it was founded in 2010."”" According to the Boston Globe, women
are only 11 percent of game designers and 3 percent of programmers.'”*

Brianna Wu explains that “women make up half of all gamers, yet we
make up only a fraction of this industry. . . . Women hold a shockingly
disproportionate number of high level positions in game studios, game
publishers and particularly in leadership roles.”'® She calls “upon the en-
tire industry to examine its hiring practices at all levels.”'** Taylor believes
that many women in technology are driven out by sexism, where women’s
contributions are routinely dismissed and undermined.

Chemaly explains the importance of incorporating diversity in technol-
ogy companies:

People really think that because these platforms are on the Internet, they are
neutral and they are free. But they aren’t. First of all, there’s no such thing as
a neutral platform. These platforms are created by people. Their architecture
is designed by people, their moderation policies are written by people, and
all of those people come to these processes with their own implicit biases
and epistemologies. And because of the lack of diversity in tech engineer-
ing, and in the industry in general, the entire system only really reflects the
life experiences and ways of knowing of an incredibly small special interest
group who is like them.'®

INDIVIDUAL RECOMMENDATIONS

Some recommendations involve suggestions as to what might be helpful
to individual women who have been targeted by gendertrolling attacks as
well as ways to support women who have been targeted. For those who have
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been targeted, Ashe Dryden, programming consultant, conference orga-
nizer, and writer, has a list of suggestions for women who are being attacked
online including letting important people in the woman’s life know that
she is being gendertrolled, checking and adjusting her privacy settings on
Facebook, blocking people on Twitter or using one of the blocking applica-
tions, asking her friends to screen her emails, and carefully documenting the
abuse in case she needs to call on outside help such as law enforcement.'®
Dryden also has advice for those who are seeking to support a woman
who is being targeted with a harassment campaign. She advises, among
other things, not offering suggestions as to how she could handle her ha-
rassment better, making sure it is all right with her before taking or posting
her picture online, asking before posting private plans with her on social
media, and asking before sharing her private contact information with any-
one else such as telephone numbers, email addresses, or physical addresses.

Supportive Messages

Many people emphasize the critical importance of making efforts to show
support to women who are attacked online. Atheist/skeptic blogger Amy
Davis Roth endorses the power of sending positive messages, saying that
“when someone sends in a [positive] email to Skepchick, it means the
world to us. Say thank you, send a nice message.”'” Soraya Chemaly stays
strong by focusing on the people who let her know that they are positively
influenced by her writing. She says, “There are some mornings when I want
to hide under my desk after I push that send message. . .. [But] I keep one
[positive message] on my dashboard. When I get one of the terrible, ob-
scene, slightly violent messages, I think of that person who I am talking
to.'”® Ben Atherton-Zemon, spokesperson for the National Organization
for Men Against Sexism, recommends writing supportive comments in
the comments sections of articles and Facebook posts, sending supportive
emails or tweets to the targeted woman, and reporting abusive comments
and posts to the online content provider where possible.'” Others recom-
mend such simple acts as upvoting posts on Reddit or YouTube or “liking”
Facebook content that is supportive of women who are being harassed.
Lindy West proposes that “a good program would be ‘Email a feminist and
say hi’ [When] you see someone getting ripped to shreds online, send her

an email and say I noticed what’s going on with you.”**°

Support Networks

Many people advocate the importance for women who are being attacked
by gendertrolls to create and reach out to support networks whenever
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possible. Women who have been the targets of long-standing harassment
campaigns speak to how essential such a network can be to the mental
health of those who are targeted. They attest that simply hearing from
others who have been similarly targeted is a helpful reminder that the at-
tacks are not personal, despite the fact that they feel intensely so. Activ-
ist Courtney Caldwell emphasizes that it is only because she has a strong
support group that “the bullying tactics Open Carry Texas used to try to
scare me into silence haven’t worked.”'!! She says her perseverance is not
because of “some superhuman mental fortitude I possess. Again, it’s only
because of my support group. I worry about women who aren’t fortunate
enough to have the support that I do, and decide voicing their opinion
isn’t worth it

CULTURAL CHANGE

A preponderance of women who have been grappling with gendertrolling
have concluded that making cultural change, that is, changing the values
and ideas of those who commit the abuse and harassment, is what will
ultimately be most effective. Creasy sees the cause of gendertrolling located
not in some feature of social media or the Internet, but in the people who
perpetrate it: “It’s not Twitter, Facebook or Ask.fm that makes these people
say these things: there’s something in people that makes them say these sort
of things.”'" British journalist Helen Lewis identifies the behavior as stem-
ming from an underlying “deep-seated hatred towards women.”""* Actor
and women’s rights activist Ashley Judd concurs with Lewis in describing
the motivation for the attacks she sustained for tweeting about a basketball
game: “My tweet was simply the convenient delivery system for a rage to-
ward women that lurks perpetually”'’> Nussbaum comes to a similar con-
clusion: “It is not enough to call the behavior . . . pathological, or the work
of isolated nuts. It is rooted in American culture itself, and in one form or
another, in most cultures of masculinity in the world.”!'¢

Although many people advocate changing values and norms, there are
others who counter that advocating for such changes constitutes restric-
tions on free speech. In response to this claim, Chemaly says, “This isn’t
about censoring people, it’s about changing norms for what is accept-
able”'” Lindy West eloquently articulates the importance of being mind-
ful of words, even in an environment where free speech is permitted, by
focusing on the power that words have to shape the social world: “What we
say affects the world we live in. And we should make an effort to be more
conscious about it because words have consequences. Words contribute
to culture. Culture contributes to people’s actions. These things are not
separate. Words are both a reflection and a catalyst.”!'®
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The conclusion of many who are trying to tackle this problem is that, in
order to truly effect change in gendertrolling behaviors, we need to reduce
misogyny in general by changing the ideas, values, beliefs, and norms that
determine how women are regarded and treated. Quinn writes about get-
ting at the cultural systems that create the environment where online abuse
toward women occurs. She concludes that the fact that these behaviors are
systematic rather than unique and idiosyncratic offers hope for change:

It’s important to know that I am not special here—it’s a fate I share with every
other woman that is a high-profile target of online harassment. This is not a
fluke or just a story of some shitty things happening to someone: this is how
things work. This is a system so clearly defined it is predictive—the equation
is essentially this. Feed into this machine an outspoken marginalized person
with some degree of success or visibility, along with someone with a vendetta
against that person, and what you get out is years of abuse and harassment
directed at the marginalized individual along with galvanization & growth
of communities who participate in that harassment and abuse. Some might
see despair in this systematic abuse, but I see hope and opportunity. Systems
are known quantities, systems can be disrupted, the variables can be tweaked
and changed until they break down, if we have a decent map and try hard
enough to understand how those mechanisms work."

Quinn sees hope in naming and talking about the “system’s existence” as
key to dissecting it and to finding solutions:

I post these updates and talk about the specific gears of this machine that I'm
caught in, in the hope that it spreads. In the hope that we can talk about this
and raise awareness of this system’s existence, and finally do something about
it. In the hopes that if the machinations of online abuse on this scale are laid
bare, and actually TALKED ABOUT, the problem can get in front of enough
eyes and brains to figure out what gears to stick monkey wrenches in, to finally
cause it to grind to a halt instead of grinding down the people targeted by it.'*

Although strategies for making cultural change are never clear-cut or
easily identifiable, some suggestions have been proposed, including pub-
licly speaking out about the problem and increasing social and legal sanc-
tions against those who engage in gendertrolling campaigns.

Speak Out about the Problem

In line with Quinn’s call to talk about the ways women are attacked online,
many other people also advocate continually speaking out and writing
about the problem as a method for effecting cultural change. Cath Elliot,



216  Gendertrolling

British feminist and trade union activist, says “it’s imperative that women
who write online continue to speak out about the abuse we’re subjected
to, and that we expose the Internet misogynists at every opportunity we
get.”!*! Brianna Wu also advocates speaking up as an effective strategy:

First, major institutions in video games, which happen to be dominated by
men, need to speak up immediately and denounce Gamergate. The dam
started to break this week as Patrick Klepek of Giant Bomb broke the silence
at their publication on Monday. Last week, the industry’s top trade group,
the Entertainment Software Association spoke out against Gamergate, say-
ing “Threats of violence and harassment have to stop. There is no place in

the video game community for personal attacks and threats.”!*

Atheist blogger Ophelia Benson concurs and asks specifically for the
support of those who haven’t been harassed: “I think it’s really important
for the people who are not affected by [online harassment], especially
men, to be vocal about their objections to it.”'* Wu also stresses the im-
portance of those who are not the direct victims of the attacks, but who are
only witnesses to them, to speak out rather than remain silent:

Some have [spoken out]. But many more have been silent. In the
male-dominated video game media, many have chosen to sit by and do
nothing as Gamergate picks us off, one by one. IGN [formerly Imagine
Games Network, a website that focuses on video games, films, music, and
other media] has not covered Gamergate. Game Informer has not covered
Gamergate. Ironically, the people who most need to hear this message are
not hearing it, because of an editorial choice to stay on the sidelines.'**

Sarkeesian agrees that, in order to change norms of behavior, those who
have remained on the sidelines, especially those who have prominence or
power, need to be more forthright about their refusal to tolerate abuse of
women:

In terms of the immediacy of the harassment against women in gaming,
I think developers and publishers and key figures in the gaming industry
need to step up and say we do not accept this harassing behavior, we support
women, and further outline steps that they are going to take to try to make
the gaming community more inclusive and more diverse, both within their
hiring practices and also with the games that they’re making.'*

Sanction Harassers

Another way to attempt changes in cultural values and norms is to increase
social sanctions against those who wage gendertrolling campaigns and to
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institute policies of holding them accountable for their actions. Creasy is
one who supports negatively sanctioning those who wage gendertrolling
campaigns: “We need to be able to identify and engage with them and hold
them to account for their behaviour. Because if we don’t, the consequences
could be quite severe.”'?® Victoria McNally, writer and associate editor at
the Mary Sue, a website for women who are interested in geek and pop
culture, also urges that more effort be made toward implementing policies
that sanction such behaviors:

After all, it’s very difficult to point out legitimate criticisms of Sarkeesian’s
analysis when so many assholes on the Internet are using those exact argu-
ments as an excuse to call women sluts and threaten to rape them. Unless we
are all committed to rooting out that kind of behavior when we see it, not
just on an individual level but a systematic one, then it’s going to continue to
fester under the surface and irrevocably ruin the entire community.'?

Kathy Sierra suggests creating and holding to norms of not allowing
threatening or violent speech online, and especially, refraining from glo-
rifying people who engage in harassing and threatening online behaviors
and refusing to accept rationalizations or excuses for their behavior: “If you
want to do something about it, do not tolerate the kind of abuse that in-
cludes threats or even suggestions of violence (especially sexual violence).
Do not put these people on a pedestal. Do not let them get away with
calling this ‘social commentary’, ‘protected speech’, or simply ‘criticism.”'*

Chu also advocates distancing from and showing disapproval toward
those who are targeting and harassing women. Referring to Gamergate, he
says it’s important to “make it clear that what they’re about is unaccept-
able and that if they’re going to continue to be about that they won’t find
friends or shelter in the industry.”'* Chu sees the potential end result of
such a strategy as “once their reputation is shot enough, they stop winning
regular victories and they start getting demoralized, people will peel off
just from fatigue.”"*" Citron cites an example of peer pressure working in
the multiplayer online video game League of Legends, which solicits the
help of its players to assist in monitoring abusive behavior, with some ap-
parent success."!

Change Social Norms through Changing Laws

Many commentators see changing norms at least as important as or per-
haps more important than changing laws. They also see changing laws as
one way to induce cultural change and to signal to people that changes
in norms and standards are taking place. Citron is among those who be-
lieve that legal change can result in changing cultural values and attitudes,
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writing that “education and law can help us combat destructive social at-
titudes.”** Although Nussbaum believes changing laws is important, she
sees cultural change as ultimately more effective: “The more general con-
clusion suggested by my analysis, however, is cultural rather than legal. . ..
Changing [the culture]. . . requires changing pervasive cultural patterns
of thinking and talking about masculinity.”"** Solove agrees that changing
norms rather than just the law is essential to reducing online attacks on
women: “The most effective solutions encourage norm change, and that
occurs not just through the law but through increasing people’s awareness
of the consequences of their online speech.'**

Feminist writer and blogger Amanda Marcotte sums up what she con-
siders to be the long-term solution: “To fight for women’s equality, and
keep fighting until the idea that a woman is anything but equal to a man
is a relic of the past.'*

I have offered here but a few suggestions and recommendations for change
that have been espoused by those who have been affected by or are at-
tempting to remedy the problem of gendertrolling. There are undoubtedly
many more suggestions that have been made and many more that will be
made as more people become aware of and attempt to address this increas-
ingly pervasive and virulent problem for women online. Immediate legal
or technological fixes, while certainly helpful and practical, ultimately will
not do much to change the motivations of gendertrolls to attack women.
As we have seen, those who are bent on harassing, abusing, and threaten-
ing women seem to have endless capacities for adapting their tactics to
new mediums and new technologies. Strategies that advocate for cultural
change have the best hope of being effective at eradicating the motivations
of those who attack women by tackling the root of the problem: misogyny.



Epilogue

they say goldfish have no memory

i guess their lives are much like mine
and the little plastic castle

is a surprise every time

—Ani DiFranco, “Little Plastic Castle”™

In this book, I have attempted to describe and name a new phenom-
enon, gendertrolling, which is happening to women online as misogyny
has morphed to adapt to new technologies, in this case the Internet. I do
not mean for this analysis of gendertrolling to be seen as a fixed phenome-
non, or something that I have definitively nailed down. That is impossible,
especially due to the ever-changing patterns that continually emerge on
the Internet and to the demonstrated ability of misogyny to adapt to new
technologies, structures, and conditions. However, I believe gendertrolling
is a useful concept to identify something that is increasingly happening to
women online that most people are not aware of, as well as to distinguish
it from generic trolling. I look forward to many others weighing in and
further refining, contributing to, and perhaps even correcting the analysis
that I have presented in this book.

Perhaps more important than naming and describing gendertrolling,
I am also attempting in this book to call attention to the fact that gender-
trolling is not a new phenomenon that has arisen as an inevitable conse-
quence of the Internet, but to demonstrate that it is simply a new form

*Song lyrics reprinted with permission from Ani DiFranco, from Little Plastic Castle.
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of age-old misogyny. As feminists and women’s rights activists continue
to work to prevent the Internet from becoming a place that is hostile to
women, it is important to bear in mind that this is by no means a new
battle. Even the very methods suggested in the last chapter to make change
are recognizably similar to those that have been employed, with varying
degrees of success, to effect changes in attitudes and laws regarding other
forms of misogyny, including domestic violence, rape, date rape, stalking,
sexual harassment in the workplace, and street harassment.

It is doubtless the case that, even if we are able to implement laws and
cultural changes that effectively diminish gendertrolling to the point that
it is no longer as significant a problem, other new and creative forms
of misogyny will emerge that future generations of women will have to
contend with.

It’s hard to say what will interrupt this tiresome and seemingly inter-
minable process. One way I think that misogyny is able to succeed in con-
tinually morphing and adapting to new circumstances is that it surprises
a new generation of women each time, who are caught off guard by not
expecting it and who then have to spend their considerable time and ener-
gies describing, naming, and enacting changes for each new iteration of
misogynistic behavior. Perhaps we are always, as the saying goes, fighting
the last war, instead of anticipating the next new form that misogyny will
take—or, at the very least, anticipating that it will, in all probability, morph
to take a new form.

A place to start might be to come to expect these endlessly morphing
iterations—to not be like the goldfish of Ani DiFranco’s song that is con-
tinually surprised by the appearance of a little plastic castle. Perhaps if
women and feminist activists were more prepared to anticipate the seem-
ingly inevitable new iterations of misogyny, it would expedite the process
of coming to recognize the commonalities each new form has with other
earlier forms, which might enable women to identify and to fight them
sooner, with less effort, and with more purpose. Certainly, not being aware
of the history of the immense struggles that women have undertaken to
secure even modest moves toward equality is something that contributes
to the “little plastic castle” effect.

I am hopeful that this book makes a contribution by identifying not
only gendertrolling, but the patterns that it shares in common with count-
less other modes of misogyny. I am therefore calling not only for increas-
ing awareness of gendertrolling, but also for expecting, preparing, and
even planning for a wide variety of new and creative forms of misogyny as
it continues to adapt to the Internet, as well as to other as-of-yet unfore-
seen technologies that arise in the future.
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