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Neither are the interactions that take place online evidence of some
imagined natural state of humanity. Rather, they are reflections of the so-
cial and cultural values of the people who participate in online conversa-
tions and activities. Similarly, the popularity or survival value of a meme
is not useful as a singular measure of its value. (To wit, fast food is highly
popular, but that fact alone is not a good indicator of its merits as natu-
ral or as food.) To see online interactions as evincing or uncovering true
human nature ignores that they are merely expressions of the thoughts,
priorities, and values of the people who are creating and shaping the inter-
actions. The end result is a kind of tautological confirmation bias, where
people who see the world a certain way go online and, because they cluster
in havens where there are many others who see the world similarly, they
are convinced that this is evidence that this is true human nature, emerg-
ing in its raw and unfettered form.

The Internet Is Real Life

A second criticism of techno-libertarians’ slavish devotion to absolute free
speech is that the Internet cannot be sharply divided in any real sense from
offline life, as so many gendertrolled women have emphasized. The In-
ternet is comprised of actual people who are communicating online; it is
not some separate, magical, fantasy world where no harm can be done to
living, breathing, flesh-and-blood people. Therefore, the Internet should
not be exempt from laws, regulations, and policies that govern offline life.
Although some of the most harassing and abusive online speech might
well be popular due to its sensationalistic aspects and therefore is a “win-
ning” meme, such speech nonetheless causes harm to those to whom it is
directed. And threats, whether they are made off- or online, have real ef-
fects, in real life, to actual people.

Feminist writer, media critic, and activist Soraya Chemaly speaks of the
impossibility of a sharply defined boundary between online and offline life:

The culture at large creates a distinction, which is completely artificial and
detrimental, between online and offline life. In fact, we live our lives seamlessly
on both. We cannot work without the Internet. We connect with our families
and friends on the Internet. We keep in touch with our children and parents
online. That is just a completely false premise that somehow there is this ab-
stracted virtual world that does not have consequence and meaning offline.

Taylor echoes similar sentiments and focuses on the ways that offline
marginalization is reinscribed online, in part due to the denial that online
life is a reflection of real-world social problems:
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The digital is not some realm distinct from “real” life, which means that the
marginalization of women and minorities online cannot be separated from
the obstacles they confront offline. Comparatively low rates of digital par-
ticipation and the discrimination faced by women and minorities within the
tech industry matter—and not just because they give the lie to the egalitar-
ian claims of techno-utopians.”

Free Speech Rights Are Not Absolute

Freedom of speech is guaranteed by the First Amendment of the U.S. Con-
stitution only insofar as the government cannot pass a law to abridge free
speech; the doctrine of free speech does not mean that private companies,
such as those who provide social media and other Internet platforms, have
to tolerate or allow all kinds of speech. The guarantee of freedom of speech
is a right that cannot be violated by the government and is applied only
to attempts by the government to restrict speech. Private actors, such as
online content providers or social media platforms, can regulate speech as
much as they like without infringing on the First Amendment.

It is also important to bear in mind that in offline life, free speech is
not absolute: for example, libelous or defamatory speech is not protected.
Likewise, speech that constitutes copyright infringement, incites violence,
or is an integral part of committing crimes, such as extortion or solicita-
tion, is also not protected under the First Amendment. In addition, brib-
ery, plagiarism, “fighting words,” and speech that constitutes fraud are
not protected.”® Significantly, speech that constitutes a true threat, that is,
“speech intended to convey a serious intent to hurt another person or that
a reasonable person would interpret as expressing a serious intent to cause
bodily harm,” is also not protected speech.” Certainly, many of the posts or
comments by gendertrolls can reasonably be considered to be true threats.

Free Speech Is Not the Most Important of All Values

Another criticism of techno-libertarians is that holding freedom of speech
as a value above all others is simplistic and reductive. Arthur Chu speaks
to this:

Ive already seen what happens when you get a culture that, rather than
asking to what end we defend free speech, valorizes free speech for its own
sake and thus perversely values speech more the more pointlessly offensive
it is—because only then can you prove how devoted you are to freedom by
defending it.*



192  Gendertrolling

Tim O’Reilly, founder of a company that publishes books on technol-
ogy and computers, reiterates that “there’s a strong undercurrent on the
Internet that says that anything goes, and any restriction on speech is un-
acceptable.” However, he believes that it is “ridiculous to accept on a blog
or in a forum speech that would be seen as hooliganism or delinquency
if practiced in a public space.”® These commentators acknowledge that
free speech is valued excessively on the Internet and believe that the value
of free speech, while clearly important, should not trump all other values
or considerations, such as, for example, the values of equality, justice, and
equal opportunity to participate in public discourse, as well as the merits
of engaging in discussions that are characterized by civility and logic in
which ideas rather than insults and threats are exchanged.

Absolute Free Speech Tends toward Inequality

Finally, completely unrestricted free speech tends to augment inequality;
in short, it enables bullying. Without any restraints on speech whatsoever,
particularly those prohibiting true or credible threats, full rein is given to
those who are willing to threaten and coerce others in order to intimidate
them into withdrawing from full participation online. Astra Taylor cau-
tions against “the tendency of open systems to amplify inequality—and
new media thinkers’ glib disregard for this fundamental characteristic.”®
Accordingly, a commitment to absolute and unrestricted free speech on
the Internet has the ironic effect of stifling and silencing the speech of
those who are bullied and harassed into silence or who withdraw entirely
from Internet conversations due to harassment, abuse, and threats. Tay-
lor explains that this “peculiar brand of libertarianism in vogue within
technology circles means a minority of members—a couple of outspoken
misogynists, for example—can disproportionately affect the behavior and
mood of the group under the cover of free speech.® Ally Fogg, a British
writer and journalist and columnist at the Guardian, eloquently sums up
this idea, “the use of hate speech, threats and bullying to terrify and intimi-
date people into silence or away from certain topics is a far bigger threat to
free speech than any legal sanction.”** Chemaly summarizes how the value
of unrestrained free speech privileges abusive dynamics:

When we say to women, why don’t you fight back, or just let it roll off your
back, or it’s not serious, we amplify that distinction because we’re asking
women to overcome decades of socialization in which their speech is sup-
posed to be more quiet, less aggressive, more genteel, more polite, they’re not
supposed to interrupt, not supposed to disrupt. That’s the dominant speech
being expressed by harassers and abusers, and American interpretations of
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freedom of speech and freedom of expression reward that abusive dominant
male dynamic.®

Citron adds an important point about speech on the Internet: “Because
the Internet serves as people’s workspaces, professional networks, résumés,
social clubs, and zones of public conversation, it deserves the same protec-
tion as offline speech. No more, no less.”® Citron elaborates on how not
having any restraints on destructive speech hampers the speech of those
who are being attacked:

Restraining a mob’s most destructive assaults is essential to defending the
expressive autonomy of its victims. Preventing mobs from driving vulner-
able people offline would advance the reasons why we protect free speech in
the first place, even though it would inevitably chill some speech of online
mobs.

Laurie Penny, British journalist and a contributing editor at the New
Statesman, sums up,

I believe the time for silence is over. If we want to build a truly fair and vi-
brant community of political debate and social exchange, online and offline,
it’s not enough to ignore harassment of women, LGBT people or people of
colour who dare to have opinions. Free speech means being free to use tech-
nology and participate in public life without fear of abuse—and if the only
people who can do so are white, straight men, the Internet is not as free as
we’d like to believe.®

This is not to argue that there should be proscriptions against unpopu-
lar ideas, or even “hate speech,” which is currently protected speech under
the First Amendment. But laws that apply to speech that serves the sole
purpose of threatening and frightening others through possible bodily
harm—in other words, true threats—should be enforced online as well
as offline.

The cultural defense mechanisms—shooting the messenger, denial,
shifting culpability, and claims of inevitability—that have been employed
in the past to stave off full recognition of myriad abuses against women
have also been used to stymie women’s attempts to name, define, and ex-
plore remedies for their unique experiences of harassment, abuse, and
threats online. To the extent that these defense mechanisms are effective in
creating confusion and doubt, patterned behaviors such as gendertrolling
cannot be recognized, clearly defined, and accurately named. The lack of
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a clearly identifiable pattern in turn thwarts efforts to work toward en-
forcing existing laws, implementing new policies and laws, and raising
awareness for cultural change. In order to have an effect on diminishing
gendertrolling attacks on women, activists must therefore do the double
work of clearly describing and naming the rampant harassment and abuse
of women online, while also effectively countering the array of defenses
brought to bear against their efforts.



Chapter 9

Recommendations for Change

In this chapter, I summarize some of the recommendations that a variety
of people have made as to what changes might be useful to address the
problem of gendertrolling. It is unclear which suggestions would be most
effective, but I include a great many so that wiser minds than mine can sort
through them and determine which have the most hopes of being success-
ful. In the area of the law, legal scholars advocate increasing the enforce-
ment of existing laws, especially laws against true threats, and training law
enforcement to become more familiar with patterns of stalking and threats
that take place online. Many also recommend amending or implementing
new laws that specifically address the unique kinds of abuse and harass-
ment that occur online.

Other advocates have recommended making changes to Internet policies
and protocols, for example, eliminating or discouraging anonymity online
or increasing comment moderation. Most of those who are attempting to
bring attention to this topic recommend implementing technological fixes
or policy changes for online content providers, especially social media.
Many people have offered suggestions on how to ameliorate the damaging
effects when women become victims of a gendertrolling campaign. Finally,
because online life is a reflection of offline life, a preponderance of activ-
ists have come to the conclusion that widespread cultural change regarding
attitudes toward women must take place before gendertrolling attacks will
diminish.
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INCREASE ENFORCEMENT OF EXISTING LAWS

Because gendertrolling campaigns induce terror and a fear of bodily harm
in the targeted women to such an extent that they often alter their real-life
routines, withdraw from the Internet, or even move in order to keep safe,
a potentially powerful strategy to remedy this would be to extend enforce-
ment of existing laws against offline threats to the credible threats that are
made online. The Interstate Communications Act (18 U.S.C. § 875), which
states “Whoever transmits in interstate or foreign commerce any commu-
nication containing . .. any threat to injure the person of another, shall be
fined under this title or imprisoned not more than five years, or both,”" is
widely interpreted to prohibit threatening people over the Internet. Dani-
elle Keats Citron, a legal scholar whose work focuses on cyber law, affirms
that “the First Amendment does not protect ‘true threats’ that communi-
cate a serious intention to commit violence against particular individuals,”
and she argues that “threats of violence made via new technologies are not
immunized from penalty on free speech grounds.™

Nevertheless, as it stands now, law enforcement by and large does not
treat online threats with the same seriousness as offline threats. Video
game developer Brianna Wu issued a statement calling on law enforce-
ment generally, and the FBI specifically, to “to step it up. This will not
stop until you show the public that there are consequences to these il-
legal acts.” British Member of Parliament Stella Creasy agrees, arguing
that, legally, “there should be ‘no distinction’ between online and offline
abuse.” Creasy compared the treatment of offline versus online threats: “If
I received a bomb threat through the post, there is a protocol for dealing
with that, but if I receive it online there is nothing in place. . . . We have
to challenge this attitude that women just have to learn how to deal with
these online threats, that they should be ignored.”

Increased enforcement of these laws would go a long way to rendering
online activities safer for women, so that even if women still received hor-
rific and graphic insults, they would have safeguards against the harass-
ment escalating into potential physical harm. Enforcing the laws would
also create a considerable chilling effect on those sending threats, once
they observe that online threats are being taken seriously and that perpe-
trators fined or jailed, or both. In response to the online harassment of her
constituent Brianna Wu, Congressperson Katherine Clark recently issued
a public statement calling on the Department of Justice to enforce existing
federal laws, such as the Interstate Communications Act, which makes it
a crime to “to transmit threats of bodily injury in interstate commerce,”
or the Federal Cyberstalking Statute, which criminalizes using “electronic
communication to place a person in reasonable fear of death or serious
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bodily injury.”® Clark also sent a letter to other members of Congress as
well as to the House Subcommittee on Commerce, Justice, Science, and
Related Agencies asking them to specifically address online threats in the
2016 appropriations act.’”

The recommendation to enforce laws against making true threats is
separate from the issue as to whether hate speech laws should be adopted
in the United States. Unlike hate speech, hate crimes, which are crimes
whose motivation is interpreted as having arisen out of animus toward a
particular group, are illegal. Although hate speech can help determine the
presence of such animus, the hate speech itself is not the crime. Unlike
many other countries around the world, the United States does not have
laws against hate speech other than the legal prohibition against “fighting
words.”®

Citron describes what she sees as a fundamental difference between hate
speech, which is “fully protected speech,” and the kind of online harassment
against women that is “targeted attacks on individuals,” which “might con-
stitute true threats or constitute intentional infliction of emotional harm
or violate people’s rights to privacy, sexual invasions of privacy, defama-
tion.”” Although some people do advocate implementing hate speech laws
in the United States, actually enforcing laws against credible threats would
go a long way toward addressing gendertrolling without having to create
additional restrictions on speech.

The Supreme Court recently ruled on a case, Elonis v. United States,
involving credible threats made on Facebook. Anthony Elonis posted on
his Facebook page threats to kill his ex-wife, her father, coworkers, an FBI
agent who was investigating his case, and some school children. He even
referenced the Sandy Hook Elementary School shooting in one threat he
posted, which he claimed were “song lyrics”:

Enough elementary schools in a ten mile radius to initiate the most heinous
school shooting ever imagined And hell hath no fury like a crazy man in a
kindergarten class."

Elonis maintains that he did not intend his statements to be threatening
and points to disclaimers he posted on his Facebook page saying that he
was exercising his First Amendment rights to free speech. He also said that
the statements he posted were rap lyrics and as such were artistic expres-
sion and therefore protected speech. He was convicted of making credible
threats by a lower court and was sentenced to 44 months in prison, which
he served."

Garrett Epps, contributing editor to the Atlantic, argues that despite
Elonis’s assertion that he was just expressing himself by posting rap lyrics
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and that he didn’t have the intention to threaten anyone, Elonis “knew he
was terrifying his wife—a court had told him so and ordered him to stop.
He posted that he intended to carry out ‘the most heinous school shoot-
ing ever imagined’; when two federal agents visited him after the school
threat, Tone Dougie [Elonis’s assumed “rap name”] warned them that if
they came again he would blow them up with a suicide vest.”'? After Elo-
nis’s ex-wife took out a restraining order against him, he posted “Fold up
your [restraining order] and put it in your pocket / Is it thick enough to
stop a bullet?”*?

The case turned on whether a conviction for making credible threats
“requires proof of the defendant’s subjective intent to threaten . . . or
whether it is enough to show that a ‘reasonable person’ would regard the
statement as threatening.”'* The Supreme Court’s decision avoided the
First Amendment issues regarding protected speech and true threats, and
ruled that criminal prosecutions, such as Elonis’s, must take into account
the intent of the perpetrator. The Court said that the prosecutors in Elo-
nis’s case had to establish that it was his purposeful intent to make threats
in order to convict him of criminal behavior.

Justice Samuel Alito, who concurred in part and dissented in part with
the decision, did grant that “whether or not the person making a threat
intends to cause harm, the damage is the same.”"” Alito added that “state-
ments on social media that are pointedly directed at their victims. . . are
much more likely to be taken seriously [than actual song lyrics]. To hold
otherwise would grant a license to anyone who is clever enough to dress
up a real threat in the guise of rap lyrics, a parody, or something similar.”*¢
The Court’s ruling does not mean that Elonis is not guilty of making cred-
ible threats; it is possible that his case will be retried with this higher stan-
dard for conviction in mind and that he could be found to have had the
intent to threaten, in which case his previous conviction will stand.

A potential negative outcome of the Court’s decision is that it establishes
a more permissive environment with regard to those making online threats
at a time when the opposite tack is needed. Rather than using a reasonable
person standard in order to make a determination of credible threats, the
Court held to the standard of a subjective intent to threaten, which raises
an additional hurdle for women who are threatened online to get justice.
This is an especially difficult hurdle because establishing intent can be more
complicated and tricky than making an assessment as to how statements
appear to a reasonable person. In addition, the person making the threats
can simply make the claim that he did not intend his statements as threats.
Criminal defendants can and do lie about their intentions. Feminist author
and blogger Amanda Marcotte explains that “gaslighting is now being used
as a legal tactic. . . . Gaslighting is why we can’t locate the definition of a
threat inside the brain of the person issuing it. Most abusers are fairly good
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about lying when called out and the odds that many will admit they are
trying to scare and control people with threats are pretty damn low in most
cases.”'” The standard of intent applied to the determination of credible
threats adds a layer of difficulty at a time when it needs to be easier rather
than harder to enforce the law against credible threats. Finally, the focus on
the intentions of the perpetrators diverts attention from the social reality
of those who are being victimized. Sandra J. Badin, coauthor of an amicus
brief to the Elonis case by the National Network to End Domestic Violence,
emphasizes that “the harms caused by threats of violence don’t depend on
the speaker’s private intentions for communicating his threatening state-
ments.”'® In an ironic note that lends credence to the assessment by Elonis’s
ex-wife for his propensity for violence, he was recently charged (after serv-
ing his prison sentence for threatening his ex-wife) with domestic-violence-
related simple assault and harassment after hitting his girlfriend’s mother in
the head when she attempted to get him to leave her home."

Although the ruling in this case was perhaps a step backward, neverthe-
less, implementing changes in laws and jurisprudence that would facilitate
better and more streamlined enforcement of laws against credible threats
would be a significant step toward undermining the climate of fear and un-
certainty about personal safety that gives hate speech its additional power.

Increase Training for Law Enforcement

Increasing enforcement of the law against true threats will require spe-
cial training of law enforcement, including the police and the FBI. As it
stands now, law enforcement has been, for the most part, unresponsive
and ill-equipped to respond adequately to gendertrolling attacks against
women. Creasy emphasized the need for law enforcement to take online
threats more seriously:

Of course it’s distressing to receive these threats. I was told my attacker would
fuck my dead corpse—it’s grim. . . . I want the police and other services to
be able to understand the impact of these messages. I don’t want them to tell
me how to learn to cope—I want to hear they are doing something about it.?’

Wu concurs and adds that law enforcement should be provided the
tools it needs to enforce laws against online threats:

[Wu’s harasser is] still tweeting threats at me, and by doing nothing—law
enforcement [is] enabling it. The long term solution is to make sure law
enforcement has the tools it needs to prosecute online harassment. . . . This
is going to require funding, it’s going to require laws be [passed] that clearly
outline whose responsibility it is to respond to these threats.!
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Wu went on to detail that, despite the fact that the threats against her
were detailed and credible, the police were mostly unresponsive:

[The people who are threatening Wu online are] saying who, what, where,
why, when. . . . They said I was going to be on the front page of your site
when they murdered me.

I had someone last week [who] made a video talking about how they’re
going to murder me. . .. This is not just, “I'm going to kill Brianna,” this is
like a multi-minute rant about why they want to murder me, how. Their
face is visible in the video. I have their name and testimony from the people
who know them and how unbalanced they are. This person lives 15 minutes
from my house.

This is what I want to emphasize for you—as much as you can have
something going for you with death threats, I do. .. I have a very high profile
case. There’s so much media attention. I have the ear of the police. They have
every reason to want to solve this crime, but at the same time nothing has
happened, even giving them as much as information as I have.”

Journalist Anna Merlan, who also attempted to contact the police re-
garding her own online harassment, explained that “there are pretty good
harassment and stalking laws on the books in most states that could be
used to prosecute people who make clear threats online. But something
about the online environment makes police lose interest.”* She adds that
“in practice, it’s been hard for cops and courts to separate what constitutes
a true threat online from what’s protected as free speech.”** Merlan also
expresses frustration with the fact that many law enforcement personnel
are not familiar enough with online environments in order to understand
how online harassment and threats function: “We’ve heard from many
women that local police are often well-intentioned and wanted to be help-
ful, but [they] may not even know what Twitter . . . is never mind the
power it can have and the real effects it can have on someone’s life and
feelings of safety and ability make money.”” According to Merlan, “Not a
single violent threat made against Wu, Anita Sarkeesian or Zoe Quinn has
result[ed] in an actual, prosecuted criminal case.”?

Katherine Clark agrees that it is very difficult to get law enforcement to
take online threats seriously and adds that the situation reminds her, as a
former prosecutor, of “what we would see 20 years ago around domestic
violence.”*

Independent video game developer Zoe Quinn weighs in the frustra-
tions of trying to get law enforcement to take online threats seriously:

Think [Gamergate] is hard to explain to a friend? Try a legal system that
doesn’t really understand what the Internet is yet—it’s like trying to push
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cooked pasta through the eye of a needle. Try explaining shit like 4chan to
an officer who types with henpeck hands and getting handed a police report
that makes you feel like praying the abuse away may be more effective. Law
enforcement is prepared for familiar things like “here is a death threat, here is
someone violating a restraining order, here’s where they openly discuss want-
ing to rape me”, but trying to convey how things work online is frustrating.?®

Merlan notes, however, that there have been several instances of law
enforcement taking online threats very seriously—when the threats were
aimed at the police. She notes that the FBI arrested Jeremiah Perez for a
YouTube comment he posted that said, “WE VETERANS WILL KILL RE-
TIRED HELPLESS COPS.” Merlan reports that, within days of Perez mak-
ing the threat, “the FBI contacted Perez’s Internet service provider, started
physically surveilling his house, ran his license plates, pulled his military
records, executed a search warrant, and arrested him.”? She also recounts
a case of local police reacting quickly when they became aware of online
threats against them. When Brooklyn resident Jose Maldonado posted
“Might just go out and kill two cops myselfl!!” on his Facebook page, he
was tracked down and arrested by the New York police the same day.*

Increasing enforcement of the laws against credible online threats will
require special training of law enforcement, including the police and the
FBI as well as judges. It is important to educate law enforcement that ad-
vising women to leave the Internet is not useful, especially because of the
Internet’s centrality in performing many jobs and because social media is
not only for “fun,” but is also often used in professional activities. Train-
ing should also include information as to how social media sites work and
the hazards incurred by doxxing and other “real-life” incursions of online
activities, as well as how to track anonymous harassers by obtaining their
IP addresses. Comprehensive training on these and other topics related to
enforcing the law against true threats online will be essential if women are
to be able to avail themselves of the full protection of current laws.

PROPOSED LEGAL REMEDIES

In addition to enforcing already-existing laws, scholars have recommended
implementing various legal remedies to attempt to address gendertrolling
and other abusive and harassing speech on the Internet. Existing state and
federal laws have not fully kept up with changing technologies. For exam-
ple, some harassment laws require that threats must be made directly from
the harasser to the targeted person, as in an email; there is no provision in
most laws for threats that are posted to third-party websites such as 4chan
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or 8chan. In addition, stalking laws are often outmoded in that they do not
account for the ways that Internet harassment allows for wide dissemina-
tion of content, that harassers can be physically far removed from their tar-
gets and can remain anonymous, that harassers can impersonate a victim
in order to create additional harm, and that harassers are often successful
in egging others on to contribute substantially to harassment campaigns.*!

What follow are some of the suggestions that legal scholars have made
to amend the law in order to deal more effectively with online harassment,
abuse, and threats.

Make Cyberharassment a Federal Crime

Telecommunications attorney Sarah Jameson argues that the federal gov-
ernment should and can legally recognize and define cyberharassment
and that to do so would not violate privacy or free speech laws. She ad-
vocates defining cyberharassment as using “a computer network form of
electronic communication to target a specific person for no defined pur-
pose, and through the use of words or language, aim to harass, annoy,
embarrass, abuse, threaten, induce fear of bodily harm, or a combination
thereof, in a victim.”** She advocates criminalizing cyberharassment, mak-
ing it legal to trace IP addresses of anonymous parties who use the Internet
to cyberharass, and making it a federal crime when a person goads another
person to commit suicide as a direct result of cyberharassment.*

Amend the Communications Decency Act

An important law governing the Internet is the Communications Decency
Act (CDA), which was passed in 1996. A key provision of this law, Sec-
tion 230, states that “no providers or users of an interactive computer
service shall be treated as the publisher or speaker of any information pro-
vided by another information content provider.”** This section establishes
that online content providers or those who operate websites or blogs can-
not be held liable for user-generated content, such as comments or videos
that are posted on the websites or blogs. Courts have ruled that this immu-
nity holds for cases where an online content provider fails to remove con-
tent, even if the provider knows that the content is defamatory or invades
the privacy of others.

Daniel J. Solove, a legal scholar on communication privacy law, sug-
gests that, rather than providing for complete immunity for online content
providers, Section 230 of the CDA should be modified in order to provide
notice-and-takedown remedies, so that content that violates the law, such as
content that is defamatory or invades privacy, must be taken down within
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a reasonable time period after notification to the online content provider.”
In order to inhibit people from making false notice-and-takedown claims to
extort money or otherwise harass people, Solove also recommends that pen-
alties be imposed for those who abuse the notice-and-takedown provisions.
He also advises that the damages awarded for defamation and invasion of
privacy should be limited so as not to encourage abuse of this remedy.

Saul Levmore, a legal scholar who writes on Internet anonymity, how-
ever, does not see a notice-and-takedown policy as a good remedy because
he says it is prohibitively expensive and does not help those who are not
immediately aware that defamatory content about them has been posted.*

Amend the Federal Cyberstalking Statute

The Federal Cyberstalking Statute (18 U.S.C. § 2261A) makes it a felony to
“use any ‘interactive computer service or electronic communication ser-
vice or electronic communication system’ to engage in a ‘course of con-
duct’ with intent to harass or intimidate another person.””” This statute
includes penalties for placing “the other person in reasonable fear of seri-
ous bodily injury or death” or for causing “a reasonable person to ‘suffer
substantial emotional distress.”* Citron points out that this statute is not
useful for attacks that have the characteristics of gendertrolling because
it does not take into account the cumulative actions of a cybermob on a
targeted woman and is instead written with the acts of individual stalk-
ers in mind.”” Law professor Naomi Harlin Goodno also notes that this
“statute does not squarely deal with situations where the cyberstalker pre-
tends to be a victim and encourages third parties to innocently harass the
victim.”*® Citron advocates that one way to strengthen this statute would
be to include a takedown remedy so that if a court determines that con-
tent is constitutionally unprotected speech, such as a true threat, the court
could order that the online content provider must remove the content.*
Goodno recommends that existing doctrines, such as this statute, should
be applied “liberally.” She also advocates “recognizing new applications of
firmly rooted doctrines” due to the unique characteristics of the Internet
such as the permanence of online speech and its ability to reach an ex-
tremely wide audiences.*

Expand the Appropriation Tort

Solove also advocates expanding one of U.S. privacy torts, the appropria-
tion tort, which already prohibits the use of someone else’s name or like-
ness for financial gain.” The appropriation tort currently does not apply
when a person’s images appear on social networking sites, which means it
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cannot be used on issues related to the Internet. Solove concludes that the
appropriation tort should be expanded to cover the Internet, but to apply
only when a person’s images or personal information are used in matters
that are not of public concern.*

Use Civil Rights Law

Several commentators recommend adapting or expanding already-
existing civil rights laws to provide legal protections against the new kinds
of harassment and threats that are happening online. Citron sees the cur-
rent state of online harassment and abuse as civil rights violations against
women because “[s]o much of online harassment of women, without ques-
tion, is because they are women”™ and because such abuse and harass-
ment “discourages [women] from writing and earning a living online. It
interferes with their professional lives. It raises their vulnerability to offline
sexual violence. It brands them as incompetent workers and inferior sexual
objects. The harassment causes considerable emotional distress.”*® She rec-
ommends using a comprehensive legal approach that includes “traditional
criminal prosecution, tort remedies, and civil rights actions,” as well as spe-
cific remedies derived from civil rights law to address the problem.*

Citron suggests using the Civil Rights Act of 1968 (18 U.S.C. § 245),
which states that “whoever. . . by force or threat of force willfully injures,
intimidates or interferes with, or attempts to injure, intimidate or interfere
with any person . . . in order to intimidate such person ... from ... ap-
plying for or enjoying employment” shall be subject to a fine and impris-
onment.” Citron also recommends using the Violence Against Women
Act (VAWA), suggesting that “Congress could amend VAWA pursuant
to its power to regulate an instrumentality of interstate commerce—the
Internet—to punish anonymous cyber mobs that threaten individuals be-
cause of their gender or sexual orientation.”* Other civil rights laws that
Citron suggests could be useful in addressing the harms of online harass-
ment and abuse of women or other targeted groups include Title VII of the
Civil Rights Act of 1964 and the Ku Klux Klan Act of 1871.%°

PROPOSED CHANGES TO ONLINE POLICIES
Anonymity

The Supreme Court has ruled that the First Amendment protects the right
to speak anonymously, ruling that “anonymity is a shield from the tyranny
of the majority.”>' However, some commentators are calling for restricting
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or eliminating entirely anonymity on the Internet. One legal scholar, Mar-
tha Nussbaum, sees anonymity as an inducement to online harassment:

The anonymity of the AutoAdmit writers is a major source of their freedom
to create for themselves a shame-free zone in which they can inflict shame
on others: so my analysis suggests the importance of requiring identification
as a condition of posting.™

It may well be the case that people are more willing to say or do socially
unacceptable things if they have the cover of anonymity and are therefore
less likely to be held to account for their actions. A recent study found that
44 percent of nonanonymous commenters versus only 15 percent of anon-
ymous commenters posted civil comments on online news articles. The
study reported that, of the 137 largest U.S. newspapers surveyed, nearly
half no longer allow anonymous comments online.”® The study’s author
concluded, “In short, when anonymity was removed, civility prevailed.”*
Levmore also notes that offline, hard-copy newspapers, except in special
cases, do not publish articles or letters by anonymous authors.”

However, feminist writer, media critic, and activist Soraya Chemaly says
she does not see anonymity as a primary contributor to online abuse and
harassment:

Anonymity is not the major driver of online harassment. The worst threats
I’ve gotten have not been from anonymous people. They’ve been from peo-
ple perfectly comfortable using their faces and names. Anonymity definitely
frees some people to speak abusively. It’s not really the cause of the abuse.
I would argue that it is more the symptom of an overall abusive culture. An-
onymity is vitally important for so many people who cannot speak freely.

Most people agree that there are benefits to online anonymity that
outweigh the costs of disallowing it. For example, domestic violence and
sexual assault survivors may need anonymity in order to be able to freely
participate in online life or to seek support. LGBT teenagers who are not
able to be “out” to their parents or peers may need to be able to post anon-
ymously in online support groups in order to participate. The same is true
for people with medical conditions who may want to seek support from
online forums without their colleagues or other people in their social or
family circles being privy to their medical information or symptoms. Fi-
nally, political dissidents, especially those who live in countries where free-
dom of speech is sharply curtailed, need the cover of anonymity in order
to express their political views online. Even Facebook, which has had a
real-name policy in the past, is relenting on the policy, allowing users to
have anonymous profiles on some new applications it is developing.”
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Levmore sums up the benefit of anonymous communications: “The
great promise of anonymity is that important information or viewpoints
might be chilled if authors know they will be identified.”*® In addition,
Levmore believes that not allowing anonymity is an unrealistic option for
the Internet, if for no other reason than because it would be prohibitive in
terms of the costs required to enforce such a policy.” He suggests instead
that there may be an intermediate accommodation between prohibiting
anonymity entirely and allowing complete anonymity, for example, re-
quiring that the IP addresses of people who are accused of committing
online harassment be made available to complainants in a legal action.
Others have suggested that law enforcement should be empowered to
have legal authority to access the IP addresses and identifying information
of people against whom a claim of online harassment or abuse has been
made. These measures are referred to as “traceable anonymity.”

Levmore also recommends that, in order to discourage frivolous or ha-
rassing legal actions or actions filed merely to discover the identity of an
anonymous poster, complainants be required to “overcome some mod-
est hurdle”® Citron agrees that requirements for using real names is “too
costly to self-expression,”®! but also advocates that anonymity should be
lifted for “speech that amounts to true threats, defamation, speech integral
to criminal conduct, nonconsensual disclosure of sexually explicit images,
and cruelty amounting to intentional inflection of emotional distress on

purely private matters.”*

Comment Moderation

Comment moderation is another contentious topic with regard to online
forums. Many women who have been the targets of gendertrolling cam-
paigns advocate moderating comments to online articles and posts. Che-
maly says that she believes that online comments should be considered
part of the content of a site.” Blogger Miri Mogilevsky advocates moderat-
ing comments and cites the example of the website of the magazine Popu-
lar Science, where comments were disabled on nearly all their articles.*
The magazine found that there was bitter contention and trolling to such
a degree that they felt it was detrimental to their readers’ comprehension
of the material they were posting. Their argument for shutting down com-
ments was that “even a fractious minority wields enough power to skew a
reader’s perception of a story.”®

Performer, editor, and contributor to Jezebel Lindy West (whose story
is recounted in Chapter 2, Section 2) argues that moderating comments
creates an elevated atmosphere of discussion and debate. She cites as an
example a website she frequents that has moderated comments, saying
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“reading that website feels like a breath of fresh air because the comments
are full of smart, happy, interesting people saying valuable things instead
of garbage.”*® She explains, however, that when she suggests moderating
the comments at other websites for which she writes, she is frequently told
something to the effect of “you can’t just start banning commenters be-
cause then no one will come to the website, and the website will die and
you'll be fired.”®”

One drawback of comment moderation is the monetary cost to online
content providers. As it stands now, online content hosts such as Tumblr,
Facebook, Google, and Twitter already employ large numbers of people,
most of whom are located overseas in countries where labor costs are low,
to scrub their sites of offensive and illegal images.*

ONLINE CONTENT PROVIDERS

Among many people who are grappling with the problem of online abuse,
the consensus seems to be that online content providers, especially social
media platforms such as Twitter and Facebook, can do a lot to improve the
policies that inform their platforms. Lindy West describes her frustration
with social media providers: “It sucks to have to monitor my comments
myself. It would be nice to have some institutional support. . .. There’s no
way that it’s impossible for Facebook or Twitter to just have rules. I don’t
understand why that’s so dangerous. I am not saying it would be easy to
implement and figure out, but I don’t think it’s impossible.”® Writer and
contributor to the Daily Beast Samantha Allen also expresses a sense that
online content providers need to make changes:

If it seems like all we can do is hack at the branches of this problem rather
than its roots, maybe it’s because we’re too focused on the people who use
technologies rather than the technologies themselves. In other words, if we
accept sexism as the more or less inevitable feature of our social world that it
seems to be, efforts to combat Internet harassment would more properly be
aimed at publishing platforms and social media services themselves rather
than their users.”

Twitter

Twitter, for example, has been slow to make attempts to adapt to the abuse
and harassment that takes place on its platform. Twitter has in the past
defended its format as one that honors its strong commitment to free
speech, and it cites the examples of the Arab Spring and the mass protests
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in Turkey in 2013, which were able to take advantage of Twitter’s unique
environment to advance political change in places where it might other-
wise not have been possible.”’ However, culture blogger and notable Jeop-
ardy! champion Arthur Chu points out that Twitter also has features that
make it a unique haven for harassers, in particular Gamergaters:

It’s telling that [Gamergaters] were chased out of Reddit, chased out of
4chan, chased out of comments sections and forums—but they seized on
Twitter as the perfect tool for getting out their message, because blasting
Twitter with noise is very easy. Twitter is almost designed to facilitate large
mobs of anonymous people harassing high-profile targets—the ability for
you to talk smack directly to a celebrity you don’t like is a huge part of Twit-
ter’s appeal that Twitter won’t admit to.”

Many people have also complained of the lengthy process for register-
ing a complaint of abuse or harassment. Caitlin Moran explained that
it was unwieldy and cumbersome to use Twitter’s multi-question forms
when “on a big troll day, it can be 50 violent/rape messages an hour.””* An-
other common criticism is that Twitter has not implemented restrictions
on users who create multiple accounts. Those who use the social media
platform for the sole purpose of harassing others often create multiple
accounts as a way of continuing to harass a person who has blocked them
on one account; it is much like a “never-ending game of whack-a-mole””
as the harasser keeps resurfacing in new Twitter accounts. Finally, Twitter
had a long-standing policy of barring anyone who is not the actual target
of abusive or harassing tweets, that is, users who only witness abuse and
harassment, from reporting the tweets.

Twitter’s advice to those who were dealing with harassing tweets has
been either not to respond in the hopes that the harasser would lose inter-
est, to unfollow or block the harassing person’s account, and, if the abuse
was extreme, to call the police. Twitter was only willing to ban offending
users if they issued “direct, specific threats of violence against others.””

However, after Caroline Criado-Perez, along with many other women,
were sent abusive tweets and bomb threats via Twitter in April 2013, an
online petition was created to ask Twitter to create tools to deal with abu-
sive tweets more efficiently.”® In the fall of 2013, in response to the pub-
lic outcry, Twitter responded by creating a “report abuse” button, which
makes reporting abusive tweets more automatic.

Two incidents appear to have spurred Twitter to make additional
changes to its platform. The first incident occurred when Zelda Williams,
daughter of actor Robin Williams, who took his own life in August 2014,
received such virulent and horrific harassment via Twitter shortly after
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her father’s death that she abandoned the social media platform. There-
after, Twitter partnered with Women, Action, and the Media, a nonprofit
organization dedicated to gender justice in media, to investigate abuse and
harassment of women on its platform. As a result, in early December 2014,
Twitter improved its tools for reporting abuse, including adding the ability
to report abusive and harassing tweets on behalf of others.”

The second incident occurred in late January 2015, when Lindy West
relayed her story of being harassed online in a compelling episode of the
popular podcast This American Life, which brought more mainstream at-
tention to the topic of women being harassed online. On February 2, 2015,
Twitter CEO Dick Costolo issued a statement saying he took “full respon-
sibility for not being more aggressive” regarding harassment and abuse
on Twitter and announced that Twitter would do more to improve how
it deals with those who use the platform for the sole purpose of harassing
others. Costolo announced, “We’re going to start kicking these people off
right and left and making sure that when they issue their ridiculous at-
tacks, nobody hears them.””® Shortly thereafter, Twitter also announced its
decision to hire more staff for its moderation team.”

Despite its recent changes, many people feel that Twitter could still
improve its platform. Some common recommendations from those who
have been attacked on Twitter include placing restrictions on the cre-
ation of multiple accounts within a certain time frame and adding the
ability to report multiple people at once, since harassers often mob a
target so that reporting each one individually is time-consuming. Slate
contributor and freelance writer Amanda Hess advocates prioritizing re-
ports of threats over reports of spam and then following up with users
about the outcome of their reports.** Developer and designer Danilo
Campos recommends creating options that allow for blocking all users
whose accounts are less than 30 days old, blocking new users whose “@”
replies contain words specified by the blocker, and blocking anyone who
has been blocked by more than a specified number of people whom the
user is following.®!

There is some danger of that these safeguards could be used against
those who are being harassed. Certainly harassers can just as easily falsely
report or flag Twitter accounts as abusive as an additional way to harass the
account owner. In fact, Lindy West reports that gendertrolls have turned
the system against her:

Even if we did get better systems in place for Facebook, Twitter, and Youtube
for reporting abuse, those systems could just as easily be used against people
who are being victimized on those systems. When that rape joke thing was
going on, trolls made a fake Facebook profile for me, and then my genuine
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account ended up getting shut down because all of the trolls reported my
genuine account as fake. It’s unbelievably frustrating.®?

This kind of thing may, however, be an inevitable side effect of provid-
ing remedies to people who are victimized, in the same way that domestic
violence laws have been used by shrewd abusers who, claiming they are
the victims, request protective orders against the people they are abus-
ing. Most women who have been gendertrolled agree that better systems
should be implemented even at the risk that they will, on occasion, be used
against them.

Some people have been devising their own ways to deal with harass-
ment on Twitter by creating applications that block groups of people who
have been determined to send harassing or abusive tweets. Some of these
blocking applications include BlockTogether, which hides messages from
new or sparsely followed accounts; BlockBot, a three-tiered list of Twitter
users that other Twitter users can choose to block; and Flaminga, which
allows Twitter users to create secret lists that mute abusive and harassing
users as well as to create filters that mute a specific user and all of their fol-
lowers, which is especially useful in pile-on attacks.

One drawback with these blocking applications is that, on occasion, be-
cause abusiveness and harassment may be in the eye of the beholder, they
have been used to block people who hold differing political opinions rather
than for being abusive or harassing. For example, Caroline Criado-Perez,
whose story of horrific gendertrolling is recounted in Section 3 of Chap-
ter 2, and British journalist and deputy editor of the New Statesman Helen
Lewis are now on one of BlockBot’s proscribed lists.*’ It is ironic indeed
that these two are now on Blockbot’s list, as it was the publicity surround-
ing Criado-Perez’s gendertrolling campaign that led to Twitter adopting
its “report abuse” button, and Lewis is the author of the so-called Lewis’s
law, which originated in a tweet she sent that said, “The comments on any
article about feminism justify feminism.”

Facebook

Facebook is another social media platform that has had to grapple with
online abuse and harassment. Although its terms of service have been
lauded as exemplary because they include language about not allow-
ing bullying, harassment, or hate speech, Chemaly says that the prob-
lem is with its enforcement decisions, describing the “applications of
their terms of service [as] normatively male biased.”® Chemaly de-
scribes Facebook as having had “implicit biases” in the way it has treated
gender-based crimes such as rape, domestic violence, and stalking. As
a result, according to Chemaly, Facebook pages that depicted, glorified,
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and promoted rape and domestic violence were frequently determined
by Facebook moderators to be “controversial humor” and were therefore
left up, although they were repeatedly reported as violating Facebook’s
terms of service. On the other hand, images of women breastfeeding or
women who were engaged in public protests that used nudity as a tactic,
for example, the Russian feminist group Femen, were often taken down
by Facebook.®

In response to these problems, a Facebook Rape Campaign, #FBRape,
was launched by Chemaly, Jaclyn Friedman, executive director of Women,
Action, and the Media, and Laura Bates, founder of the Everyday Sexism
Project, in early May 2013. The campaign, which generated more than
50,000 tweets, more than 4,500 emails, and a Change.org petition with over
222,000 signatures, urged Facebook to change many of its policies with
regard to which content it deemed worthy of taking down and which con-
tent it decided was in accordance with its terms of service.* In May 2013,
the campaign published an open letter to Facebook, signed by more than
50 organizations, demanding that it take action on “pages and images that
explicitly condone or encourage rape or domestic violence or suggest that
they are something to laugh or boast about.”® The letter called on Face-
book to recognize content that trivializes or glorifies violence against girls
and women as falling into their category of prohibited hate speech; to train
moderators to understand, especially given the context of offline violence
against women, how online harassment affects women and men differ-
ently; and to recognize and remove such content.

The campaign also targeted companies that advertise with Facebook by
showing them screenshots of their ads appearing on pages with highly of-
fensive and abusive content. Nissan soon pulled its advertising from Face-
book, and many other companies followed suit.* As a result, 15 advertisers
pulled out of Facebook. On May 28, 2013, Facebook issued a public state-
ment saying “it has become clear that our systems to identify and remove
hate speech have failed to work as effectively as we would like. . .. We need
to do better—and we will.”® In the end, Chemaly reported that Facebook
responded to their demands and implemented them, adding that “Face-
book has done that very well.”*

Although Facebook has shown dedication to making important changes,
activists report that its performance could still be improved by notifying
users regarding the outcome of their complaints and ensuring that reports
of abuse such as harassment, nude images, and bullying are prioritized
over reports of spam.”’ Citron also advocates that Facebook should make
policy changes, including notifying and explaining to complainants the
basis of their decisions and allowing an appeal process® and hiring more
employees to deal with complaints, since its 1.3 billion users necessitate a
sizeable number of staff to deal with these issues.
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Diversify the Workforce at Internet/Technology Companies

A final recommendation for change is that online content providers would
be more responsive to the diversity of people who frequent the sites by
ensuring that their workforce is more representative of the larger popula-
tion, especially in terms of race and gender diversity. Twitter’s workforce is
70 percent male, its technology employees are 90 percent male,” and only
3 percent of Twitter’s U.S. employees are Hispanic or Latino and 2 per-
cent are black.” Facebook employees consist of about 31 percent women,”
while only 15 percent of their technology employees are women and 1 per-
cent are black.”® Google’s workforce is 30 percent women,”” with women
representing 17 percent and black people only 1 percent of its technology
employees.” Only 6 percent of the chief executives of the top 100 technol-
ogy companies are women,” and fewer than 1 percent of the founders of
Silicon Valley companies are black.'"” Filmmaker and author Astra Taylor
reports that Instagram didn’t hire its first female engineer until 2013, al-
though it was founded in 2010."”" According to the Boston Globe, women
are only 11 percent of game designers and 3 percent of programmers.'”*

Brianna Wu explains that “women make up half of all gamers, yet we
make up only a fraction of this industry. . . . Women hold a shockingly
disproportionate number of high level positions in game studios, game
publishers and particularly in leadership roles.”'® She calls “upon the en-
tire industry to examine its hiring practices at all levels.”'** Taylor believes
that many women in technology are driven out by sexism, where women’s
contributions are routinely dismissed and undermined.

Chemaly explains the importance of incorporating diversity in technol-
ogy companies:

People really think that because these platforms are on the Internet, they are
neutral and they are free. But they aren’t. First of all, there’s no such thing as
a neutral platform. These platforms are created by people. Their architecture
is designed by people, their moderation policies are written by people, and
all of those people come to these processes with their own implicit biases
and epistemologies. And because of the lack of diversity in tech engineer-
ing, and in the industry in general, the entire system only really reflects the
life experiences and ways of knowing of an incredibly small special interest
group who is like them.'®

INDIVIDUAL RECOMMENDATIONS

Some recommendations involve suggestions as to what might be helpful
to individual women who have been targeted by gendertrolling attacks as
well as ways to support women who have been targeted. For those who have
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been targeted, Ashe Dryden, programming consultant, conference orga-
nizer, and writer, has a list of suggestions for women who are being attacked
online including letting important people in the woman’s life know that
she is being gendertrolled, checking and adjusting her privacy settings on
Facebook, blocking people on Twitter or using one of the blocking applica-
tions, asking her friends to screen her emails, and carefully documenting the
abuse in case she needs to call on outside help such as law enforcement.'®
Dryden also has advice for those who are seeking to support a woman
who is being targeted with a harassment campaign. She advises, among
other things, not offering suggestions as to how she could handle her ha-
rassment better, making sure it is all right with her before taking or posting
her picture online, asking before posting private plans with her on social
media, and asking before sharing her private contact information with any-
one else such as telephone numbers, email addresses, or physical addresses.

Supportive Messages

Many people emphasize the critical importance of making efforts to show
support to women who are attacked online. Atheist/skeptic blogger Amy
Davis Roth endorses the power of sending positive messages, saying that
“when someone sends in a [positive] email to Skepchick, it means the
world to us. Say thank you, send a nice message.”'” Soraya Chemaly stays
strong by focusing on the people who let her know that they are positively
influenced by her writing. She says, “There are some mornings when I want
to hide under my desk after I push that send message. . .. [But] I keep one
[positive message] on my dashboard. When I get one of the terrible, ob-
scene, slightly violent messages, I think of that person who I am talking
to.'”® Ben Atherton-Zemon, spokesperson for the National Organization
for Men Against Sexism, recommends writing supportive comments in
the comments sections of articles and Facebook posts, sending supportive
emails or tweets to the targeted woman, and reporting abusive comments
and posts to the online content provider where possible.'” Others recom-
mend such simple acts as upvoting posts on Reddit or YouTube or “liking”
Facebook content that is supportive of women who are being harassed.
Lindy West proposes that “a good program would be ‘Email a feminist and
say hi’ [When] you see someone getting ripped to shreds online, send her

an email and say I noticed what’s going on with you.”**°

Support Networks

Many people advocate the importance for women who are being attacked
by gendertrolls to create and reach out to support networks whenever
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possible. Women who have been the targets of long-standing harassment
campaigns speak to how essential such a network can be to the mental
health of those who are targeted. They attest that simply hearing from
others who have been similarly targeted is a helpful reminder that the at-
tacks are not personal, despite the fact that they feel intensely so. Activ-
ist Courtney Caldwell emphasizes that it is only because she has a strong
support group that “the bullying tactics Open Carry Texas used to try to
scare me into silence haven’t worked.”'!! She says her perseverance is not
because of “some superhuman mental fortitude I possess. Again, it’s only
because of my support group. I worry about women who aren’t fortunate
enough to have the support that I do, and decide voicing their opinion
isn’t worth it

CULTURAL CHANGE

A preponderance of women who have been grappling with gendertrolling
have concluded that making cultural change, that is, changing the values
and ideas of those who commit the abuse and harassment, is what will
ultimately be most effective. Creasy sees the cause of gendertrolling located
not in some feature of social media or the Internet, but in the people who
perpetrate it: “It’s not Twitter, Facebook or Ask.fm that makes these people
say these things: there’s something in people that makes them say these sort
of things.”'" British journalist Helen Lewis identifies the behavior as stem-
ming from an underlying “deep-seated hatred towards women.”""* Actor
and women’s rights activist Ashley Judd concurs with Lewis in describing
the motivation for the attacks she sustained for tweeting about a basketball
game: “My tweet was simply the convenient delivery system for a rage to-
ward women that lurks perpetually”'’> Nussbaum comes to a similar con-
clusion: “It is not enough to call the behavior . . . pathological, or the work
of isolated nuts. It is rooted in American culture itself, and in one form or
another, in most cultures of masculinity in the world.”!'¢

Although many people advocate changing values and norms, there are
others who counter that advocating for such changes constitutes restric-
tions on free speech. In response to this claim, Chemaly says, “This isn’t
about censoring people, it’s about changing norms for what is accept-
able”'” Lindy West eloquently articulates the importance of being mind-
ful of words, even in an environment where free speech is permitted, by
focusing on the power that words have to shape the social world: “What we
say affects the world we live in. And we should make an effort to be more
conscious about it because words have consequences. Words contribute
to culture. Culture contributes to people’s actions. These things are not
separate. Words are both a reflection and a catalyst.”!'®
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The conclusion of many who are trying to tackle this problem is that, in
order to truly effect change in gendertrolling behaviors, we need to reduce
misogyny in general by changing the ideas, values, beliefs, and norms that
determine how women are regarded and treated. Quinn writes about get-
ting at the cultural systems that create the environment where online abuse
toward women occurs. She concludes that the fact that these behaviors are
systematic rather than unique and idiosyncratic offers hope for change:

It’s important to know that I am not special here—it’s a fate I share with every
other woman that is a high-profile target of online harassment. This is not a
fluke or just a story of some shitty things happening to someone: this is how
things work. This is a system so clearly defined it is predictive—the equation
is essentially this. Feed into this machine an outspoken marginalized person
with some degree of success or visibility, along with someone with a vendetta
against that person, and what you get out is years of abuse and harassment
directed at the marginalized individual along with galvanization & growth
of communities who participate in that harassment and abuse. Some might
see despair in this systematic abuse, but I see hope and opportunity. Systems
are known quantities, systems can be disrupted, the variables can be tweaked
and changed until they break down, if we have a decent map and try hard
enough to understand how those mechanisms work."

Quinn sees hope in naming and talking about the “system’s existence” as
key to dissecting it and to finding solutions:

I post these updates and talk about the specific gears of this machine that I'm
caught in, in the hope that it spreads. In the hope that we can talk about this
and raise awareness of this system’s existence, and finally do something about
it. In the hopes that if the machinations of online abuse on this scale are laid
bare, and actually TALKED ABOUT, the problem can get in front of enough
eyes and brains to figure out what gears to stick monkey wrenches in, to finally
cause it to grind to a halt instead of grinding down the people targeted by it.'*

Although strategies for making cultural change are never clear-cut or
easily identifiable, some suggestions have been proposed, including pub-
licly speaking out about the problem and increasing social and legal sanc-
tions against those who engage in gendertrolling campaigns.

Speak Out about the Problem

In line with Quinn’s call to talk about the ways women are attacked online,
many other people also advocate continually speaking out and writing
about the problem as a method for effecting cultural change. Cath Elliot,
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British feminist and trade union activist, says “it’s imperative that women
who write online continue to speak out about the abuse we’re subjected
to, and that we expose the Internet misogynists at every opportunity we
get.”!*! Brianna Wu also advocates speaking up as an effective strategy:

First, major institutions in video games, which happen to be dominated by
men, need to speak up immediately and denounce Gamergate. The dam
started to break this week as Patrick Klepek of Giant Bomb broke the silence
at their publication on Monday. Last week, the industry’s top trade group,
the Entertainment Software Association spoke out against Gamergate, say-
ing “Threats of violence and harassment have to stop. There is no place in

the video game community for personal attacks and threats.”!*

Atheist blogger Ophelia Benson concurs and asks specifically for the
support of those who haven’t been harassed: “I think it’s really important
for the people who are not affected by [online harassment], especially
men, to be vocal about their objections to it.”'* Wu also stresses the im-
portance of those who are not the direct victims of the attacks, but who are
only witnesses to them, to speak out rather than remain silent:

Some have [spoken out]. But many more have been silent. In the
male-dominated video game media, many have chosen to sit by and do
nothing as Gamergate picks us off, one by one. IGN [formerly Imagine
Games Network, a website that focuses on video games, films, music, and
other media] has not covered Gamergate. Game Informer has not covered
Gamergate. Ironically, the people who most need to hear this message are
not hearing it, because of an editorial choice to stay on the sidelines.'**

Sarkeesian agrees that, in order to change norms of behavior, those who
have remained on the sidelines, especially those who have prominence or
power, need to be more forthright about their refusal to tolerate abuse of
women:

In terms of the immediacy of the harassment against women in gaming,
I think developers and publishers and key figures in the gaming industry
need to step up and say we do not accept this harassing behavior, we support
women, and further outline steps that they are going to take to try to make
the gaming community more inclusive and more diverse, both within their
hiring practices and also with the games that they’re making.'*

Sanction Harassers

Another way to attempt changes in cultural values and norms is to increase
social sanctions against those who wage gendertrolling campaigns and to
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institute policies of holding them accountable for their actions. Creasy is
one who supports negatively sanctioning those who wage gendertrolling
campaigns: “We need to be able to identify and engage with them and hold
them to account for their behaviour. Because if we don’t, the consequences
could be quite severe.”'?® Victoria McNally, writer and associate editor at
the Mary Sue, a website for women who are interested in geek and pop
culture, also urges that more effort be made toward implementing policies
that sanction such behaviors:

After all, it’s very difficult to point out legitimate criticisms of Sarkeesian’s
analysis when so many assholes on the Internet are using those exact argu-
ments as an excuse to call women sluts and threaten to rape them. Unless we
are all committed to rooting out that kind of behavior when we see it, not
just on an individual level but a systematic one, then it’s going to continue to
fester under the surface and irrevocably ruin the entire community.'?

Kathy Sierra suggests creating and holding to norms of not allowing
threatening or violent speech online, and especially, refraining from glo-
rifying people who engage in harassing and threatening online behaviors
and refusing to accept rationalizations or excuses for their behavior: “If you
want to do something about it, do not tolerate the kind of abuse that in-
cludes threats or even suggestions of violence (especially sexual violence).
Do not put these people on a pedestal. Do not let them get away with
calling this ‘social commentary’, ‘protected speech’, or simply ‘criticism.”'*

Chu also advocates distancing from and showing disapproval toward
those who are targeting and harassing women. Referring to Gamergate, he
says it’s important to “make it clear that what they’re about is unaccept-
able and that if they’re going to continue to be about that they won’t find
friends or shelter in the industry.”'* Chu sees the potential end result of
such a strategy as “once their reputation is shot enough, they stop winning
regular victories and they start getting demoralized, people will peel off
just from fatigue.”"*" Citron cites an example of peer pressure working in
the multiplayer online video game League of Legends, which solicits the
help of its players to assist in monitoring abusive behavior, with some ap-
parent success."!

Change Social Norms through Changing Laws

Many commentators see changing norms at least as important as or per-
haps more important than changing laws. They also see changing laws as
one way to induce cultural change and to signal to people that changes
in norms and standards are taking place. Citron is among those who be-
lieve that legal change can result in changing cultural values and attitudes,
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writing that “education and law can help us combat destructive social at-
titudes.”** Although Nussbaum believes changing laws is important, she
sees cultural change as ultimately more effective: “The more general con-
clusion suggested by my analysis, however, is cultural rather than legal. . ..
Changing [the culture]. . . requires changing pervasive cultural patterns
of thinking and talking about masculinity.”"** Solove agrees that changing
norms rather than just the law is essential to reducing online attacks on
women: “The most effective solutions encourage norm change, and that
occurs not just through the law but through increasing people’s awareness
of the consequences of their online speech.'**

Feminist writer and blogger Amanda Marcotte sums up what she con-
siders to be the long-term solution: “To fight for women’s equality, and
keep fighting until the idea that a woman is anything but equal to a man
is a relic of the past.'*

I have offered here but a few suggestions and recommendations for change
that have been espoused by those who have been affected by or are at-
tempting to remedy the problem of gendertrolling. There are undoubtedly
many more suggestions that have been made and many more that will be
made as more people become aware of and attempt to address this increas-
ingly pervasive and virulent problem for women online. Immediate legal
or technological fixes, while certainly helpful and practical, ultimately will
not do much to change the motivations of gendertrolls to attack women.
As we have seen, those who are bent on harassing, abusing, and threaten-
ing women seem to have endless capacities for adapting their tactics to
new mediums and new technologies. Strategies that advocate for cultural
change have the best hope of being effective at eradicating the motivations
of those who attack women by tackling the root of the problem: misogyny.



Epilogue

they say goldfish have no memory

i guess their lives are much like mine
and the little plastic castle

is a surprise every time

—Ani DiFranco, “Little Plastic Castle”™

In this book, I have attempted to describe and name a new phenom-
enon, gendertrolling, which is happening to women online as misogyny
has morphed to adapt to new technologies, in this case the Internet. I do
not mean for this analysis of gendertrolling to be seen as a fixed phenome-
non, or something that I have definitively nailed down. That is impossible,
especially due to the ever-changing patterns that continually emerge on
the Internet and to the demonstrated ability of misogyny to adapt to new
technologies, structures, and conditions. However, I believe gendertrolling
is a useful concept to identify something that is increasingly happening to
women online that most people are not aware of, as well as to distinguish
it from generic trolling. I look forward to many others weighing in and
further refining, contributing to, and perhaps even correcting the analysis
that I have presented in this book.

Perhaps more important than naming and describing gendertrolling,
I am also attempting in this book to call attention to the fact that gender-
trolling is not a new phenomenon that has arisen as an inevitable conse-
quence of the Internet, but to demonstrate that it is simply a new form

*Song lyrics reprinted with permission from Ani DiFranco, from Little Plastic Castle.
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of age-old misogyny. As feminists and women’s rights activists continue
to work to prevent the Internet from becoming a place that is hostile to
women, it is important to bear in mind that this is by no means a new
battle. Even the very methods suggested in the last chapter to make change
are recognizably similar to those that have been employed, with varying
degrees of success, to effect changes in attitudes and laws regarding other
forms of misogyny, including domestic violence, rape, date rape, stalking,
sexual harassment in the workplace, and street harassment.

It is doubtless the case that, even if we are able to implement laws and
cultural changes that effectively diminish gendertrolling to the point that
it is no longer as significant a problem, other new and creative forms
of misogyny will emerge that future generations of women will have to
contend with.

It’s hard to say what will interrupt this tiresome and seemingly inter-
minable process. One way I think that misogyny is able to succeed in con-
tinually morphing and adapting to new circumstances is that it surprises
a new generation of women each time, who are caught off guard by not
expecting it and who then have to spend their considerable time and ener-
gies describing, naming, and enacting changes for each new iteration of
misogynistic behavior. Perhaps we are always, as the saying goes, fighting
the last war, instead of anticipating the next new form that misogyny will
take—or, at the very least, anticipating that it will, in all probability, morph
to take a new form.

A place to start might be to come to expect these endlessly morphing
iterations—to not be like the goldfish of Ani DiFranco’s song that is con-
tinually surprised by the appearance of a little plastic castle. Perhaps if
women and feminist activists were more prepared to anticipate the seem-
ingly inevitable new iterations of misogyny, it would expedite the process
of coming to recognize the commonalities each new form has with other
earlier forms, which might enable women to identify and to fight them
sooner, with less effort, and with more purpose. Certainly, not being aware
of the history of the immense struggles that women have undertaken to
secure even modest moves toward equality is something that contributes
to the “little plastic castle” effect.

I am hopeful that this book makes a contribution by identifying not
only gendertrolling, but the patterns that it shares in common with count-
less other modes of misogyny. I am therefore calling not only for increas-
ing awareness of gendertrolling, but also for expecting, preparing, and
even planning for a wide variety of new and creative forms of misogyny as
it continues to adapt to the Internet, as well as to other as-of-yet unfore-
seen technologies that arise in the future.
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